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ERRSHRAH TR

EAE Citrix BREH, FRIEEIEZ MNEUET.OMEA StoreFront #1 NetScaler 2pE, FARAEBERSS 2
& F %85 (GSLB), ErIUEE—14LE URL, GSLB 2 NEEEAEEMNXEFM X AISE
URL, iB%, GSLB RIBEMHTFEEZE (FIa{ERENE] (RTT) HEESRAE) EFERITHIF X,

fgn, @elged 3 MRIEM X
emeagateway.example.com - FRNFI %
usgateway.example.com - ZE[E M X
apacgateway.example.com - AN %

MX—1 GSLB :

gslb.example.com
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Remote Access using the GSLB domain name or a location specific URL for each Gateway

N\

E

Use location specific URL 8

g

o

E

@

x

Q

=

Use GSLB URL » &
Use location specific URL- =

———

]

External Client E‘

-]

-

0

Q

Use location specific URL

APAC data center

StoreFront Gateway Objects
=3 é: G

NetScaler Gateway - APAC Controller g
APAC StoreFront c,

APACGateway.example.com
APAC
APAC Controller

/

7IECE GSLB 2ZHi, BEREEEEMNIRSF|/IEPBURERIALMNMAHRIT DNS ##ifr. EETE Citrix
Gateway # StoreFront ZPEFFEHAKEA URL #ANEE FENARS SFERH,

StoreFront R ERNEVGIRETIRZB[ELECEINEE ; Hx, BEEARFTEMWEFRE StoreFront iR
SSA#RLIFBRIM A RECE, WER P TICEEDI N ARS S5 AEBRER B —BMIERIS,

StoreFront AILAERARES IRSEZ 2B BIANITIH (X)) , BBRITHES .

IR R FBREE AN INE Citrix Workspace N BIERFEY, ©R@IEA URL AR BREERINRIA5HIN
BfEE. Alt, MREE GSLB FEE S StoreFront SFE, NS NREHNTEGHERMNER
URL,

p=3 g

2 Citrix Workspace A EFF1E GSLB [GEMA[E StoreFront B3EB ELEHFEY, ARFREE
FHITEMEIE. AL, BNZEERAMY, UERAFNERRAIERELREHRIE—BE,

AP iAE

BEEE AP RIRED,
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FFPi5ia
F R eI LLUEE =F ARG AR R StoreFront ElE,
o AMIZZIERY Citrix Workspace N2 - EBFRAEhRARY Citrix Workspace N FFZRFRIAFBIIY

7E Citrix Workspace N F2F B R ES iR StoreFront BiE, XigH 7T REMNA P AIRNS
BRAHIINEE,

« Web %588 - EERE Web XR8P el LOEE I W2 FE 5 M4 3R 3417 StoreFront P*J'Eo
INBRT, BRPEEEFAIRAM Citrix Workspace N BIEFF aEifin HEEmAN BIEF,
MAESED. B2, EaUEERIMLL, UERFITEZ L Citrix Workspace F"Hﬂ?’l‘zf’ﬂﬂﬁf
I BRIA R H 2 TR,

 XenApp® Services URL - B LEALBIBAR Citrix® & P iwmEY P el A EARIER XenApp
Services URL 1R S, BIE#EER, XenApp Services URL BAIANE .

Citrix Workspace™ W 1R

MAEZLER Citrix Workspace app IAREE AR RE. REENEFRAERE, & X0 BFUAXMH
FiBiRIEERY Citrix Workspace M FTEFARA, EZIR System Requirements,

5 {$F Web 3% 2848LE, Citrix Workspace MFAIEFEBEU TR !

- EWRENEEM, EN .ica XHRFIRLLAE, HEKXKZEFAZTH.

o EWMWAIRY, BT ANAREFNKE, MEFIREE Citrix Web R L.
- RENARFRIPRSREHEGNANZL2E, UBLEREICRNESHREERG

- BHFRVEN, RAXYNARFRETBTFERENNITZER.

- I83RAY HDX™ ThiaE, BREMHIRMAEDSREENSHNSWINEEFIGRINE, XLWHATH
FEIRBEARNELREENVARFNESEERRENSMEE,

BE, —MEERE— 1ML, ZMihEER1E Citrix Workspace NATEF S, AIUREZ ™
websites, EXMERT, &AL configure 7E Citrix Workspace N FAFER & RIS ih,

Citrix Workspace N B 2FFERRERFALL URL (EAEITR. BEEABERXEFIRA, Citrix
Workspace N RAIEF _JJ—/(EﬁEFHF'EL%?‘JZMHJW]Q%J&E’A?EW]%O EERILERBEEEED
StoreFront 3@ Citrix Gateway &#&. B X F4ES, 1HEIH Configure beacon points.

BE3R{#EH Citrix Workspace MR

FRLMAINR, ol RE—ES, WEHBPEENSSEPIT AN BEEEMLEE, ZMits
Bnh¥]FF Citrix Workspace N TERF, FEARRIFAP & FERE Web JI%25, tNRFKENE
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Citrix Workspace N2, NMit=mAFPIRETEED, L5, Wit=BECE Citrix
Workspace N AEFLUEERINAEE, B XiEMER, BSREKREEA Citrix Workspace [ T2
Fo IEINEERRILUES IEMHTE Citrix Gateway FRSRHL, iSRS M X EZBIERFER Citrix
Workspace N ATEFo

R FBRSIEARINB Citrix Workspace M FTERF

wxlfE, UHERNRAPRHESEMNNARRNAREENERFAE S HKECE Citrix Workspace
NRERF. EALEIUTARNZ—mAFPRERERES, AMEtEREIRR.

BEERR .

EFRINBR T, Citrix Workspace 2R ER SN BREIEEIL HTTPS &%, 2R StoreFront
KRECBN HTTPS, NARPBIHITEMERES BFEFER HTTP &, Citrix 2R INERE
FEFIMRERERARLZ LR StoreFront AR &, BXFHARELR, FSHERT Windows BY
Citrix Workspace [ FF2 R X4 A AY N A &[S E S 3.

FrhEcE

FFPRILLGEIZ7E Citrix Workspace N FATERF AR A EE URL 3% Citrix Gateway URL 2R¥¥ Citrix
Workspace M AEFEZEENAREE. NRAFPBMAEZR URL, N Citrix Workspace 2R &
RE— DN AEIESREAFIEE, BXIFEMESR, ESF Citrix Workspace R TR 1S,

FaBc S

ERI AP RHE S EN AREEEEFAE RRIFEC X . & Citrix Workspace N REF/G,

RPIF .or XHEIR] Baic ENAREIEK . FRIAMBERT, Wt ARE T Zit RS N AREE
[ PR EFEC S . (SR e AP G AR SR8 AR SRS, F AL = R R
BEXtt. &, ATRIESRIBES, ErRILIER Citrix StoreFront EIFZEFISEM AT — 1K
N ABEEEFAE DTS, ARG, ErIURXEX G RGENNAR. B XF4H(E
2, BERNAFRSHNRABEETREX o

BRIERIAYIZE URL

¥F551T macOS WA, ERIUERERAT Mac B Citrix Workspace N FT2FI&E URL £/
RO BN AEEEEFMESN URL, &2 Citrix Workspace M ARG, AP ®EEHEZ URL
BNe BohECEN RIS, . SFEBFAERMARZIEY, RARER—TAIURRELRAFH
URL,
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BT TR, & T

BEETEFHANKFA LI, AREHEMNEENAREENIGRFAES, MIE Citrix Workspace
N REF i EIETRARBFER M, B XNARBELIIENFAER, FERETEF
R BYIK  & Bho

£RMNAIERS

f§£F8 Global App Config Service 91&#Y StoreFront N AFEIEACLE Citrix Workspace N ATERF. 158
R EC & AN A R B RYIR B,

BT 125
{9 EFAAZ LR Citrix Workspace RIFBIZRAVERATE, A AT LU FOTH 4881517 26

G, BE, —TNARERE— 1ML, BEAURESZ WL, S17MiGEE E S8 URL FES
Bo

RERFE P AU EES MBI N BAEEMLL URL, INRER StoreFront ERERRAE ZNWiL, EAILUSE
R—1NECENFIA URL, HSEFSMEIEXR URLBY, BREHETERSRZ URL,

INRIZEERE Citrix Gateway, WAEAF SMEIMX URL, XBEEZ—TAER URL, EBRJLES
B AER (/zh-cn/storefront/2203-Itsr/integrate-with-citrix-gateway-and-citrix-adc/configure-single-
fgdn.html),

p=—

MR BT S 285 BRI N IS IE s URL 5 A FECE Citrix Workspace N BI2FRIN FEEIE
URL A[El,

M PR P S AN ELARRY, AR ATAEN :
1. FRAEAEEN Cirix Workspace B FRRFRER. NIRRT, KHMARET BEH
I, ENTAUHARENIRIERGER, §XESHAES, HSA (#hybrid-launch),
2. ARENBBRER. XEEHAEBEANREETREDAHDER,

BRINECE B ERAMZ L Citrix Workspace N REEFUHITEEG B, ERIUENEE, URAE
FE 2R EFRMILAFIER, 1B52H (/zh-cn/storefront/2203-ltsr/manage-citrix-receiver-for-

web-site/deploy-workspace-app.html),

WMREEREET MNRAMH Receiver FuJH, NIEA Receiver for HTML5, #84 M P EXRIEN
AT N AR EMNLLEY, AP LUERE T ERBRAMR UEEM TN S 2SR EEhE R
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EXNRBPITARRNER

X FHREBML ERARF, BRIAMER 2D S251518 Citrix Virtual Apps and Desktops 12 ft
HNRIR. EEAMITNEERE RX REAMNRAEFIARIGR, 1E7E Citrix Virtual Apps and
Desktops AR588 L2 A ICA WebSockets #E# %, Citrix Virtual Apps and Desktops 1% M
8008 #17 Citrix Workspace N FAATERF for HTML5 i&E#E, RGBS E MR & R iFiAIR
w0, BXEZEE, 158 (/zh-cn/citrix-virtual-apps-desktops/policies/referencefica-policy-

settings/websockets-policy-settings.html),

A7 BINELH Citrix Virtual Apps and Desktops ZHR, RECERIFEEN BZFMEER VDA B TLS
%, BT Citrix Gateway BYIZFEIEZE ] LAEA Citrix Workspace N FTER for HTMLS BEAR,
MmEHEET VDA B TLS E#%,

py=y =

HRAPEREMIUN S 2RI N A S EE A Z 3R Citrix Workspace N 2R RIS 5N ATE
FEY, ZXIAREEEE. MibdrILUBIZMA NS AR ER Workspace N AIZFBEUEEE
o

Citrix Web ¥ B (B ARFIKAR)

AT RERERFALR, EEE Citrix Web I B, XEZRER Web X BN B, AIEQNAM
ZEH Citrix Workspace N AU EIEEINAEFMKENEF &Y, 5 Citrix Workspace
Exhgs AL, XIRETEHFNAFAK, FHEtn T 2RBRS 3 M EHSERR.

EERAETISSRT BNEF RN, BHITUTEE !

 1f StoreFront AR$Z 25 EE B It INEE,

. EEPIRIEE EEEN RIS B,

« ERESERT Windows 2303, Mac 2304 B Linux 2302 B E S hRARY Citrix Workspace [ F72
o

BRERESZIFNTS BN AEEMLE, RARTERAPKEIAMZ SR Workspace B
EF. EEASINER Web B, WIRKK, M= Citrix Workspace Enhgg. B5E
Workspace 2R+ NBINE AP IRk IZE, 2 &5 8Ed Citrix Workspace TR

B LAE 0 Workspace N TR,

LEIHREZRIARL T X RS, BIER B LUER StoreFront fRZZ 28 FAYLAT PowerShell BA<E FItbIh
HE . Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension"

-IsEnabled $True o
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Citrix Workspace E5h28

YUHEPERESZZIENIRERSTN S 28 Fi/iA) StoreFront FL B R Citrix Web ¥ B, B
=1 Citrix Workspace E5h28. M 23 eE=iemB P #1THIA, i :

This site is trying to open Citrix Workspace Launcher.

https://storefront.example.com wants to open this application.

l:' Always allow storefront.example.comn  to open links of this type in the associated app

Just a moment, we're detecting if Citrix Workspace app is
already installed.
MR LZE T ZZRARAR Citrix Workspace WATER, NIZNEERSIER StoreFront, %2R
BEX—R, HEEINBIEFEEEA Citrix Workspace Enfzs.

WA TN, WAREEMIESTE Windows, Mac # Linux £3EF Citrix Workspace 258
s .

Firefox 52 S E mhRkA

Chrome 42 ESARA

Safari 12 EEhRA

Edge 25 E & HRA

Citrix Workspace Launcher 2L T RIEhRAB Citrix Receiver 3% Citrix Workspace N AER.

« 3&FAF Windows BY Receiver 4.3 S hRA&, # WebHelper B4 (LtbAEERINR L)

 SEATF Mac B Receiver 12.0 S{E S kR4

« 5&ATF Linux BY Workspace W2 2003 B ShRA
#NER Citrix Workspace Baigs A, ERAPARFEITH, NERTER MR AMZEZER Citrix
Workspace NATERF. AP AILUERER, ZERTERE, EXMERT, ©RNELREIFER ICA

XHTH BNARER. ARREIEIRERE RREHEELEN Citrix Workspace MATERF
FEi,

Citrix Workspace Bih2s EG LIRS :

23



CITRIX® STOREFRONT 2203

- NRETELIRRS RN EF TR EEERZETIH StoreFront ARS58848, NI Citrix Workspace
EohEs I RE B ER M, AR, SRS IKIRS SR ES SR B G AR
Web RIFEE P imQNIE R ENE G BEBNFAERESR— StoreFront iRS 8340, B X134
§R, 1ESIH CTX460312,

« J@d Citrix Gateway EEZRIM LAY, Citrix Workspace BEha8{ER M X B9 HDX EREISFR B Citrix
Workspace A2 HERRIEE StoreFront ARS588. MIRM X BB ANIMEIE (MIFF HDX
E&HEH) , M Citrix Workspace B oh2sFiAEEER StoreFront, Eff)RILRAIE, IEFARIER Citrix
Gateway FCi& T HDX BEHFIEHM STA BRS585. 4wiE Citrix Gateway, JFHRAZETABIKENE
AIRIEA HDX B&H, FHECE STA BRS585

« #0R Citrix Gateway BIHEH LI SR IIEAIRIE, N Citrix Workspace N BIEF A5 Citrix
Gateway 37 SOCKS %#, MMFE Citrix Workspace Eaiza kKo

« 3@id Citrix Gateway R REEH R IIERY, Citrix Workspace /2 &h28 FECEA.
AU RIS AE. EEEMIEN SRLE RREL, ER ERMYLGIERR

VERBREZE, EBE Citrix Web /o

IE 4138

FAFP &R Internet Explorer R¥TH N FAREIEMLEEY, RARIRTAFP&ZEE Citrix Workspace R F
12Fr, HAaEZERT Internet Explorer BY Citrix ICA B IRINET, ZRHEMGS, Beh@d Aty
£H Citrix Workspace N AER BN AEFRH R,

ICA X TH
INR ML T 5@ A E 75 A B A 22/ Citrix Workspace N R, SRERFEET B
7, WEAFPESINBERFREEEY, ERFEH— ica X, AR AIUFERAMZE IR Citrix
Workspace N ATERFTF L 4. FEMERLLERAZE, RERWNOT :

o I} ICAXHEHERE L EERE XK,

- B RIEEFEE N, ML EEHFTERIMERE,

o IWEBERIIEARTTH,

HRBIES T

A AER URL, LURMN N AREIEF A AREMNARZFIAR. FHXEaEEiR AR NGRS L
HERNMILEF, NEARFPRENZRIRESLE, AFRSEEEE, FREERDINAEEEMN
ih, MREAKRER, WELLAER, NVABEMEZBHEHNRR. B XENZRRES NBIFA
BR, B2 MikRES .
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BIZNAREFRES TN, BRARNAEETREEMNAREFEGHEENRIT. RESALEX
TERHEBFAMTHNARFNZ LA, FF, IRENETSEAFRESIEEEE, WX
NENEAIRZBERIRES . REAATEAFSITEREEENARER.

ZEENARFRELA, BEARRERESANAEMILER URL ECE StoreFront, HAF R
s E RN FRRZ R IREEFS TURY, StoreFront RARYEERIARY URL ZIROEZMG, UHERIEKRIREE
RASERIR L,

XenApp ARS5 URL

ToEFARKBIIBAR Citrix B P imA P LUE T A EE R inhc &N EEER XenApp Services URL 3Kif
BN RS, EORBILGEE XenApp Services URL JE B MEINA B S EI8 & F3E1T Citrix Desktop
Lock FNEH AR PC iFRZEHNRAREE, Fit ETXH, BIMAREEMARS StoreFront AR5 2%
A Microsoft Active Directory #AHIZAYIE

StoreFront 32¥Fi&1d Citrix Workspace N A2 AT EEE Xt XenApp Services URL H#{TE@E S
2593, Citrix Ready &{EINEF=GMER Citrix Fast Connect API, @id3&AF Windows #Y Citrix
Receiver Z3&FAF Windows B Citrix Workspace N BEEFELERPESR, UEH XenApp
Services URL EEFINAREE, AP EAAESFXN TIFLHTHMIIE, FHRERES Citrix
Virtual Apps and Desktops IR REMNAIZF. BXFHAER, FSHAKRHH EAT Windows
Y Citrix Workspace X4,

BIERFT N FAEIERT, ZNREER XenApp Services URL ZRHAE . MARER XenApp Services
URL #8=0A http[s]://serveraddress/Citrix/storename/PNAgent/config.xml , Ef
serveraddress & StoreFront B3EBRIARS SRk H FEIFIENTLREE%, storename EE!
ENAEER AEIEENSET. XiFREE#ER PNAgent YA Citrix Workspace N B2 FiEER|
StoreFront, & % B]i&id XenApp Services URL iFRIN BREENE P, B2 AP IREER,

EEIESEM
XenApp Services URL BEZIFTEFLKLE Citrix Workspace N BREFHIAR, UKREREHMS
1B AR RIS R FEMA. HITREISEEA XenApp Services URL J A 12X A B IERY /8]
BY, EEELUTRE,

o IBEEIEHFEER XenApp Services URLo

o IBIEBIIREBAIE XY config.xml RIE XenApp Services URL 1&i&E,

« XenApp Services URL ZIFEXFMINIE. HEBZMREIE. BEFHFHRIEUAKRFTEEFEN
BIENEBES R, FRIANBERTEREREMRIIE. &1 XenApp Services URL HEERCE—
MERIWIEAE, HEASINEEREE— URL, NREEBEEASMEMIWIEAE, NAHH
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BME ML ACIZRIRNEE, ST EEEE—1 XenApp Services URL, A, &ERIA
FRIUERR S ES MR AN NIERE. BXIFRER, B2 E2F XML IS5,

« ZMABRT, XenApp Services URL BT EX#EZEH], HELERERZA,

- AR ESERBINIERNERE S HEEREREmMNATZFR Citrix Virtual Apps and Desktops
ZERERAEIHIEFISS, MM StoreFront SR IRIEARSS -

RFER

EZ&ZE StoreFront Z g1, BEE MEEBY StoreFront E8&,

StoreFront JRZERER

LY4GS
Citrix BEUTES EMitH Z4F StoreFront &2 :

« Windows Server 2022 #3E O RFIFRERR
« Windows Server 2019 #3E O R FIFRERR
« Windows Server 2016 #3ES O RFIFRERR

b=
StoreFront & Windows £EI{KRLE, FILTEZRZEIE Windows Server Core ko

Ars52R£HBIFRAE StoreFront A5 850 E FAMEEIRVIRERGARA. EEMXEIKE.

AR FFLRITIT StoreFront BIARSS 38 ERVIRIERGNRA, Citrix BN EEH LT EMNIRIERGF L

StoreFront,

1EZ2%E StoreFront Zai1, @ATE Web BRS328 EE LT Windows ThagE, XELAGIEHZERN
Windows L2NAEA, REULBRIESERMBEE, TNELERITEMIRE,

o NET-Framework-45-IhgE
o NET-Framework-45-1%:(
e PowerShellRoot

o PowerShell
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WNRZ LR .NET Framework IRAETF 4.7.2, NMEZEEFBEENIZEZE .NET Framework 4.7.2, 15
IR, XERBREE NET-Framework-45-Core Windows Ihgg, Itt4), StoreFront 2203 CU7 & E
SHRAFE NET 8, MIRFALTE, WELEEFSBENEE NET S8,

N5 StoreFront RREIZFEALMEERD LA TEMR Windows IhaE, MEBohERES] :
+ Web fRS33%
o Web-WebServer
> Web-EF HTTP Ih&E

Web- BRI\ A

Web-HTTP ££i%

o

o

Web-8#SAHA

o

o

Web-HTTP EE A
o Web-iz1TIRR

o Web-HTTP BEIEH
o Web-Z£ %

o Web-1&3K ik
o Web-EARFHIIE

o Web-Windows &334
o Web-NEBEFRHX

o Web-.NET ¥ & 4.5

o

Web-Applnit
F{a-FIETE- = M45

Web-ISAPI-{ B

o

o

o

Web-ISAPI-i%25
o Web-BEIETE

o Web-EIBHEHIE
o Web-fiiAxTE

o .NET Framework 4.5 IfEE
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o MHELR-45-Fal HrE =

- .NET WCF AR5 4.5
o NET-WCF-TCP-PortSharing45

£ %3 StoreFront :Z/1, AJLURY 1S Mk ahE E it B REIKRIER. IS F StoreFront BYAERT ERTETE
Ax 5 2R H P BIFRE IR SS 48 LS FAE R

E
Storefront™ RSB 234K EA T EK !

o AMIEZE I & 2 PNERICPU, EBiX 4 TNERICPU
« NTE : 4GB, AMMERFESYAREIR 700 F75,
. FfiEZEE) :

o 250MB FF StoreFront A&,
o B NFEE 30MB, RigES TN AREE— i,
o WFERTWEFENES N NEEE, FE5MB, 4NE 1000 1UKET 8MB,

o RIBENER, A IS BEXHREEBHIZEE, B5EH Microsoft B X EE IS AEXHE
RIS A,

o JJ StoreFront 2T HEIREEBAIZEE, BRIABER T, StoreFront AT ARSZRE 1GB H
&Ko StoreFront BPEEHEE 1 MEFIRSS, AMETNAEEE 3 MRS (NABIERS. &
P IRIERRSZF0 Web ik Receiver BRSE) - B85 1R StoreFront tfEHEER,

e
StoreFront ER LA T ik O#1TEE, BRRIENHMSFEMMMLLIEE RIFAEIX LR,
o BPFIREA HTTPS B HTTP i%E#E3 StoreFront, @E 9 33@1d TCP im0 443 8 80, TR
TR P IREZEIEED StoreFront, E@ERFRSEEDAHOERIME, HENREELRE

StoreFront, EAILTE IS BREAERPRERNIEO, BINEER HSTS 52&] Web X 523
HTTPS,

« TCP ixH 808 AT :
o ERZSBRANREFT REF. XMCERTERT WEFXAZRFERNEAMEIEEMIENEE SQL
Server BIEEMIB R
o ERZSRAZEIRFTITIH. XICERTEEER B iTH MG R.
o TERRZZRANEN ER,.
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« NFRERRE O FREIEES TCP in A TARSS 24 StoreFront AkS5 282 BIRTE(S.

o NRITBIEEFERTHE StoreFront Y51N85H NetScaler A F15#28, ©EEIEZER Citrix RSB ISWM
25, BINBERT, LEISMIES7E TCP %O 8000 L5517, BRI MUEE NIEIT HTTPS 1EiRA 443
517, 1557 £ NetScaler ADC #1751 &4,

YIRZdE StoreFront BY, £EIE Windows B AIER NI FBIF1H18] StoreFront BIH{TSH, B4R
HRERASBNLE LR EMAPS SR EMIEE AR I RBEERIER 2 E TCP HONRE,

StoreFront 2F40 IPv6 MEFI A% IPvA/IPV6 3R,

ETHER
% StoreFront THEEE K Z22E StoreFront B Windows ARZ32810A Active Directory 1%, StoreFront
FREREETEIHIEHIZS Lo

E(F StoreFront £ 3XF Microsoft Active Directory AP #1TE A I0UE, 1EF4R StoreFront fRZ2:E
MASZREFKFAIE, XE5APKFIREGEEXRE, XXTF (/zh-cn/storefront/2203-Itsr/
configure-authentication-and-delegation/domain-pass-through.html) #8222 EM. FF (/zh-cn/

storefront/2203-Itsr/configure-authentication-and-delegation/username-password.html) &2,

XIIUAER, sEEFLUT StoreFront B2 E I S 1D IIFEITLA LSS,
MNRIEBIERMAIEBIARSS 28 LR % StoreFront, NI TINEERRIA :

- R334
o Uik

- REXBFREMEBRZANERIIES L, TIEERER StoreFront X 2@ X, A
StoreFront B2 & /95 B2 I0IE LA AT HEHI28

{#5/ Microsoft SQL Server &7 FH&iE

IR LUERE (/zh-en/storefront/2203-Itsr/configure-manage-stores/store-subscription-data-in-sql-
server.html), StoreFront 321F5 Citrix Virtual Apps and Desktops BUEEEAEREY Microsoft SQL
Server HxA, &% Citrix Virtual Apps and Desktops RAERK, EEIH (/zh-cn/citrix-virtual-apps-
desktops/system-requirements.html#databases).

HEhtZe i EsK
Citrix 2Nt H £ +F StoreFront 5L Citrix 7= fahkA<EC & ER,

Citrix BN FAMRE™
StoreFront 235 FhRASHY Citrix Virtual Apps and Desktops :
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« BAREMINAMSKE 2402 LTSR
« Citrix BN FIFNSKE 2203 LTSR
« Citrix FEHN S HE 2112

« Citrix FEZ#UN FAFNSE 2109

« Citrix FE¥ N FAFSKE 2106

« Citrix FEZ#N FAFNSHE 2103

o Citrix BN AR SKE 2012

« Citrix BN FIFNSRE 1912 LTSR

« XenApp # XenDesktop 7.15 LTSR

BXEKERS (LTSR) MERERRAUNEME RFENEZSREL, B2HMIRTROXE,

BN Gateway
LUFhRASHEY Citrix Gateway AJFHFALNEME YB3t StoreFront B934 10)AXER,

Citrix Gateway 14.1 (M 2203 LTSR CU4 FFiA#)

Citrix f % 13.1

Citrix f % 13.0

« Citrix X 12.1

BT Citrix Gateway FIZERE AT LAER ICA I, Citrix Gateway 4T E F i VPN (CVPN) 2
3o

APISEER

StoreFront AR FRME T ZMipREKEMNAREFIEDL, Citrix AR L@ A Z RN Citrix
Workspace N AR HEEN KRR IFRNAREE. B X FHER, 1ESR(/zh-cn/storefront/2203-

[tsr/install-standard/user-access-options.html).

FHZER Citrix Workspace N ATEF

IRE] LUERFRE HR12 3587 Citrix Workspace N FTZFARA, B AEMLEEREF Citrix Gateway
518) StoreFront KIS, B * Citrix Workspace NRIEFEGERIHE, 5£0% <https://

www.citrix.com/support/product-lifecycle/workspace-app.html> .

|HARAHY Citrix Workspace™ app #1 Citrix Receiver™ BJERI A T{E, BARAZ X,
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Web J% 8%

LR A LUER Web F'SE23p RN AEE. NARRFMSE OB AMEEER Citrix
Workspace NAIEF (FFESRBEN) E Web NN 226, RIBEHNMILECE, RLBFH
LIERRME A EZ BT,

£ Windows L :

M3X Edge

« &FK Chrome

AR B 2R

Internet Explorer 11 - M\ CU2 F48, WIS ERReeATipaN AREE, TR FEERR,

7£ Mac t :

 Safari %28
o A3 Chrome
o NGNS RS

7F Linux E :

o A3 Chrome
o IR B 25

B X fEH Citrix Workspace app for HTML5 @13 Web | 281 H X BENELERER, 1B5B17(/zh-
cn/citrix-workspace-app-for-html5/system-requirements)o

IBhRI% &

|BhR Citrix & ima] LUfEEA XenApp Services URL i5iR1AEZBREY StoreFront &S, XenApp
Services URL A Citrix Receiver 3.4 Enterprise F1{X3z#58id PNAgent ZEHB BT P imieHE/E
RAMIBMRZHF.

EREFER

¥ Citrix Workspace TR S EEFIC &R

Citrix Wi 7 5XEBATERER@A LR+ (CAC). EEERITESKRAMRER T AZFMHIEIE (NIST
PIV) FLUUREFL USB BReFHHERFRE S, EAUERNTE USB S H/E/EF#EOIRE (CCID) #
SEHREEFRERERS (ZKA) 1327 1 EEEFIRFHROVEMIVRFER, ZKA 1 FEEARTURF
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REKAFARERFEAR TR, FFEHMERNERFIRFE, 2E285+rHE (FERTh
A PIN B98282) . JEEMIUIRFHRURETRIETERIR (TPM) S REMEE+.

XF Windows 125, HREFZFFET Microsoft T AITEHN/EBEF (PC/SC) RS, (FAREE
R, BREFMIRFBRUMZIRERAZIFHEIRRT Windows BEHIAIE,

B % Citrix #AEREEMPEERIEHE R, 1EEH Citrix Virtual Apps and Desktops XA4HRYES EE
+ # <http://www.citrix.com/ready> o

Citrix Analytics [RSZE3R

RO LB E Citrix StoreFront, L& Citrix Workspace W FIFE R B] LU EIIE &% F Citrix Analytics AR
5. FCEBIF4(E 2R 7ECitrix Analytics BRSS 1T 7 H#d, IEINEEZIHU TR ¢

Web % 283418)89 Stores
S&FF Windows B9 Citrix Workspace A2 1903 3¢ E s AR5 18]8Y Stores
S&FF Linux BY Citrix Workspace TR 1901 S &E mhikA 58] Store,

&t
. BT
&g

fﬁﬂfﬁﬂ

I StoreFront

ZEMICE 28
EREMELE StoreFront ZHi, IBEERFEK,

ZAE StoreFront

EE

MR ERE StoreFront B WA IRNBIEERX, BHRFIBNAREFAIE XA, HEE
RG LRETITHMES HR(E,

1. M StoreFront & TIHE FTHZERER. TEIEFBALTE Citrix Virtual Apps and Desktops B
B9 \x64\Storefront BRFE

2. ERAERAXMEEGNRAIIKS ERE StoreFront ARS52%.

3. 3| CitrixStoreFront-x64.exe, HIUEERBMEITIZXHFo

4. FIRFEZIFEIMY, ARRE Next (T—%F) o

5. MR HI“Review prerequisites” (BEFNEFEM) TUE, BEE Next (T—%)
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7.

ff“Ready to install” CHE&ZE) EL, KEINHNERENLEZM StoreFront LA, 54
[REE Install (RZ) ,

L&EFEME, 2 Finish (GER) o

$2 Citrix StoreFront - —

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Infarmation Services (15) installed successfully,
& StoreFront installed successfully.

& Citrix StoreFront 2203.0,0.29 installed successfully.

Mote: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish,

8. StoreFront AIRESEREBFHENUTHETE, BF Yes () MEIEFHER.

9. J§ HTTPS EZ& Microsoft Internet Information Services (11S). B *F &, HEEIA A HTTPS

{£1P StoreFronts

ERSIRTHT FEZE StoreFront

1.

2.

EREEAMEIERINRAIMKF & RE StoreFront AR 25,

SIS IMPNLRENFRRTEHE, 3 CitrixStoreFront-x64.exe, AR Z M4 § 12 IRSZ 22 MG
A&,

MDA T, SMBEBREXHIXARABAUL TR,
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CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR installationlocation]
[-WINDOWS_CLIENT filelocation\filename.exe] [-MAC_CLIENT
filelocation\filename.dmg]

/A -silent SEUAFR S N LLE StoreFront REMKEIN, EAIAERT, StoreFront Z2#E1E C:
\Program Files\Citrix\Receiver StoreFront, B2, EBJLAfEFR -INSTALLDIR 2 iEEFRRNE
EAIE, H installationlocation B %% StoreFront E R, MREITEIFIRS B[ ENRS 234
B—&R53, M StoreFront ZEAIEM 1S WILIRE. YIEREMILR ID BATEFRBARS 28 LR
F—.

ZH AP 7E Windows 3¢ macOS £ Web ¥ 8sP+T AN ARG, MRITERNE Citrix
Workspace WAERF, RINBERTERTAFM Citrix Wit FTHEHZEERTFEHFSERN
Citrix Workspace N2, ErILUERILITH, UERF M StoreFront RS388 T & Citrix
Workspace R BEFRZEX ., BXIFMAER, ESR EBNARAF ERER,

NREREITILERBER, 151EE -WINDOWS_CLIENT #1 -MAC_CLIENT B8, U750
iEAF Windows B Citrix Receiver % Citrix Workspace B2 LABSERF Mac BY Citrix
Receiver 3§ Citrix Workspace N FRTERF &R X4 & H%] StoreFront ERE B (IE,
filelocation B ATV I E E HINLZREXHNE R, I filename BN LT REXHNEIT. EAT
Windows HY Citrix Workspace N FTZF U Ki&AF Mac BY Citrix Receiver 3¢ Citrix Workspace
N AR RE X H S S TR Citrix Virtual Apps and Desktops &2/ EH,

{79 Citrix Virtual Apps and Desktops™ B—ER9 i TRE

&R A7E 5 Citrix Virtual Apps and Desktops HHEBIARSS 88 £ %3 StoreFront, 51T Citrix Virtual
Apps and Desktops BE12F, AREY BEBE T iLZF Citrix StoreFront’,

ZRAE

B X BEXHNESHEARER, BEH ZEEE.

Bd& StoreFront

SEREEES, Citrix StoreFront BIRZEHI G2 BB, EW AU FFIR"SEFTF StoreFront,
Citrix StoreFront BIR1ZH| 5B XE IR, SIRHEE IR,
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s Citrix StoreFront [=[o [
File  Action ‘View Help
«=[m A
- [
ciTrRIX'
. Citrix StoreFront =
Wiew
G Refresh
Welcome to StoreFront B e

Select an option below to create a new store or extend your existing deployment

Create a new deployment

Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.

. BIEERE, BLEHT StoreFront BIBHME—EIRS 2R BIRSB[IMBEIERESH(H StoreFront

B/ NEEFERE, BCiES—15 StoreFront lR52/a, ERILURERYMAFRINE S ArS525 L8
MENRE

AR A IR S5 8548 (/zh-cn/storefront/2203-ltsr/install-standard/join-existing-server-group.html)o
MR —ERSERANEIINE StoreFront BE, EF LA A] RIFIEHN StoreFront FREMN A E,
ZPRSHFHEFENBAEHTEH. ERMRSER, CEEHNBEFNINERS R

1RBI R FA I TR 7E mTd@id X B 88 3K Citrix Workspace N B2 AP IR, 1BEHAF XK.,

Citrix & P &0 e E 111!

EERR
StoreFront B9 Citrix Z P AN EITXIEFLE, StoreFront AXFRZHEIEFRFRE,

NREBE Citrix TP ALERETT (CEIP), ERFITBUBMERE SR AXL Citrix, LR
= Citrix = mBY B EM E8E,

INBERT, ZE StoreFront B, S BWINNA CEIP, BEREUE_LERAEZRZE StoreFront X
E#1T, ERILUEFMRIKEPESULEIAE, WREERE StoreFront ZFTESHEMFRIGE, N
EAZE. NREIEFEK StoreFront ZBIESCIMRIZE, NEHZE

S
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BRI IMRAESSETENE, EENRFTEENTERIERSR. Citrix TARIER]
DU RA A EEREMRRIESR M SRR, EEITAEEAIMRFESIXL, E5H
MR, BEUENEMR.

EFHOTEIERH LEREMRIRE BUME=1)

Location: HKLM:\Software\Citrix\Telemetry\CEIP
Name: Enabled
Type: REG_DWORD

Value: 0 = disabled, 1 = enabled

ZUANER T, Enabled BMEAREE. HEXRIEEN, B EENELTERRS.
{53 PowerShell, LT cmdlet 812/ CEIP ;347 :

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name Enabled

-PropertyType DWORD -Value 0
AR
tEm RIS EESIE—RS 88 LAE AMMERRITMIENERE 2B L5, fii, R

&1E5 Delivery Controller #HREIMIARS 28 LR 2T StoreFront, FHREFAFMIRIGEILIZFR
i CEIP, MIZif#ZFREHFEI AT XM AN

M StoreFront ISR CEIP B
TRIBETARENEREBRXENRF, XERERTESEMAAIRNERER BHEIFHAER,
BiE iR
StoreFront AixA< R StoreFront ELZZERANFFFE. 5l
0, “3.8.0.0”
[z AR E TR BN AEERERITEES
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BuiE
AR5 2R H P BIARSS 2R 1T R

N FAFEIER Delivery Controller™ #(&
HTTPS EEH

& T Citrix Receiver™ for Web B HTMLS5 &
B

Citrix Receiver/Workspace N REFEERT
{EX#2E

N AR E R RIZiZA1R]

M X8 E

BNDHARSS

i
AR5 2R H P AR S5 AR I E BV I EERo

feRERERE N AEER A Delivery
Controller ZlZ R E{ESZR,

BTEEESTEREA HTTPS
(“True"s{“False”) HIFRTE,

FETE Receiver for Web 5589 HTML5
Receiver i%& (“Always”. “Fallback”={"Off")
HF TR,

5B Receiver for Web It EFEER“T
EX =4 (“True"s{“False”) BIFR/RIEFIR,

ERHEFS NN AEEEEER A RES
ia]” (“ENABLED"Z{"DISABLED”) HY=FFFER7!
Ko

EREHEIER Citrix Gateway $ERIITEES.

INRIEZEEE P H BB AM StoreFront F8E, NMIBIMUECE StoreFront, MERFIEAIXTSE
ARy Citrix Analytics ARS3. ECESS, Citrix Workspace N FF2F ] Web %S 2SI A HH L XF)

Citrix Analytics #1742, Citrix Analytics RE&

BEXRAP. NARER.

e, MEMBIEIET,

LRI AP IT AN LSERE. BT # Citrix Analytics XH4HHE X ILINEEMER, 152
StoreFront Z{ A Virtual Apps and Desktops It

BECELTN

« M Citrix Analytics FHEZE X -
- £ PowerShell ¥ Citrix Analytics BIES AZ

E2lps

THYZAH StoreFront ZREH,

BCi& StoreFront f5, ¥ Citrix Analytics BR5315KEY, Citrix Workspace W FBFERF AJLAM StoreFront

EALV o35 6

BERT
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1819 StoreFront BREMAEISEX R Citrix APl IRSS. 15Z157 Analytics FLEEK,

M Citrix Analytics FEA B ¥

BEERT .

VREEREC IR EERNEENH. THEBZEREZX . B7NSHEANLHERA
HEZX M, BERE, EAIUBRLX Y. IRFEEF—SITEN LBEXEFNHBRE, o
BAM Citrix Analytics BRZS BIEHESI & BR FEIZX

1. FHEEGKFERELEEE ( https://citrix.cloud.com/ )o
2. %jﬂ_/\”/‘ U'E%)ilo

3. BHEIE$THF Citrix Analytics IR EIRIZEHIS

ol = 177

Analytics

How to Buy | Learn more
¥ Launch Demo

4. 7 Citrix Analytics IRS BIEEEHIGH, EEFGE > BIER'.
5. 1E Virtual App and Desktops R, %% () XEEHR, AF1EE E# StoreFront §iE",

6. 7E“1E#% StoreFront E3E"TiHE L, #EF TEIXH U T# StoreFrontConfigurationFile.json X
o

THlECE
{
"customerId": "<yourcloudcustomer>",
"enablementService": " https://api.analytics.cloud.com /casvc/

<yourcloudcustomer>/ctxana/vil/cas/<yourcloudcustomer>/XenDesktop/
<deviceid>/dsconfigdata",
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"cwsServiceKey": "PFJTPn..... T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/
<yourcloudcustomer>/ctxana/vil/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

Hrh
customerld 2 F1EIE P IMHE— 1D,
cwsServiceKey & FHriR S aiin &= P K B ME—25A,

instancelD 8—MEMRE ID, BFEE (fR¥P) M Citrix Workspace T2 &iXF] Citrix
Analytics B9EK, SNRIEAEISMEREM S StoreFront RSZERENARSZERAH, NEMRSBHIRS 2
¢AERE — 1 ME—RY instancelDo

¥¥ Citrix Analytics BHES AEH StoreFront™ ZBE

1. f¢ StoreFrontConfigurationFile.json X4 & %l |4 StoreFront fR5588 (3¢ StoreFront ARS5 8%
AP —ERRSEH) LHNEEXMHFXF, UTaRREXHERESRHE,.

2. ¥TH PowerShell ISE Hi%#F LIEIR R BFHE1T.

3. BITUATaS !

Import-STFCasConfiguration -Path
"$Env:UserProfile\Desktop\StoreFrontConfigurationFile.json"

Get-STFCasConfiguration

4. b HREISAZIENEIA, H7E PowerShell #HI8HRERE,
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CustomerId
EnablementService
CwsServiceKey

EnablementServiceStatus : hitps://
Instanceld :
Name : CASSingleTenant

= g

RETE Windows Server 2012 R2 _ERIZAM StoreFront fRSZ2FFIBERBEF R C++ iB1THY
EA#FQH#F, LUEETRI M CAS EMf. BNRTE Citrix Virtual Apps and Desktops R B R

4 StoreFront, MAFZEIHE, R CVAD TREREFBLRLE C++ iB{TEAM, WRNE
F8 CitrixStoreFront-x64.exe JTTRIEZFZFZ 2 StoreFront %A C++ 5178Y, WESF A CAS
REBXHE, ErlseiAm ke it

$¥ Citrix Analytics BUEEHEE] StoreFront fRSZ284H

INRIZIETE StoreFront fRSS284H L HITXEEIR(E, MMATUFF AR Citrix Analytics BIRBEHEEIARSS
SSAMFRERR. T8 StoreFront RSB ERSLEF, T BERENER

BLREEUE, BERUTHEC—!

o {EF StoreFront BEIBEHIS,

- fEM PowerShell B9&35/)\i2/% Publish-STFServerGroupConfiguration,

2 StoreFront fR33884H ID

BRBIENEEZE SR EME Citrix Analytics ARSS, EEILUER PowerShell £ MERERY
ServerGrouplDo

1. ERFER StoreFront fz558%, NERBIRSHRLFRI—1 StoreFront k3525

2. ¥T7F PowerShell ISE i UEERHREIT

3. BITUT@HR:

$WebConfigPath = "C:\Program Files\Citrix\Receiver
StoreFront\Framework\FrameworkData\Framework.xml"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]
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$XMLObject.framework.properties.property

Blan, XLemoREMINTREE

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteId 1

AdminConsoleOperationMode Full

{S1E M StoreFront [A Citrix Analytics ZXEHE
1. ¥TFF PowerShell ISE Hi%#F UEBR A MDE1T.
2. BT RS -
Remove-STFCasConfiguration
Get-STFCasConfiguration
Rz 81T AR Citrix Analytics ZIEE R IIMIFR, N Get-STFCasConfiguration AR [E]{F 1A
TSP
3. WIRIRIETE StoreFront fRS5254H EITIXEEARME, BERE BRI MIRS BFEFRE L AR
S AHB Citrix Analytics #3E. ERSHRAFTFHN—ERSERL, STUATHS !

Publish-STFServerGroupConfiguration
4. EREMEMRSSRARR L, ST TaSUEIA Citrix Analytics FtE B MAFIIFRBE RS 2R
ThipR :
Get-STFCasConfiguration
5. FREERKF S REENES ( https://citrix.cloud.com/ )o
6. EFE—THBMEE o
7. @I T S FTFF Citrix Analytics RS BIRHZEHI&
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8. 7 Citrix Analytics RS EEEZHIGH, 1&F 1GE > BIER.
9. E'EPINAMNKEE TR, % StoreFront EPEIT#K -

Data processing on

Virtual Apps and Desktops (&

1site | 2 users | 1 StoreFront deployment

10. @I EZHEHEZA URL A ServerGrouplD KiRFIEMIFRAY StoreFront SRE,
11. 7£ (1) &8, % M Analytics iR StoreFront Z8&,

StoreFront deployments

StoreFront deployment

Remove StoreFront deployment from Analytics
The StoreFront deployment is successfully configured and connected.

BASE URL STOREFRONT DEPLOYMENT CONFIGURATION STATUS LAST UPDATED
https://sfl.bvtlocal/ 3db073f2-211f-479c-99d3-ef185cadf4be ® Success Jun 9 2019 12:06 PM

Page 1 of 1 S5rows W

Pz

INRIE MRS S RMIBRECE , {BRM Citrix Analytics BliE&, M StoreFront BB BHIHRE1E
Citrix Analytics 7, 1BR&M StoreFront IFHWAEAIEIE. GIRE(M Citrix Analytics FHIBRED
&, N StoreFront B3EZ BT F—RN AR MEIUKE (&F 1S EEBSE 24 /BT BTHH
17) EFARNM.

BOi& StoreFront LU{EAH Web XIEBEXR SANE3FF [ Citrix Analytics 731

IR StoreFront SBE7E Web RIEFEMIEH] Web ARSS85 L, MM Citrix Analytics JEAISF R, 40
R StoreFront BEI2RTEH Citrix SPEHER HTTP K2, N&LE Internet B9 StoreFront REM AL
B3I Web 1B, SARFREFSAT=HH Citrix Analytics, StoreFront A& BElERITERIERENA
BIgE ; EEHTTNEES seIs™MNAREEET Web RIBLZXHILRE, EolLbU@Eid [ AEENE
B9 web.config XERMMFTERDRECE <system.net> RIBEZE, X StoreFront fRS525 EIFA T A
Citrix Analytics & XB3EIE R B B IERITIIRCE,
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A5 1B PowerShell A— ST ARIEREN ARERERE (%)

i&{T PowerShell fiZ Config-StoreProxy.psl B] BiA—M &SN AEIEHRITIERZ, H B
ABWH XML LUEEE  <system.net> o ZMIAERIFN ARIER web.config XH&EMEIZHFIAF
NEmE, UWETEHEIRE RIEXH web.config X4,

=

ZEITHATIBESSEARIMNZ D <system.net> XML BlA&R, 8MNNBBEENRE—D
<system.net> %B. HNIZTBEIARMEIENARERIERBEES I

1. ¥TFF PowerShell ISE Fi%#E UEBRB ST
2. IXE $Stores = @("Store","Store2") UTEEHLFER Web IBECERIN BREE,
3. EEEMNTE—Em :

o —NIP Hhhit, =
« —NETF Web {8 FODN

4. B{TLLT PowerShell :

$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"

8888

$ProxyPort

# Set this for every Store using Stores array

function Set-StoreProxyServer() # Tested with both IP and FQDN

[CmdletBinding()]

param([Parameter (Mandatory=$true, ParameterSetName="ProxyIP")]
[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN")][array]
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$Stores,

[Parameter (Mandatory=$true, ParameterSetName="ProxyIP")][string]
$ProxyIP,

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN") ]
[string]$ProxyFQDN,

arameter (Mandatory=$true, ParameterSetName="Proxy
P ter (Mandat $t P terSetN "P Ip"

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN")][int]
$ProxyPort)

foreach($Store in $Stores)

{

Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "Yellow"

Write-Host " 'n"

if(!(Test-Path "$env:UserProfile\desktop\$Store\"))

{

Write-Host "Creating $env:UserProfile\desktop\$Store\

directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop\$Store\" -ItemType
"Directory" | Out-Null

Write-Host " 'n"

Write-Host "Copying c:\inetpub\wwwroot\Citrix\$Store\web.config
to $env:UserProfile\desktop\$Store\..." -ForegroundColor "Yellow"
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Copy-Item -Path "c:\inetpub\wwwroot\Citrix\$Store\web.config"
-Destination "$env:UserProfile\desktop\$Store\" -Force | Out-Null

if(Test-Path "$env:UserProfile\desktop\$Store\web.config")

Write-Host "$env:UserProfile\desktop\$Store\web.config file
backed up" -ForegroundColor "Green"

else

Write-Host "$env:UserProfile\desktop\$Store\web.config file
NOT found!" -ForegroundColor "Red"

Write-Host " 'n"

Write-Host "Setting the proxy server to $ProxyAddress for Store
$Store..." -ForegroundColor "Yellow"

Write-Host " 'n"

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix\
$Store\web.config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty($ProxyFQDN))
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{
$ProxyServer = ("HTTP://$ProxyIP"+":"+$ProxyPort)
}
else
{
$ProxyServer = ("HTTP://$ProxyFQDN"+":"+$ProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements

$SystemNet = $XMLObject.CreateNode("element", "system.net","")

$DefaultProxy =
$XMLObject.CreateNode("element", "defaultProxy","")

$Proxy = $XMLObject.CreateNode("element", "proxy","")

$Proxy.SetAttribute("proxyaddress", "$ProxyServer")

$Proxy.SetAttribute("bypassonlocal", "true")

# Move back up the XML tree appending new child items in

reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild ($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)
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# Save the modified XML document to disk

$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:
\inetpub\wwwroot\Citrix\$Store..." -ForegroundColor "Yellow"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer =
$XMLObject.configuration. 'system.net'.defaultProxy.proxy.proxyaddress |

Out-Null

Write-Host ("Configured proxy server for Store $Store"+": "+
$ConfiguredProxyServer) -ForegroundColor "Green"

Write-Host " 'n"

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"

IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -ProxyPort
$ProxyPort

# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort
$ProxyPort

5. 82 C:\inetpub\wwwroot\Citrix\<Store>\web.config MEEXHFRETZ—

<system.net> Ef57
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</dependentAssembly>
</assemblyBinding>
</runtime>
<system.net>
<defaultProxy>

<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />

</defaultProxy>
</system.net>

</configuration>

6. FRER Jf Citrix Analytics BIES A StoreFront 3Z PR S A Citrix Analytics £,

&2 FEF <system.net> F3FNMBIFEER web.config X
AU StoreFront fRS5 28 LA T 1A Citrix Analytics & XBEEMN SN EERITLIHRIE,

1. &BTEIER web.config X, FREEHIR c:
\inetpub\wwwroot\Citrix\<Store>\web.config ZHNAHE—MIIE,

2. fEF FQDN MizQAEEL IP Mg DA S, @IERNEIREEHRUAT XML,

fBlan, fEF FODN fligOB &80T, 1BERALUT <system.net> Joi& :

<system.net>
<defaultProxy>

<proxy proxyaddress="HTTP://proxyserver.example.com:8888"

bypassonlocal="true" />
</defaultProxy>

</system.net>
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Flan, R P MimAAER, FEAUT <system.net> oK :

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true" />
</defaultProxy>

</system.net>

3. TEfE web.config XHFHRE, FLLAERIMERAEHN <system.net> T -

<runtime>

<gcServer enabled="true" />

<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>

<assemblyIdentity name="System.Web.MVC"
publicKeyToken="31BF3856AD364E35" culture="neutral" />

<bindingRedirect oldVersion="0.0.0.0-5.0.0.0"
newVersion="5.0.0.0" />

</dependentAssembly>
<dependentAssembly>

<assemblyIdentity name="Newtonsoft.Json"
publicKeyToken="30ad4fe6b2a6aeed" culture="neutral" />

<bindingRedirect oldVersion="0.0.0.0-9.0.0.0"
newVersion="9.0.0.0" />

</dependentAssembly>

</assemblyBinding>
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</runtime>
Insert the <system.net> element here

</configuration>

4. ¥R8 B Citrix Analytics #HES A StoreFront E8E FFTR S A Citrix Analytics #3E,

{5FH HTTPS 3P StoreFront

Citrix 52ZVZINER HTTPS fRiF StoreFront 5P IE&E ZEINEE. XAIWEREFIHS StoreFront
ZIERENEBMEMBIERI NS, o, 4HTTP ERaESTHEMKTG (Flu0fhiE AL
&) BEM, TEEENRE Wi-Fi RRSAREMBREILEEN, MRRDEHM IS iBE,
StoreFront Y& HTTP H#{T@1S.

IRIEEECE, AP A LOED W X ot 2 F%1853518) StoreFront, & A]LATER % 2% 2 & T2 b &
IE HTTPS &E#%, B2, TEXMIBRT, Citrix HRARINEER HTTPS 72/ X 1 StoreFront Z |8
Y REERE, FA NetScaler 71 EF#i238t, BXIEREXK, FSRHEE ADC 188 RS [P
SRS,

SN StoreFront RECEAFER HTTPS, MEERUTES !

4\ StoreFront using HTTP not HTTPS.

e SNt

« HIRAT 418 StoreFront BIEZ URL FQDN EAEMEZ BT (SAN) @ E27E DNS FEEH, 7
StoreFront fRZZ 2350 E{E B 1 i F#r2sht, BAR URL 27 F#25 FQDN, MAE StoreFront
AR5528 FQDN, IS FRYQIBIHIER... . EIMARIZE SAN, ELLARMNER,

- EAE=7 CA (540 Verisign) SELELRY enterprise root CA FZEIEH,

« INRFEAREBERIALNH HIREEZIEREED) StoreFront fikS32s, MATBREXLIRE L
ZRIRIER, MNRAABIAHTERIM X7 StoreFront, MRIERBRFELEEZAHTE
B X Lo
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M Windows IEBIMARNMEIEIES

INRIERIEL B — Active Directory IEFARS RSS2, NAIIXFERTE M StoreFront AR5 88 S0 AY
B—BIENEIEIEHR.

1. A, ARTEERFERARAEERITENIESR

2. BN S IEH

3. BRBEIIER", ABNEKEREFREES > ERIIER"

4. EEFRIEEAMER RS L, i%EF Active Directory T EREE",

5. EFEIENR Web server exportable, 25— 1MN&5&ERER,

6. B REESERFEIMLIES. RHbAERERE,

7. T IEREY BR L

a. 1£ XFMEH T, %EE [A% HHEA FQDN,

b. £ &A®BM T, %4 DNS HiA FQDN,

c. (Ank) EE| B ET-FHEA—TREFL.
d. & WE.
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Certificate Properties X

/B Subject General Extensions Private Key Certification Authority  Signature

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or cormputer that is receiving the certificate

Subject name:

Type: CM=storefront.example.com
| Common name o Add >
Walue:
E < Remove

Alternative name:

Twpe
I ol . storefront.examp

DMS |
'hl' | s

R Add> |

< Remaove
Ok Cancel Apply
8. 1% iEff.

SNRIETE StoreFront fRZE: LEIE TIES, WIMAERMUTE IS RERAE, MREES—aITENL
BIETIER, WAIFFEFHFHFAZR] StoreFront fik5525.

SAABIED
EAUSATES—IMREFCIZVER. IEBLIN PFX BAH LS.

1. ¥TFF Internet Information Services (I1S) EIE2SEHI&
2. TEAMBIFIRE FIZFERS 2R,
3. EEMERHNE IRSEER
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@5 Internet Information Services (IS} Manager - O X
&~ 3 "iﬂ v storefront-eu-1 » | rg_i i )”I\ @ i
File View Help
Connections Actions
= in{} storefront-eu-1 Home
u)' H ﬁ. 2 Manage Server
5 Start Page = - 2 Restart
Filter: + W Go - g Show All | Group by: Al - [28~ e
» 83 storefront-eu-1 (XAEAADYjon = & = g Aren 'S +
ASP.MET - . s
= = top
= N r B ?
'_i \\2 “ LE?} ab) ie’é View Application Pools
.NET .NET MET Error NET NETTrust  Application Connection MachineKey Pages and View Sites
Authorizat... Compilation Pages Globalization Levels Settings Strings Controls G T
et Mew Web Platform

.(i?) 0‘ . Components
! % E @ Help

Providers  Session State SMTP E-mail

s ~
) o] . 5
2 B & T & @
Authentic... Default Error Pages Handler HTTP HTTP ISAPIand  ISAPI Filters Legging
Document Mappings Redirect Respon..  CGI Restri...
E . % = =
7 Ml o E ay
MIME Types  Modules Qutput Request Server Worker
Caching Filtering Certificates || Processes
Management ~
e}
Configurat... Feature Shared
Editor Delegation Configurat...

< 3 =] Features View 17 Content View

Ready -l

4. FEIRSB|IERFRER, RIBA.HEE—EBX M.

@5 Internet Information Services (IIS) Manager - [} bt
‘/(:-1-:) €3 » storefront-eu-1 » | 'ﬂ__ﬂ i ﬁ @ 7
Eile  View Help
eI 51} Server Certificates i
45 Start Page Use this feature to request and manage certificates that the Web server can use with websites configured for SSL. Create Certificate Request...

- -Qﬂ storefront-eu-1 PR s

S B Complete Certificate Request...

L=} Application Pools Filter: - " Go - ghShowAll | Group by: No Grouping =i e
> [8] Sites Create Domain Certificate...

) Name Issued To Issued By Expiration Date Certificate H T

. E Create Self-Signed Certificate...

TenantEncryptionCert DC=Windows Azure CRP Cert... DC=Windows Azure CRP Cert.. 6/15/2024 8:51:31 ... d —_—

Enable Automatic Rebind of
Renewed Certificate

@ Help

DigiCert TLS RSA SHA256 202...  10/13/2023 11:58:5...

< >

< 5| [E]Features View || 2 Content View

Ready

J9 HTTPS EZE IIS

B 7£ StoreFront fR$Z 25 E8 HTTPS EZi& Microsoft Internet Information Services (1IS) :

1. EAEMBIRERINE S, EE‘Default Web Site” (S{+EN A NL)
2. IERIEERTD, BEYRE.. .
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@5 Internet Information Services (IS} Manager - O X
&« > & » storefront-eu-1 » Sites » Default Web Site » @~ @
File View Help
: fault Web Si —
Default Web Site Home
Q-id %8 W B e
- Start P ==
el Filter: - ¥ Go - GhShowAll | Groupby: Area - @ Ly
~ 5 storefront-eu-1 .y
[} Application Pools ASP.NET - L) Sito
v (i Sites = & @ B 2N 3 P -
» & Default Web Site ”& Z 4 2 =" Es Basic Settings...
.NET .NET NET Error NET MET Profile  .NETRoles  METTrust .NETUsers Application View Applications
Authorizat., Compilation Pages Globalization Levels Settings View Virtual Direclories
= - s
"114 i‘j \ ghf) & = Manage Website ()
L * 1 = 2 =
Connection MachineKey Pages and Providers  Session State SMTP E-mail © Restart
Strings Controls P Start
s N B Stop
N . y . T Browse Website
& =y fipe ;5 2 -
H& @ %ED LS = = Browse “:80 (http)
Authentic... Default Error Pages Handler HTTP HTTP ISAP| Filters ~ Logging  MIME Types A
Document Mappings Redirect Respon... - g5
Configure
" SR o= ’
4=t ﬁ = @ = Limits...
Madules Output Request  SSL Settings HSTS...
Caching Filtering @ Help
Management ~
Configurat...
Editor

< 3 =] Features View 17 Content View

Ready -l

. EgErEOS, BEER.. .
. TR TR HIY R %R https”
. 7£ Windows Server 2022 Sy EShkA L, BH2AIBEMR TLSUEZBETF 1.2 89 TLS,

w

N

ol

E£3IBHY Windows Server fra< £, Ea]{FEA Windows EMRIEBEZAIBAR TLS ikAE, BE
i# Windows Server X1

6. EEZBIFANIE, RHE"
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https://learn.microsoft.com/zh-cn/windows-server/security/tls/tls-registry-settings?tabs=diffie-hellman
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| Add Site Binding 7 x|
| Type: IP address: Port:

 hittps ~ | |All Unassigned v| |-‘1-'13 |
| Host name:

] Require Server Mame Indication

[ ] Disable TLS 1.3 over TCP [] Disable QUIC
Disable Legacy TLS [] Disable HTTR,/2
[] Disahle OCSP Stapling

S50 certificate:

e T pre—1 e g SElECt... Eiew...

[ OK . Cancel
7. BHIER HTTP 3518], 15ER HTTP FH R T HER"
Site Bindings ? x
Type Host Mame Port IP Address Binding Informa... Add...
https 443 *
3 Edit...

Remaove
Browse
Close

§¥ StoreFront BRSZE3E A URL M HTTP BB HTTPS
IR FRALREMEE SSL IFBIELEEMEIE Citrix StoreFront, N StoreFront fEA HTTP #1788

8o
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INRBEZENEE SSLIEF, BEAUT IR StoreFront REARSER HTTPS &,

1. 7£ Citrix StoreFront EIREHIGH, EEMBEEPIEF IRSZEIA
2. ERIPERT, EFEREZE URL,
3. FEXR URLEH AL https: Fk, ABREHTWEE"

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: | hitps://mysto refru:-nﬂ;’

o e

HSTS

EMEERRSERIHER T HTTPS, AFPMEFIREENABRZEI KL, fli0, FREAKEETER
HRIR StoreFront BRS38%, EIRA @IS LN HTTP EEFIMIRIRS 2. RS, MITAILGARERE
B, fltnAFRNER, MRAAREHEBF N EEFARSHED HTTP IhRRSR. ERIUER
HTTP g (&% e (HSTS) ESLHItt B MY,

EFR HSTS /5, BRE33=M Web X 5E28187, XMILEIE RN IRLLEE HTTPS #1T, lIRBAR =
HER HTTP 3518 URL, XS BaitR AR HTTPS, XARAFRRZEEENE P imIIEUA KR
1S FHIARSS 2R IHILIUE, Web X B3R 7EACE BIBY Bl ER A RIFILLIGIE,

= g
BB HSTS & mE—ig _ EMFRE ML, a0, sNRMLEAHEE https://

www . company .com/Citrix/Storeweb 35ia], M HSTS HKEEIFN AT https://
www . company .com ~HEYPRE ML, XAJRER BTSSR,

BZMBRA HSTS BNEI, EMWiZFEFE—TED, LDUERZRIgEERBIIRK.

ET 1 - 1S
7£ Windows Server 2019 X EShkA £, EAILTE IS HEZE HSTS,
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https://developer.mozilla.org/zh-cn/docs/Web/HTTP/Headers/Strict-Transport-Security
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1. ¥T7F Internet 2RSS (11S) EE 2.

2. i%#% Default Web Site (SHAERZBIMLE) o
3. EEMBRIEERT, BEHHSTS.."

4. EEBA

5. MARKERER, a0, —5 79 315360000
6. EIEMER N HTTP EEMEB HTTPS',

7. RWE

HSTS i& BRI REEE(/en-us/storefront/2203-Itsr/media/install/iis-hsts.png)

J%EIN 2 - StoreFront™ EIBEHIS
3 F BN RS ML

1. RN AL 2 EEE Web IR ARX Receiver’s
2. EEMLHFESRE.."

3. K3 'BRgE LT+

4. EF BRAFBERR2M

5. R EaR 2RISR R B AFEE.

6. B ME"

%0 3 - NetScaler® faEF#8
INRIRTE StoreFront fREZ23ETE A NetScaler 71 & F &35, MRl AEELIIRS 25 LACE HSTS,
BXFMER, 1FE5IR NetScaler X1,

&I 4 - NetScaler Gateway

N A& NetScaler Gateway %32 StoreFront, ABAMERILTE VPN E#IARS 28 LECE
HSTS, XHEFMMIFAE, SHERT NetScaler BFRFKEIUM StoreFront FEEITIE,

RIPIEB StoreFront EPE

AXELANBT EEFMEE StoreFront BIRIREXMARR &M FH Ho

=LA P S5 8IE
BE, REBFPYNERR StoreFront HITEMIIE, &M StoreFront AIEM Citrix Gateway i#
TEMIIE. BXAURSHRIEAENFAER, BERSHRIE,
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ERALRAFEE

Citrix BiER HTTPS RIFAF1&& 5 StoreFront ZEIRIE(E, XEIMARE iS5 StoreFront 2

B & XM EMEBIRLT N, o, 4 HTTP EETRASRIZMIENEMN, FlanfiEA
K, TEHEENRHE Wi-Fi ARERRSMBERIIEEN, MREEEEHM IS BE, StoreFront
FHER HTTP # TR,

RIEEEE, AP LOEE M X 55t 2541281517 StoreFront, EBIIATER X 2l fa Ei 198 25 bR
IE HTTPS &, B2, EXMIERT, Citrix AR INEMER HTTPS RPN X sk H5% a5
StoreFront Z [BIAYZERE,

EEHHTTPS. 2 HTTP HEHB HSTS, iE&E{EH HTTPS 1R1F StoreFront,

TEIZEY NetScaler Gateway 3% 1 2R RS 25 £, EAIUECERE AWLE TLS kA, BINEZH
2F 1.2 9IBAR TLS,

£ StoreFront fRZ588 £, Windows #1 IS JRESLIFMLE TLS iAB FEAERE. ENERETF 1.2
BYIHAR TLS. 7E Windows Server 2022 L, ZRIECE 1S UERE P iHERA TLS 1.0 A 1.1,
BRIAER HTTPS {#1F StoreFront, 7EFFA Windows AREZEShRA L, Ea] LUERA RIS
Windows JEMFRIGEEZAE TLS 1.0 1 1.1, iEZEMicrosoft X1,

|HkR Citrix Receiver To/&EA TLS 1.2 &%, B XFEMELR, 15525 CTX232266,

ERfJEIgREE

Citrix 3RiN{ER HTTPS YR ERIF StoreFront 5/ Citrix Virtual Apps and Desktops 3313525
ZIBNEIEE S, B XIFAER, BT Delivery Controller EEA HTTPS, EECE StoreFront

LUER HTTPS, i&E&0#A Citrix Virtual Apps and Desktops FINIZEREIR FAN Citrix Gateway 1%
o MSRIEHERME, ErRIUERIERHREHTIFER (CRL) &, StoreFront £/ TLS 1.2 SiEShkA

B (G188 1E.

BB E A {HEHI23F0 StoreFront, WUBRRBREEH StoreFront BRSZ 285 F BE SR (T1EHI258
15, BEREEZEEH,

5 Cloud Connector 3&fZ

Citrix BiER HTTPS #HiY3E{RIP StoreFront 5 Cloud Connector Z [B89#iEE . S
HTTPS B2 &, EACE StoreFront, iEE# A Citrix Desktops as a Service AINZEIRITR F A0
Citrix Gateway 1&&. HMIRIEHEFME, JUFER IEFHHEYIFE (CRL) &, StoreFront {H
TLS 1.2 S EZhRAE Cloud Connector 1&1E.

BEIEECE DaaS # StoreFront, URHEEZEED StoreFront fRZ28F 85 Cloud Connector
BE. BXEMAER, BER BELZEEH,
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https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/manage-deployment/security-keys.html
https://docs.citrix.com/cn/zh/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html#https-configuration
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SBEBHINIERSSEF
B % StoreFront SBASHWIERS (FAS) RSB EBENES, HEH KASHBIIRS - &
SHPMERE.

e =l
Citrix FNE2IUF StoreFront fRS3 2R EHER T Internet £, Citrix BINEA Citrix Gateway HiTizA
PIREE MR,

HEREEXM(E 2RSS (11S) 581k

el LUERZPER IS BEEBRAZE StoreFront, FEE, XAZIMAN IS BEE,

Xl B4a
IERILUME RIS RImEREC BRI BRIIKR, ARIERIBHIXHRT BR. 55 IS X

o

StoreFront EEL T X 42T B4 -

. (ZBVE®R)
- NARRERE
.« aspx ' B%
. cr

- css B4

o NXIEBENX
. gif Xf&

o .htm3Zf¥

o .html X

o .ica®X

. .ico Xf¥

. jpgXfHF

° s

* . png

. .svg X1

. XXM
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o xmixf

MR AN AREIEMLEER T Citrix Workspace N ATERFE FEEH LK, StoreFront EFRZELTXH
VB4

.« .dmgXft

o exeXffF

WRBERTERTF HTML5 B Citrix Workspace N FBTER, StoreFront REEUTXHY B4 :

e . eot
° “.ttf”
o mwoff

.« .wasmX

Ein

BRI LMERIERIFEREEDITRVEIRGIR, HRELIERTIHRIERE. B2 IS X1,
* GET

* POST

* HEAD

URL FRRY3JE ASCIl 25

IR ITHAIRN B EE LM LE 2 ¥ ER ASCH F#/F, N StoreFront URL Aal& ASCI FfF. &
B LUERIERImERZIEIE ASCH /. 1EEHE IS S,

MIME 28!
BT LIRS AT XX B3I N EY OS shell MIME €8¢ ©

. .exe XfF
o il 32
+ .com Xf¥
. .bat X
« .csh X%

BB IS X1,
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https://learn.microsoft.com/zh-cn/iis/configuration/system.webserver/security/requestfiltering/verbs/
https://learn.microsoft.com/zh-cn/iis/manage/configuring-security/configure-request-filtering-in-iis
https://learn.microsoft.com/zh-cn/iis/configuration/system.webserver/staticcontent/mimemap
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HER X-Powered-By #53k

INBERT, IS ERSSBAINGBE—NMEN ASP.NET BIIRSL X-Powered-By o StoreFront &l
BRFRAE StoreFront MG _EAYItbARSL, EHAIIUTEARS BIEFIMIBRILARL, XEBFIRS 2 LHIPRE
Wik, BB IS BE XIRkHY,

MERHEH 1S hR4A<EY Server #5k

FRINERT, IS EIEFHRNM server IRLRIRE 1S ARA, EATLUY 1S BB ARSI L, BEEE
1S IEKRIFIESCHY,

$¥ StoreFront MisBchE BT X

&R LUKt StoreFront ST ERSRAX GO ANRROE Lo £ IS, ERAELIE

StoreFront E8Z& 2 Hi, J Default Web Site R 5EHMD X, BEEZD X LCIE—EIREYLL
&5

o

IS Thik

B X StoreFront ZZEMFERAR IS THEEFIFR, 1BEIH (/zh-cn/storefront/2203-Itsr/install-standard/
system-requirements.html), &R UMIBRELMth IS ThEE,

RE StoreFront NBEEER ISAPI TfHi%k2s, {8 ASP.NET EEIbIheE, R EEH,

SO TRTE R bR
StoreFront EELL N IERZFIGY, EATLURIBRE b IEFZ R RS,

T BAURLAMEIZF-ER%-4.0
- MEAIEERI -5EA-4.0

o StaticFile
BRI IS A IBREF S,

ISAPI %33

StoreFront AHEEE(A] ISAPI TFikzs. K] LUMIBRARE ISAPI Thikss. 1B, ASP.NET EE ISAPI
Windows IfEE. 1B IS ISAPI JifiiEas i,

NET #2530

AINBRT, IS BRSEFF“.NET MWL ER TTWFIERF" FINER T, StoreFront fEARKY
Mk =4k &I AL B
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INRIETERRSS 2R A MIFREE SR NET AN, NHIEE StoreFront EARIMLL_EAIFEN, LA
AINFRE B P RIS FRR I FH M BRE A E AR

FEEX
B EREZERI, B5H IS X1,

[ FRFER
StoreFront gL T R :

Citrix ACi& API

Citrix X {FARSS F 1P ¥IE

Citrix 32fJ IR FIR

# 5&FAF Web B Citrix Receiver™

AEFHEN IS NAREFERNNAZEFMEE N ENS M. NREEAZSNMLER, WEEFESD
4 R ECE N E A BRI AR F o

ERYGEET, FHeJLUKEN FBEFMZERNBNFMERRERSG, 15 EE, H“Citrix Receiver for
Web" N R HEIWEY, £SB0EIT Web iU"?ﬁ’ﬁ‘iE’\JFﬁF?&iﬁﬁ FEILERINZEAFK 02:00
B RAIEEMB D T, (REESEREIBIKE, XARESSEAFPTE—XKPBE Y&
et

A IS BRTE

BRI UM c:\inetpub\wwwroot BRI iisstart.htm . welcome.png o

FrdigE
s FEFH IS BHNIIFIEE, StoreFront BEIEEMHIFHEEZYNEHRUIISBEE
StoreFront I =AY E R,

« XTF StoreFront f358%, 7 SSLIRET, FEEF BFIRIET: EXR, StoreFront R ERfERA
i BERE StoreFront it s FIFER T E .

« StoreFront ﬁ-aE Cookie RSB RSHEMINEE, EFRLEBR L, 7 RIBERE. Cookie &
BT, BXILEN R Cookies

« StoreFront 23k .NET SELFNEEN RLEFE. FE NET EEEFIKENTAHEME,

&S5

StoreFront 24612 LT Windows IR .
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Citrix it & & fll (NT SERVICE\CitrixConfigurationReplication)

Citrix B#5M0A (NT SERVICE\CitrixClusterService)

Citrix ¥ Z#47 (NT SERVICE\Citrix 32 # 1 ARS3)

Citrix E#E$ 2 (NT SERVICE\CitrixCredentialWallet)

Citrix 1T 7£f# (NT SERVICE\CitrixSubscriptionsStore)

« Citrix 2RIAEARSS (NT SERVICE\CitrixDefaultDomainService)
XL L, Network Service BREFR. BNEXRULEE.

ANRIR S XenApp 6.5 BZE StoreFront Kerberos REIR, XA BEE Citrix StoreFront MY ik
ARSS (NT SERVICE\CitrixStoreFrontProtocolTransition)o tARSSLL NT AUTHORITY\SYSTEM 17
1T, BEMEHUILEE.

PR PR5 S
ERERIANN AP R R D EE R 82§32 StoreFront I jal@l, EAEME :
« Microsoft IIS fE/9 StoreFront ZZEM—EB E A, Microsoft IS EFREL IIS_IUSRS B FIY

IR YEREABELER SN EENRIEEEBEF R, XE1EEH Microsoft IS 1T,
BENESXLERPNR, B XIFHER, 15215 Microsoft 314,

« &% StoreFront BY, EREIE WAERM, IS SRFXLENAEFMAFPNR ERRSER
. REHENREFES. ERREEZ N HHEERTHE.

- ZOENENEE, BEERUTER BRXHFMBER R,

- BEFEIRSB[BIMAIRSSSAH, Administrators ANAMER RRXEMBR. NMKZiARIITEN
N SEHEZENZLEE AR,

- AREFERBAFPANERESMIIE (BERIEIMX) BF, tHIINAES RiFEHER N
fR, BRIFEENRF StoreFront BLiE JoidEid A (152 30 IE T,

XAZ—NEmENYIR, AEEEEMAFHIRNR,
BREARN R B
ACE StoreFront ARZZ234HRY, LU TFARS[RFZN0E] Administrators ZE£4HA :

« Citrix B2i& £ &l (NT SERVICE\CitrixConfigurationReplication)

« Citrix B#5E0 A (NT SERVICE\CitrixClusterService), ItIRSZIEB T ENAMRSEE LRI,
FBREMAZEFIEIT,

StoreFront IEESITHEEXLAMA GG, UE :
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- B, FH. SAMBBRES, FKEHIRNR

 FEEHIE A Windows JEMER

- T2 BEFELERE (GAC) FARMFMPER Microsoft NET Framework F2F5%
* IHIEXHF *Program Files\\Citrix\&ast;*<StoreFrontLocation>

o A0, ESAIMIER IS MR AARIRUK IS Web N ARERF

o A0, AESAIMBRA R 2 H AP ASERN

o AMNFOMIER Windows ARS5#0 PowerShell EIZE T

o JEMR ER Windows JEBEHESR (WCF) &R45 =
£ StoreFront WEFH, IHIRESIRATEEREABITEMNER FTER,
StoreFront ZEXE R EIZBUTAMEZ 24E !

CitrixClusterMembers

* CitrixCWServiceReadUsers

» CitrixCWServiceWriteUsers
 CitrixDelegatedAuthenticatorUsers
 CitrixDelegatedDirectoryClaimFactoryUsers
e CitrixPNRSReplicators

» CitrixPNRSUsers

* CitrixStoreFrontAdministrators

e CitrixSubscriptionServerUsers

 CitrixSubscriptionsStoreServiceUsers

CitrixSubscriptionsSyncUsers

StoreFront 4PXLELZ AR R F D, TI1ET StoreFront REREYIFIRIEES], FiERAFXEFX
H3E Windows F R, 1B7MESIX AR G &5

NTLM

WNRIG(FERAH ESENT BUEER B 7 W, N StoreFront 1EARSS 2354H P HIARSS 28 2 iBI[E)F Uk
T 2EA NTLM, f1REZEHA NTLM, NIKRETFIRTERY . XeJLUBid{#ER StoreFront 2203
CU7 HEShRARER, EFABRAER, EAILUER SQL Server #IEE,
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StoreFront RS 23 4H HRYARSS 22 B[R THERIFEA NTLMo. 405R NTLM A, M= azsgs
RENAFERTVRS RN, AP ARFEEFHITEMNIINIE, XrILUBIfER StoreFront CU7
HE SRR, XATLOBI ERMIEREITERER, BFIE, WTF Web XE&R710, WEFH
EREME R HITE,

MRAFER HEESHEIE HTEMWIE, N 1S RIAER TR AEEFEA Kerberos, FNIL[E
IBE] NTLM, N StoreFront BIEA fadidfizs, ME SEBHEE] NTLM,

O] USRS 2R EC B NNEAR NTLMv2 FH3E4 NTLMv1, 152%# Microsoft X1, 7 Windows
Server 2025 RNESRAR, NTLMv1 B#EER, EIIALER NTLMV2,

StoreFront PRYIEH

RS 2RIEH
RS 2HEFBATF StoreFront FRYITENARRFIERERZ S (TLS) fHRE S, MREAEER ICAX
H&%, StoreFront Ra]LUERIEPRX ICA XGRHITHES 4o

BEXEAGE, FEH RELBF 5 StoreFront Z [EIRYE(E # ICA XH4HE %,

SHEREEIER
BMIIERSTERAEERTAEEENIER. HEIEBMNRIEARSZHFMER, StoreFront =4
B— T BERIEP, StoreFront £ BERIEPANAFEREMEN,

BARRZ(ERSSUEF

StoreFront £ B E XA Windows IEH7Zfi& (Citrix Delivery Services) HURET 2 MEP, Citrix
Configuration Replication &35 Citrix Credential Wallet Bg53#0 Citrix Subscriptions Store PR3
XEEEF, BEEPHIE StoreFront RS EEE — X LEIEBRHIEIAR, XERS K TLS #ITR
2815, FHFEXEIEBREN TLS IRSEFIEBEA, XLEIEBEEIE StoreFront FEEH R R
StoreFront B GIZRY, 1B70ME L Windows IEBEFMERINS.

RBZRIED

StoreFront 1£ <InstallDirectory>\Scripts X{4FHEZZ PowerShell HIA (.psl). FXIAHY
StoreFront REREAXLHA, ENECLTHEMFIENESHEBS R, XEHAEES, R
¥ StoreFront 73F PowerShell 11758, FHATEIVER AllSigned %EE&, (RZ#F Restricted 5
B, EAEFLE PowerShell BIA#11T, ) StoreFront RS PowerShell H11TERE&,

RE StoreFront FREREENAKHE FHEPLEABIERIES, B Windows RIL B RS
BIEBRINEIEFR, SERRELISITERDHNIT PowerShell FIARE, MakEXMIER. GHIRE
PR MASBITRD, MEIERRARMBRREERER FMES, 7B StoreFront PowerShell fiiZ
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FREEAT. ) —BERBERIEBRAMNIBIZEENLHE EHER, Windows FABRLEEANR
Hi, 7f StoreFront f£555EMfE, ERIMUMN ZREENAHE FHEFPBERILGES.

StoreFront Z£RE

INRIFTEE StoreFront HHEAY Web 3 (3% MiwO) F, 1£ StoreFront fRS528 EEBEE(A Web [
BEFE, NIXL Web N AIEFFHEAZE X QEATEEEE StoreFront EREMNZ M, MNREE
FaiZENZ2REE, Citrix BiXERt StoreFront ERE7EEIHAY Web 5H,

ICA TH

ICA XA ZEEE VDANER, FAREEERH—TENWIEAAIRRERE VDA, R, 156
R ICAXHREIRIP. W TREEER, BIBLE, ICAXGIREETHIIAFILE. BIEE
ICA T#i, BXIFER, 1B5EI% Workspace app deployment,

ICA XH#E4

StoreFront 12 7 A IRS 28 LIEEIEPIT ICA XEFITHFERHED, UEZRFILEINEER Citrix
Workspace N AZEFMRARTUIIEX HBERBZEENIR. ICAXHBIMUFER StoreFront IR 28
FEITRRERAZIFNEFRF R EH#HITE S, T SHA-1 § SHA-256, BXFHARER, BESH
Enable ICA file signingo

AP SEe#s

BRI L@ Web IS 23{F B Active Directory I ZIEERNB R EXERE, LILEEFEMAN
RIEZNEZIDIHER, B8, XSMHRNEEIEERBL T UARER SN IIERSIE
R FAREIERA. NRENARERLREINE B BEERNRNEREER, BRERERKA
FIEETEMN R EIMENERIAR, CIEFMIIERSE, RIABBERMELERAFEWEN, BEED
BEidHl, B XiFAER, EE% Enable users to change their passwordso

BEX

ANIER 2N, BNRENAZEZERINRSHBMBRBTIHANEE X FRATIHEAE HEZ
BEEHITEE XML B EX XK, 1R StoreFront L& HTTPS &%, BHARIERBEE
X AR EAEEZBER HTTPS,

Zetnk

@it Web 2R EENAREMILEY, StoreFront RIREINT 5% 28 X MRk, XEARkLI
Web ¥ 5T 282580 T BRHo
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e =2y =l E::3U
content-security-policy frame-ancestors 'none' XA ARR IE B ik R EAESE R

#XA StoreFront Fi, M

e SRS, A, M
CU7 4, HTML IESE—
T meta %, HPEZ—
™ content-security-

policy , F-TFIRHIMIAIRIA

ZEf7 XSS Wih,
X-Content-Type-Options nosniff XA LB MIME SEBUIRIE,
X-Frame-Options deny XA LARR IEE ik R EHESE R

#x A StoreFront Wik, M
BREaEHFRE. EE®

content-security-policy

EF, WmziE
frame-ancestors 'none'
, B —ERT R
content-security-policy

BYIBARN S 2R IR AR

X-XSS-Protection 1; mode=block —LEN TS T 4E R XSS
(BBhRIA) W&

Strict-Transport-Security ERIARIGE, EBErRIMUEE. B X FHAER, BB HSTS.

Cookie X

StoreFront EF % Cookie, MLEITH{ERRIERSY Cookie 20T :

=iE ik
ASP.NET_SessionId REEAFRIE, SEEMRIERES, BIigE
Httponly o
CtxsAuthId R LESIEBEERTE, StoreFront TERLL

Cookie IRERAF BT EBIBREIE. EEIR
& Httponly o
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RiE i
CsrfToken EIEARAE Cookie-to-header $SHE XA FBALE

Bt miERE, BRSSER7E Cookie FIZE—
S, BEFIHM Cookie FiEENGHE, HERS
BRPFSHESETHFRRIAIRLT, Lt
Cookie 3K Httponly FKI®RE, UERFin
JavaScript FTLURENE

CtxsDeviceld RBI%E. BIKE Httponly o

StoreFront K& T IFZ Hh Cookie RERERHFPIRES, EF—LLFEER JavaScript 3B, FILRIKE
Httponly . X%t Cookie A A EFEMAE MUK EMAEREEEXHNER.

MREF BT HTTPS i, NIECIEHEH Cookie HARE secure Eito
Hthz 2512
SR
IEBRIAERER B, BABTED.
IEARLAFTRE TR A 23 StoreFront TR, LHREENEHTHRELA

iR SRR —E R,

MNRLZEFEIEFH StoreFront Z[BIFEM X, NM4FE LI I8ES W X MIE StoreFront &A&#H X,
ZEABREBEBEAAX DXL (Fla0, TLSEBE) . Alt, Z2HEREPHN/ARERATES

RS,

ETREFHRFRIKA 2T

FOEETHEFEMFRIKP &I, ERAFEIRE EERLE Citrix Workspace N FT2FY, TEANE
AR URL, RFEMAHBFERAIEIAIREEK

ERECEE ER, Citrix Workspace 2R e P RA B FHp At B IE URL, U0
RAPBMABTFHHRIE, Citrix Workspace N BEEFEEZS MIBEINB FHMFE, UHBE
StoreFront [R5 288. AlE, ERFIEAE R WHRNAREEHEEF IR
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Citrix® ZiNfER2 RN ARERS RECEBFIMF LM, FABKAER, ERILIER DNS SRV I8
R DNS 3% KRECE B F B & o

ERNAREFICERS

BEFEALBENRAREFEERS (Global App Config Service) BRB B FHiE LI, FRFIEEETE
FHEBHBI A I,

DNS SRV 25

ERNLBNARRFEERRS (Global App Config Service) WERAZE, EAILUER DNS SRV i
3REZE Citrix Workspace N A2 Rz 9 4B F R EE AW StoreFront fRS523.

TEIERYEE FHRFIBY DNS ARS8 £, AMII— T EBLUTEMSR SRVIER :

B &
AR _RBANERES
X TCP
Bix 1889 Citrix Gateway &% (ZFARMAITIZFR

F) B StoreFront fr5588 (XZHsAMAR)
e 2REE % (FQDN) MisE, M7

servername.domain:port.

MREIFERN S ZAEANER DNS ARSS88, ERIIU7ERER DNS ARS8 LARIN—TEE
StoreFront AR538% FQDN B SRV i2R, HESNEBARS 28 LARIMNSE—1187%E Citrix Gateway FQDN
BIER. BT UECE, A IFI%E StoreFront iIFAE R, T2 EFULE Citrix Gateway &
BER.

DNS discoverReceiver g%

EREMAENERAR, ERIUEBRFHMFIE_E)T StoreFront BRZ588% discoverReceiver Gl
—> DNS 3%, a0, MREHEBFHHIHZ example.com , NEIE—PEA
discoverReceiver.example.com BJ DNS 5l%. MIREIEEFHPFRILE] SRV IER, Citrix
Workspace N FATEF ¥ %% discoverReceiver fit B4 LRS! StoreFront fRSS 88

NRIFEALHE], EFR discoverReceiver {FRNFAEZFRABINTSERM StoreFront BRSE 28
B HTTPS iEHH,
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eife £

1. INRITEE StoreFront /5 Citrix StoreFront EIEIZHIA M ARFTFF, 1F7E Windows FFiR 3z 8 sk
£ Citrix StoreFront,

StoreFront Y R E#El(/en-us/storefront/2203-Itsr/media/install/welcome-to-storefront.png)
2. 7Z Citrix StoreFront EIEEHIGNEREIRF, BHCIEFHE.
3. MREFEZN NS thm, BEMNNS I ThIF | RPIEFEFERNE R,

4. JNRERE StoreFront [RS 38, BRIARS2: URL"EX URL', (R EE A H FHas/SmAC
EBEZ StoreFront fR$E 28, 1BMA R EH T URL {EA“BZA URL’,

INRERIREAHTEINE, BHRARSER URL, ERTFERMESERENEZR URL,

BIEERE 1 FREEE (/en-us/storefront/2203-Itsr/media/install/create-deployment-base-
url.png)

5. Bl T—%", ARERRENAEEFHNIRBEEENE—TNARES,
6. STRFTBECES G, SE eI LeIEREMNAREE.
7. StoreFront B HEEZHNAEENEE, BE 5l

{EF8 PowerShell SDK GIEHTERE

ZE{EF PowerShell SDK 8I&#8E, 3FIAMA cmdlet Add-STFDeployment,

Z Internet 5 2RSS (11S) Wik

StoreFront SLIFIETERET Windows Ak358: ERYARE IS MibRERE AR AERE, UESTNMA
EIERT U BB RNENENBAEBHE,

E0IEZ WL, 1521 Microsoft 1S 31,

TEEREIRIEHIBBIEZ ) StoreFront SBE ; EATEA PowerShell SDK, #a0, ERIERD
IS MitEE (— P RFNERER, —MHATEHE) , BERUTHS .

Add-STFDeployment -SiteID 1 -HostBaseURL "https://apps.example.com"

Add-STFDeployment -SiteID 2 -HostBaseURL "https://desktops.example.com"

EBRZMNESRfE, StoreFront 2B EIBIZEGHS, HEIER StoreFront I & BRI SER, B4
JN{EF StoreFront SDK BBt sm, HES ISP EE SitelD o
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MAIRE BRSS34E

EIRERMDARARS 28 %% StoreFront ZFl, EMWFEHEUTRYE !

« EENNBARS SO NS AR EBARSS 22 2B HEREM AN RIREH (CU) BY StoreFront,
s BEMBNRSHRESAHAPHIEMRSSHFHE, BRIRS ISR EREIERM A Fei&E.

o BERNNBNRSESHSITIRIERFAMAF XN IR E SN S AP EMIRZ2EE, FAZFIEER
ERERFRAFXIFIZER StoreFront fRZZ 2548,

o IS EREMMILECE (FIHNYIRRREMiL S ID) KIS AP EMARSS 28 ERELEAERE,
=3 g
A X RSEFAANNEIN, EEIF StoreFront fRS5254H,

SNRIEENINAY StoreFront kS5 28 LARTE TR MRS ERAH EMMIBR, NIEREEFRINEE
EISAREIRARSS 2R 2 7, BRI StoreFront ARSZIEB N M BINKS. 15 RS
SREENH FINKE

BERT

RS I AINE RS 234AAT, StoreFront IRE MK IHENFTIRS 28 EAMEIR SLARIRL 53 7
e XERSFEAMERANREFTEMARSREHESZET ., MNREFERHARIEMEIERA
WEBERARNNFRR, HERHIRSESS EARMEIRSFANNE, N StoreFront TEMABRS
8340,

1. WRAERZRE StoreFront fF Citrix StoreFront EIRFEHI S HAKRITH, HE Windows Fia" R &
B NARRL, $FIHEPEE Citrix StoreFront Bk,

2. 1 Citrix StoreFront EIR1ZHISERERD, B IMARERSES4E,

3. BRIEHEMAR StoreFront EREHBIARSS 28, SASGFTFF Citrix StoreFront EIRZEHI S,
HEMNEERTERRSH[E TS, REEIREERTET RMIRS![. I FTEREEN
EN

4. ROFFIRS S, HEMARSEAINEE, ERERSESEFIEENEIRS AT,
BMAMZIRS BFREBVIRAGS, SAEESE A
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MARRE, FHRSHOERENERUCENEIRSRNECE, HFRIFTE EMARS SR ERH
AR5 2R B9IF (S BT EH.

Join Server Group Add Server
To authorize this server, first connect to a server in the group and choose “Add o "2012R2-B" added to Server Group
Server”. Enter the provided autharization information here.
Authorizing server: | 2012R2-A I Details N

Authorization code: Servers Status
2012R2-B Completed

(o =

NTEEZRSRBE, —RAEHA—ORSZSFZIRENARSZI[ANEE. IR Citrix StoreFront EIE
ZH R B EHRERNEAEMRS 2 EE1T. BT E ESER A I E R AP E AR
228, UMERENINETRHEE—EIE,

4k StoreFront™

RS RE BB StoreFront B0 &, HERAFPHNWEEFEIFFAE, 2T, EE StoreFront IR
StoreFront AMHH X BUARSS . whm. WiEE (FEIiIfRzEs L) MMEXEE.

TR ERR

BRI UM A FRRAFH 4R R StoreFront 2203 &x#7 CU

« StoreFront 2203 LTSR (##BkRAEL{EE] CU)
« StoreFront 1912 LTSR ({£{a CU)

e StoreFront 3.12 LTSR CU9

EM 3.12 CU9 ZEIBRRAF K, BAMEFFHLRE] StoreFront 3.12 CU9,
5L

LIRM 1912 ZRIBIRRAFHRET, EBEFREIESR Desktop Appliance i s &R B bR, 1A
BHRAZR, Citrix BiXIPrEIEEMABBIEER Citrix Workspace app Desktop Lock.

AA

* StoreFront AZ#FA SR E~ Mk AN Z MRS 2REE, Ft, TR TFHEZRILENRZA],
AR 55 28 4H P BIFRE AR S5 22 BB SR B R —hi AN,
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« StoreFront AXFA S A RARSHRIERFANZ MRS HREE, Eit, IRSB[EFHIFTERSS

a2 (E FAAEEIRY Windows Server I21ER S,
ZEPRSBBEAZIFHAAR, RSB|[UTIRIFA R,

StoreFront AGEITRISHIT—EIMARINE, NRERTARCERN, ALRHASEE, F
BEEHEEMEAER, &8 StoreFront ZERIBFAT, BERXMNERGE, EFETHR.

NS StoreFront AEAG LM, EIEM StoreFront REETJRESE L EHARRE, J$IEH
StoreFront 221k & BIIEE5a1TRES, AREFTITHR. EJF StoreFront 1k £ BIEEiziTIR
A, BEEUTAE:

o I8 BIEFALLFICIER VM RER,

o BABEHLZEISHB StoreFront BtE (1EE 1% SHAS A StoreFront ECiE,

o 1T BEIR StoreFront FEk[aIR HRAVERPERERRE N

« Citrix Virtual Apps and Desktops TT& 32 F SFEHIE StoreFront AR RBECF X IEEPHR

&, FIRME X BE R TR,

HEEAR

FEFEFALE, FABRWIERITU TR LEARR MBS R

o AR BT ED R,
« WIEERBIEEMN Z3HFBIRRA AR

M Citrix FRiL T & StoreFront ZiEEF.

HLREE StoreFront fRS5853

1.

2.

B EIE VM REBR &GRS 2R,

SHIE StoreFront ILE. MRRSZB/AFEZTIRS R, WXN—P RS 2R S HARSH[AAR
B, RELETEEICEMEREMBEEN, RSRAFTHFTEIRSHFEBHLEIFEEENEREIAR, LIt
BT ERNMERNRS2RAE, UWEELINRBNENRE RSB, iR, ZREgFITER
%k & 25175 S H N ERRABARS 28 Fo

INRIFIET C:\inetpub\wwwroot\Citrix\<StoreName>\App_Data Zf C:
\inetpub\wwwroot\Citrix\<StoreName>Auth\App_Data RIS (fIa0 default.ica 1
usernamepassword.tfrm) , FEAS TN EABESHXEX Mt ARG, EAILURKE XLEXHIU
BTN RIENER.

BT MR S Bt e TR A FRAR 55 88 B A HL fth 75 TUBH L% 3 3R PH LE FA P % 3%
EHEMRS 2.
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6.

WREBIEESTHIN ATER, S©¥E StoreFront EEEZEHIG. 35174 PowerShell 8 O
HMMBIREBIE StoreFront XHHIN BIZF. XeIHAREEEFTEHLIREIRINIARIFRE
StoreFront X1, SNRELERFTEARMERN Y, WXLEXH[FARIER, HEARNEL
W, MMSEHIAE StoreFront o HHIER.

RIEZBE LS StoreFront XHRIE RFFTFEM Windows HIREELR B TIRTT.
ZRMAEMNRENAER.

IB1TPREERRAEY StoreFront R4,

EHTRIB R ENARIEFA L StoreFront fRS3 234
EEEHIEN A RD S S LIRS B0 StoreFront [BSBA, BRAUTSE :

1.

2.

3.

4.

WEIFERRETE URL KERRB P XIRS2RARGE. XeILPI LR EALIEFERTIER
Zo

¥RBB (#upgrade-a-single-storefront-server) FIRYIHBAFA RSB RS 28,
KMEMBRSSRESERIET.

W ERNETE URL REAAFPNEARIRS AR,

ERHRENBIER THL StoreFront fRS3384H

AL HFEIBY AR SEAY StoreFront fRSZ234AHHIARS 28, BE, ZELUEISIZEEHEERENFR
ZE. WEHHATHLE, RENBPEEIBIFIRSI[ARTLIENAL, HHFERSSSAZ
B, EEEHA StoreFront HITH R KIE,

Bian, BALB =0k A. B M C AHAHY StoreFront fikS5254H :

1.

{£F Export-STFConfiguration (/zh-cn/storefront/2203-Itsr/export-import-storefront-
config.html), &M BLFR, RHARSHWEREIEFIRE B IRE, XFHFHIFRECERE,

£ Export-STFStoreSubscriptions MARS 2 A SHITRIE. LEREHLEN, HARS
REENESREPIME K g8, XHBIFRITIREEE. 152 (/zh-cn/storefront/2203-Itsr/

configure-manage-stores/manage-subscription-data.html),

WIS A C N H T ESPRERRERA A XNERIR, XAIUP AR EALIERE
BRRS AR Co BT EERRHERARSS S A M B ZX1EK,

fERARSS 2R A f1ARSS 28 C MARHIR. ARSSE: AR B KN AR IR HEIRRYIAR, ARSS 2
C MIEEMIRSHRALARAMIL, HEIRE HIIRE.

FHNIZRIARSS 28 C I8 J [ BIAIRE R Clear-STFDeployment,
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6.

10.

11.

12.

13.

Bz 8IS HM (/zh-cn/storefront/2203-ltsr/export-import-storefront-config.html) StoreFront Eg
BEfEF Import-STFConfiguration S AE|ARS3 28 C . ARSSER C MEEE SRS IRAERRY
B, U LFHEXEERFTE, RE—SRSHAEMELIENEIAR, NFEEREIMALA
HIE AT E MRS 25,

¥2H8 (#upgrade-a-single-storefront-server) FHBYIRBBALRARSE 2 Co RS2 C MEEEFEIHMR
SERAMERENECE, HEAHKBIFARAR StoreFront,

R 2B S B (/zh-cn/storefront/2203-ltsr/configure-manage-stores/manage-subscription-
data.html) iTIREIES AZIRS R C . UELZFEXEEERT R, RE—SRSH[IHEITIRK
ENRIAR, BENRFEERERIMALANEREMARS SR,

ERARSEBEESRI. 4. 5M7 (REEETE6) - TUtHAE, RBRSEA NAFRE
H3ZRAIAR, Fit, BINETEER/IBTERHRITILS B, LAY StoreFront fRSZ254ERY A
Hit &/

{8 (/zh-cn/storefront/2203-ltsr/install-standard/join-existing-server-group.html) i3 F25F AR 55 25
B IIAMRS2S Co HMEFELFIMRAD StoreFront EE B NIRZEZIME (RSB A) , HEFMAK
89 StoreFront EFZR— RO T RARS884E (RS2 B C) »

TARS52% B A0 C AMBI A FHARSS, WEENTRILUEEIRSS SR A

MR FERPRRIRRS 2 A, UERFPHREBRIFHARKNARSEE B # C

ERARSHFEAEZEELSRES. 7. 1011 (FEEETE6) . RE[AARIENE M. RS
22 A. B 1 C BB 5 RIGHAMERRIECER 1T IREHRE,

Q- .

=

TERRSS 28 A BME—RIIAIRIARSS 2RRVIEE HAE], WRKATRERER (PB9) o XFAIRESEFR
SaBEARRRERMINITRBIERERAR, HEEAFHNKEFEEZER.

XRBINEERN, EAEREENTRFRERMBHRFHIELAATD, BR, ERSEHEA
k& h IREHMAFARNLS, BRFEBRBRERRR. REFTKARERBEIDBLD
WiicR, EXBENENER THRKSEE StoreFront £ E R RESEAIE R

FRRFHERIR)RR

1.

7 C:\Windows\Temp\StoreFront 1, ¥TH &Y CitrixMsi*.log HIEREMR E 5%,

Thumbs.db FRFEE : B C:linetoublwwwrootlcitrix S EF B R thumbs.db X155 2.
B BIB9ESR thumbs.db X1

75



CITRIX® STOREFRONT 2203

TAERGMH S X HRER \in use & | IR0, MERB/IER, HEFHERSEE, HF
h{ELEFTE StoreFront BRS.

RSFEERD) RE D IRTA, KERE/ER, HLETER NET framework 4.5 (fIEZF
IRECENX ) o

2. WNR CitrixMsi*.log FRBEREEIR, BOERSZESN BHEER > MRS, UEHKIS LR
SEEIDEHENEAHIR. E*EEZE’\JLIMO

3. MNREHEEBRTREREEIR, BKRE C:\Program Files\Citrix\Receiver StoreFront\logs FHJ
BERHE, UERI T LAREHEIRE2NERTEIR, EEENATEIN.

B X BEXHNESZFARESR, FEH ZEAE.

RSB EENH RINKE

ERLERRT, TEN StoreFront REEBNEIMTEIRS. B0, £ StoreFront fRS52EHT
ANEIARSERAZR, HRERUFTEN. FIMRITFoEHMENLE, EXERN, HEARESR
SHEMAATFRRBED, Bk, EAJUER PowerShell FECEEENIIAE,

1. F41R StoreFront BIBZEHIEE * H.

2. 3517 PowerShell F# T E & cmdlet Clear-STFDeployment,

Clear-STFDeployment -Confirm $False

3. BN LEINTERE, 17T StoreFront BEEIZEFISHMIAFFIBEIREIEERE, I RRRMH CIBHE
BN MAIBRRSS AR £

& Citrix StoreFront [ [or [
File Action ‘iew Help
&M.ﬂ.
" Actions
o [F—
Wiew »
6] Refresh
Welcome to StoreFront B Hep

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops ta your users,

Join existing server group
Add a server to an existing load-balanced group.
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ﬁ]ﬁ StoreFront

BRRTY F=mAE, EH#H StoreFront EEMIPREHIEIEIRS . MR, Citrix Receiver for Web I 5.
XenApp Services URL XEMEXECE, & BFNARREITRALZIERITIRNBEERS S HH
BRo HIt, EERRSZRAMEDR, ARNBEERITHNEAEESELX, B2, EZRBBHESD,
XLEEHIESFEEATNEMARSSE E, StoreFront ZERFE BN RE ML (FE0 .NET
Framework Ih8EF] Web ARS325 (11S) A EARSS) TEEIE StoreFront BY A& MRS 23R MR,

1. FREEXRMEIERNERKF ERE] StoreFront AR5 23,

2. U0 StoreFront BIRELEHI ST, BEFHE X F,

3. xAeIREE BT @i StoreFront B PowerShell SDK ‘&IE StoreFront BIFFE PowerShell £iF.
4. ST TR, 8B (AENR) , ARREI'NA

5. T RRFEMINEE'E 4, EiF“Citrix StoreFront”, SAGHEFHEH LUMIRSZZEHMIRFRE
StoreFront ZB4.

6. TE“HIF Citrix StoreFront’3HiEEF, BHR", HETHE, BEHHE

FrhfIBR StoreFront

% StoreFront f5, AR StoreFront ESE2MIRR :

[EEN

. HIBR“Web BRSZE: (1S)' A . B XIFHMER, 1HEIR Microsoft Learn,

. BIBRSCH3 C:\Program Files\Citrix\Receiver StoreFront.,

N

w

. #B% C:\Program Files\Citrix\StoreFront Install FHERIFB Ro
. BIBRSZ 43 C:\inetpub.

IN

RIIERI LA EFTZEE StoreFront,

REBEE

B X BEXHHESHFAER, BEHTEAE.
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= gv il

BRI E

BE, AP AILEREE StoreFront™ #1TEAI0IE, WAILAE StoreFront i Citrix Gateway #17
BRI, BIBENER, BB MIIESETA,

BHiE HAEE

R %il&g FF#AHE Active Directory Fi 2 & 12253,

IREE Windows & & FEHHEE R Windows B i3
TRERER,

BHeF BPRIEEEEHFBA PINe XEFEREHEES
B LAVIEBX AP E#ITE MR,

SAML fFF SAML FEMRITRITAE=A BH1RHE
EF.

HTTP BEX RFE=FEMERE Active Directory R %
MEG AP HITEMIIE. ESIH Web API
FF& AR B Post Credentials AP,
HTTP Basic AEEAF REEAF#HITEMRRK
ifo

M Citrix Gateway E3& RIFFAFTE Citrix Gateway #1755 1IE,

EREFEMAE R P rT LGEE Citrix Workspace W AIZFE R StoreFront 9574, 1521 BRES R
i BRFEAPALUER Web XIRERERIGZE, 158 BECEMLE S HI0IE,

5§E, FRIEFNAEEN, EAUERSMREIE, HARWTERBRNAREE. B2 2N AERE
[&o

BoSRE VDA

KESMIIEG ZSERERERE VDAWINE, BXFEAER, BERASMEMNIIES E. &N,
BIUUEREK S B MRS EMBERE R,
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BRBRIEAEBENX

EA AR S 7 3IE SDKBEE XA A EIZE B CRI S M Il %o

[i—#=gn L gl
RS PIIETT &

MNFETNAREE, ERLER— TS TEMIIESE, XET5AEET Citrix Workspace W

BB RN AEENT A,

1. 7 Citrix StoreFront BEIEZEH ENEBERPERNABETN R, ARTERFERTRLEESH
BiFA o

2. EEENAFBRANIARGE.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. i ]
| | Methad Settings
User name and password
[] SAML Authentication -
[v/ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[] Smart card
Can be enabled [/ disabled separately on Receiver for Web sites
[] HTTP Basic
[+ Pass-through from Citrix Gateway
Installlng ar_u:l umns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o |

B XU ANSMWIERE, BERSMHRIE.

RN BRSNS AR AR R EIET Web X 55281510 N AR ENERNEMIIIERE. BE
SOBE Web N B8R E RS MINIESE, BERSMNEIET %o

{#F PowerShell SDK &R SRS %
E(F A PowerShell SDK ERB & RI0IE, 1BEHITUATIRME !
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1. AR Get-STFAuthenticationService LUIREXN ARG E B R B MRS HEEH HAIAC
Bo

2. EEMRIERS £, EARZAMBENSMEIENYN. ERABMYIIR, HE1T Get-
STFAuthenticationServiceProtocol. EEBMY, iEiE1T Enable-
STFAuthenticationServiceProtocol Fi2HEE ARIHhiNFIR. BEEAMN, 1EiE1T Disable-
STFAuthenticationServiceProtocol FiREEZFRIHNTIR,

SRR AR E
RS HWESERERMIAE, ARGETHIRNEETEAT, 5% HAES, HERARS
ARAEA M BIE

- AP&MEIEE
« SAML BRIIE 1&iE

« Citrix Gateway [B3&(./gateway-pass-through.html) i& &

HESMPWIERSSIRE
R E— N REE UL E S — P EAREN S ARIEES, M\TECIIZERERERER,

1. 17 BEESHEIESE.
2. NEETHIRER, EEHAESREIERSILE,
3. ERERALEHPIILIRS & %1E, HMNABERTF MEREFEE—TNAEE,

p=3 g
HESHEIERS S TR NRIERS ZEARENEER. AR MU ENABELZNS MR

IERRSWANHZF MRS, HEEAEEESEIEMERRZS MRS HFAEN
FA &RV R AR,

RENHHSZHIES A

MREEERS R LLZETHNEEXSNRIESZE, WESMARERAECHNS I UNENABIER
®E, AEREMRIIAERRED, EEREL, ARERRENBHS BRI E
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~
BReFE I

fEENERRE R BHIIE, BAEIHRNENBEENTIUEREREEM PIN HTEMIIE, & Citrix
Workspace N FATEF. Web X% 25F1 XenApp Services URL EERIN AfEE AP el LIS BEHE
*BH I,

=

WRAFEAEREFER Windows, BIVEERERSMNEIE, MAZ (EkRT) EaEF
S, XAUELTHERE R FEFHITEMIERER TERAMNABENRERER.

EREEFENNIEAELAPNERIE, RERAFHREMEGNT 2N, BIER
RIAEMZEAIETIEBNRERS DIEIERFIF N RNEBREMLERTR. FhARBEAEHIR
P, FEXKZEAZEAEEF. EHNAFPIUEIZEMATILEEAEEFM PIN S @R
HEEMNARRERF.

EEAEEEEMIIE, HAESE StoreFront fRZS 2589 Microsoft Active Directory 5
StoreFront fRSERIFEF ERNAEEX RIHPERERF K, . RS RNEEENZMEE,

MXIHERT Citrix MEREREFECE NA T A AERKES e FRENE R FECE Citrix #E,
Htt VSR HERELT R,

FoRFM

- RFIE AP K EEEREITLIERZE StoreFront fRSS 2389 Microsoft Active Directory 13 ECE,
HETES StoreFront RS RIFEFERNMEEX RNHFEE,

- MNREHVEIEEFEFMNWIEERES, BFHREREHNERFIRFHRER. PEHSERMEEMX
Reepialft PIN Zf7RE&DIFXIF Mo

o TEEITIRIA PR SEANBERFS Virtual Delivery Agent BRI S YIR i+ B L REMN ERE
fekrhialft, B XIFEREF S Citrix Virtual Desktops & EARIFMER, FSIHEEEF.

« BRIENLAEMBMEEREE. WEZH Active Directory IFRRIIEHBEIIK - G R T ECE
IER, FEBFIEBIIERIUMRIIHIT.

Bd& StoreFront

o IEWATER HTTPS #1T StoreFront S IGEZ BIREEF EEEREEEE ML, 1BERE
B HTTPS {®#F StoreFront,
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« ETE@iT Citrix Workspace N BIEFEERINAEENEBREREEEMRRIE, BESMRIESE
A4 % S BGE 4)3% Smart card,

« MANBRT, ANBEEERSEEEEMRITESNIZN BEENFIE ML EBEEE SRR
e BRI LUTEEIE Receiver for Web i = B I0IE S 7AIEINF EIRITE A2 B4 E MLy E
BEEH PRI,

« NREFENERE TS

BEFMAFRREBSMNIIE, AFRRVIKIIERERFMN PIN ERAVR
T, BIIRMIIRER

FHIERER, iTRILOERENS Mk,

BZi& Delivery Controller™ fS{E StoreFront

FERAEEFEHIIER, StoreFront IT:AIARAFENE, FILITER Citrix Virtual Apps and
Desktops #1TERIIE, Eib, FHEZE Delivery Controller LUEER B StoreFront BIiEK, 15
27 Citrix Virtual Apps and Desktops Z£ 7 2 BN & {EL K,

B Citrix Gateway H{TiEfZ1510)

3 Fimizifia, ERILTE Citrix Gateway FEREREF, AEEIZREMNIIEERAXT StoreFront
HNEBHHIIE, B X1FHAES, B8R Gateway Eil,

NBERAPERLSHERNEENTREELIRS BB AN EIRER, BIEEZ MM X
HERZRESEETE (SSL) S R2RARFHmEMNKIE. BXFMESR, B8R BBLE RIS MK
o J8id Citrix Gateway FREREF B A IRIETAIR] StoreFront B, 83T It EE AR 2 25 E0 B RAE M X 2§
B, NEEIANAEERESENNARFNE, X FAGER, F5H BN ARENRE
HDX B&H.

BaERE VDA

RGBS EEAFP NS R ERERE RN VDA MBS E R, ALUET Web JSEs:ERATF
Windows B9 Citrix Workspace™ N Z2FIA RN AEE, BRIFESHANTEEA T Windows BY Citrix
Workspace N FAZFHTH. EEMIRERS LF0@id NN 2Rh IR, AP EEEE] VDA B
MEFMAEERE,

1. EREERTF Windows B9 Citrix Workspace BY, SiFR R B RAHHHFEREENERER, 15
S B EB S 51T,

2. EAXAYRERITHNARIEDN defaultica X, 75E# Defaultica

3. ERAREHE Citrix Gateway HIBINAEENAF ERSEFERESR, BT S0 PRNUATIR
Bo

DisableCtrlAltDel=0ff
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g EERTNABEIENFIERF. ZERNERNEENE R FEMNRIIEERSEMNNARR
F, @A sME MR ASIZRRINARIE, AR, SAFFISEEEHSMNRIESE
BN RS

4. BJ)9@d Citrix Gateway RN ABEENAF ERAEERFRIEER, BT B2 FRNUTI
B

UseLocalUserAndPassword=0n

igEERTFNABENFERF. BEAXERARERERFMNRIE, HERAEMARERFEE
RHEKRENNARER, BB NSERF BRIV ARE. AR, MAFSISEEEHES
RET AR RIS,

HE, EaLBSE Federated Authentication Service LB SR & R %] VDA

ERFEFREM
SEHEEAT StoreFront AP SHRIES U FERAMBHINLE,

EREMEAMSE (VPN) RESSHEFSMNIRIELESER, AP SMARE Citix Gateway &
FEIMRER, B8NS BREREREEM PIN #ITEMEIE. MFEEEAF, @ Citrix
Gateway {43t StoreFront #H{TEE SR IIEAR T A,

« AILER—-BFIRELERZKEEFNZ TR, BUREAEEFENRIINESE, AF
WA RIE S R RE SN AR SilmA—KE R+,

- YENARFPERESEFT (FIURATHFELIME) N, ARPAIRKEITNNETR, EX
BATREFRNMEA PIN. NREHEAT ZKEEFR, WAIEKLZEXMER. XEAIEEHT
IEEIRE (FINBEEFERARKIERN PIN ZEFESFHPEMHIRE) SN, ST FETIRFER
REY, MNRAFPMERTEASREFR, WANBEHEUE . NRAFPFERETRA PIN, MKHE
XA E PIN.

- NREANFEAEMAEIEEBRED Citrix Gateway 37 10] N A& ERE A F Windows BB HY
Citrix Workspace N FAT2FEREEE B M IWIEE®E) Citrix Virtual Apps and Desktops, M1tk
EBEATNABIENMERF. ERNEAREBRNSE-FEMRIIERNKSENNAER,
RN EHERIIES ACEERNNAREE. AR, ZNAPRIEEIEEHSMNIIES
AR RIS,

« MBIEAEABEMAEBILEFHIET Citrix Gateway 118N BEERSER T Windows BFHY
Citrix Workspace N 2R EBE/E B M IRIEEER Citrix Virtual Apps and Desktops, NItk

B EATNARBIENMERF. EARLAFRERAERSMIRIIHEKREMARERESEM
NAER, S ASARFPERMNNAREE. AT, FAPISEEEHIMRIESREN
R RS,
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« 8 XenApp® Services URL REeieE—M &R RIEAZE, HFESTNABIERE—1 URL T
F. NIRRT ERFEMNRIECHN, EXRFTEEAHMAERNIMHIIE, KT ASHEHIIE
FiEeIR MM REE, S MARIEEE— XenApp Services URL, AlE, HAFSIS
EEEHEHBMWIEA AN AEE,

« &%t StoreFront &, Microsoft Internet Information Services (11S) FRIERIABL BN E K FiEEE
StoreFront SR IIEARSHIERBFHILIE URL B HTTPS IEEHEME AR IRIEH, IS REREMA
Hth StoreFront URL 155K & FimiEH, LLECEEE e+ A I LUREEE e+ B I EfaTin) &Y
ELRE XS MIIE, BIBERAY Windows EEEIGE, AP ERIUBIRE MR EFHT
SR,

WNRIEORERF IS BEBBNEKFAE StoreFront URL Y HTTPS iEHRHE P IHIER, NHHIIE
RS FR IS AT E—RS 8 L. BRNERNAENAEBEHERNE P HIER. FH
b 1S i RERE, EHREEAF TE@E Citrix Gateway %3, T ARRRIERX S MWL, R
AR MGEPRIREEF, WBNBRER,

IS8 S Bk

B FEBEMAZA Windows i+ EN#TEMICE, HEIENBATEE S Citrix Workspace
2%, UELINRER @ IEARF Windows BY Citrix Workspace N FFEFEH] Windows 2321569 Web
S BRE A

StoreFront Fdi&
EH5ERTF Windows BY Citrix Workspace N BEFERHIER, 57T SRWIESZE FiEF HE&

o

RINERT, AENNAEEEBYEBE G RIER XN AEENFAEMLEREETF HTMLS
B9 Citrix Workspace N AATEF. SR E1E Web 4= BRIIE S 7EIETERR Receiver EAYFE
W4 22 R 30 1B 08 5 173 B2 31

Bdi& Delivery Controller™ LLfS£F StoreFront

EREEBR RIS, StoreFront FBAIARIAF &R, EILLITEM Citrix Virtual Apps and
Desktops #1TEMIIE. Fit, EHIEZE Delivery Controller LUSERE StoreFront BIiEK, &
27 Citrix Virtual Apps and Desktops 243 2B R {E = E.
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Web FI K 2RACE

E@ET Web NS EAINEE, ML ZER Citrix Web Extension ¢ Citrix Workspace Launcher
FRIOHME Citrix Workspace N 2R, BRI REEHAFH Web R KR BURIFIHEES 5
I3,

Internet Explorer. Edge 1 BFUX %25

AZE Web ¥ 5254 Windows Internet Explorer It BER REREEAESE R, BIANER
T, ENIIAEM Intranet KIFHNIERER. ERERILESAINE Intranet X

1. TFFEhIER”

2. fTFF“Internet &I

3. BR|'RLAT+,

4. 7EFZEAH Intranet”

5. BHBAR"

6. KiK.

7. ZNINERY StoreFront FALA,
XL B a] A A SRR HITER S,
B X7 Windows £ SR IRIEECE Microsoft Edge IEZE R, 1551% Microsoft 3X#4,

AN
(@ IAE KEBEUETATERELEFH StoreFront ik URI.

TS
HIRMRIE R RIREFTRER BT RN, 15B1TRIBHRE XL,

1. R EREEEHITTE MR BN LITH Firefoxo
2. 7EMuHER=ER, $A about:config.

3. RE BN !

4. EEZRIZH, A negotiate,

5. X i network.negotiate-auth.delegation-uriso

6. AR E Windows BB (140, mydomain.com) o
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7. REHAE.

8. X network.negotiate-auth.trusted-uris,

9. WAZHE Windows HHI&H#E (40, mydomain.com) o
10. BEHEHAE"

11. XHHEFHIZED Firefoxo

BERERT VDA

EFAEEREERERE VDA, KINFEATES BERAERERAMHIIERTF Windows B9 Citrix
Workspace N AR, BRREEHEESMNRIL. 3E, EUIURBHESMNNIIRSUESE
FH| VDA,

M Citrix Gateway [E3@

FAF 1A Citrix Gateway #1{TEMKIE, HEHRENAEENEMNER. BXEEENNAEIERIT
f2iFmBY, BRIAEAM Citrix Gateway BB &R I0IE, B ] UERAMEZER Citrix Workspace
N ATEF I Web X 525810 Citrix Gateway EEZIN AEE, B % A Citrix Gateway EtiE
StoreFront BIFAE R, 1BEEIR L& Citrix Gateways

StoreFront 21FLLF Citrix Gateway S1AWIEH EZNE IR,

« 1 AP ERE Active Directory AR 2B R,

« RSA AR ERAHAZEDBERNSERE (BREDPAIRGBES) RENEBRER, NRE
BT RESEEREREMNRKIE, EFHRERENZFEAZEINXELHNZMRIEIERK, F
90 F #Y Microsoft Active Directory 1HE#z,

- BHEF AP ERAS5H Active Directory TP ¥ BXHISREF B Fo

- RSA + i AFEREEEIENZESEREER,

« SAML AF#WEEAEZE=A IdP LUET SAML R, SAML BiSs%a S A~ Active
Directory TP #J UPN,

YNER7E Citrix Gateway E2EBTEBMRIIXBERTERER, WASGHER, EXNREEEMEHR
KIEAEZ—

WNRIE A M Citrix Workspace W FRFERFHERIH RN A S ERZIEA P ECE 7 2 Citrix Gateway IR
TRERIIE, MATIE Citrix Gateway ERIZR N FMIIERER, ¥ RADIUS (RFESHRIEAS
BFRS) BEAFESMIIEAE, & LDAP (BRELBRIFIAMNY B AMHEIAE, BRE
ERIUNERIFREX P ERABEBISH RIS L, UWES LDAP EiEE:E4 StoreFront, ¥ Citrix
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Gateway & & ARIIE] StoreFront ELERY, MEREMEGENBIMEZLTHE, BXIFHARGRE, 7L
i% <http://support.citrix.com/article/CTX125364>

3852 Citrix Gateway ¥ StoreFront ERAZIHSMHIIE, EESMAM Citrix Gateway LDAP &15
IR Y SSO LB MIZE A userPrincipalName, EEIUE KR 7E Citrix Gateway BRI
ELEIEE—ME, WEREEMAAER LDAP K&, BtiEAFE#EE] StoreFront B9 Citrix
Gateway RIFELEXHEY, BMEERRERE . BUNEESMEERBEEXR. BERATFA
P MAEIHERE] StoreFront, MARXPREAREXEERE,

TEIZRY Citrix Gateway EREZIFHIIE/R T, EAILAEA SmartAccess 1R1E Citrix Gateway =IEREE
EHEIF P 3T Citrix Virtual Apps and Desktops &R,

B F Gateway [Ei&#
E7m@d Workspace N AR EZN AN AEIEEANZEAN X ERBFHWIE, 57 SMKIERE
& O Ak BUE % M Citrix Gateway Ei&”

AIMBRT, ANAEIERA Citrix Gateway EE S IRIE R AN BEERFIEMLERE.
IERILUTE B RWIIETS A R+ L A% E WA ZE A A P &N &0 31k,

EEZEENAF

INSRIZRT Citrix Gateway ECBIER LDAP BAIRIE, MR IAPREIXT45E B AYAE],

1. EEEBMIIEAEEOR, M Citrix Gateway B3l > IRE ThRSF, %F BESEEE

2. R RREME, AERE 0 s AZEERNRT. FZEPREKANAPAUERRE
BEMWIERSHFIENBEL. ZESURRN, BEREEWTRPEFZEE, ARG
Wi, EEIENENHPAFKANNAEEESE, BETIRPERZE, AEEE MR

EESBNAIVRE T AR AT ARZRENRI. IREHFLAFUEARARIBARS
&, 1BF NetBIOS ZINARNEISIERFR, BEERAFPUABREHREMRIVAARZE, BxE
PRIE R ANET)RP, NREFLAFEBLUEAAARANAR T HLTRABARTIE,
M5 Z50FF NetBIOS & AFHTT 2 RE MR EAIMNETI TR H,

3. MREEE T SNREMEE, BN RINTFIRFIEER P ERNEIAEFIE,
4. MREHFLABRIE LY HREEE, BHEFEERTEPERETIRE EE,
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Configure Trusted Dormains

Allow users to log on from: =) Any domain

' Trusted domains only

Default domain: | example b ]

%! Show domains list in logon page

o .

ERE R IIE

ZHANBER T, StoreFront RILIEM Citrix Gateway FEWEHIEF 2MERE, NRER Citrix Gateway
A& LDAP £/ Active Directory THR(EAREER (BIa0, 7E(EA SAML SEEEFRRY) , MU
StoreFront BB EAEEM X FITRVIRIE, EXMERT, EEEMXEmARLIE URLIFEEEE, X
{& StoreFront A]LAIIEIEREE HK B Citrix Gateway, EZREIE Citrix Gatewayo

1. £ BESHBRIEAE BEOF, M Citrix Gateway Bl > i&E ThEF, %F BEERIG
ISk,

2. 1 BEREBIIT2ZE R Citrix Gateway,

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users leg on with smart cards.

Fully delegate credential validation to Citrix Gateway

o .

PowerShell SDK

E{FEF PowerShell SDK F¥ N AMEEECE A Citrix Gateway ZREPIRIE, EFEA cmdlet Set-
STFCitrixAGBasicOptions
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o EXEMIIIERIRLM X, 1554 credentialvalidationMode IREN Auto o

o EE(F StoreFront IIFEIE, i3S CredentialvalidationMode I&E&J Password o

BHELOIE
SERTILE StoreFront R ETIIEREIR, FRERZMHEMBWIERIE. HX¥AEL, HLHA
PEMEBSARIE - BBRIE,

INREE T Fully delegate credential validation to citrix gateway (FFEIRIGIEFTTLZEFLLS Citrix
Gateway) , MERARGEEHIZRIIERBIIEENAEER. EXMIERT, StoreFront #47AEE
7E Active Directory HER B, Ktk StoreFront fRZ2BIAHMINIRAR S HFIREBEEX Ro

RIFAPEERNESCIAH

SNRIERY Citrix Gateway BCEAEA LDAP (BF&MERD) HRIIE, NAUECE NetScaler X
RFEE RN E ST HAZE,

1. &R NetScaler® EIERM 4

2. EMEHEF, 3 Authentication (F{33IE) > Dashboard (#HIiR) .

3. BHEMBINIERSR.

4. 7f Other Settings (Ef1i&&E) T, 4% Allow Password Change (RIFEXFE) .

RIFAFEEREENHG

&R LAECIE StoreFront UNITRA P EEREENHEN, ILINEEXTEM X A LDAP HpIRIEK
RPFEEREes (MIEAMZER Citrix Workspace NFER) 101N A &R AT A

BAINEY StoreFront ECERFAIEFA R ERHEEW, BERHEEIH, MRERESALLINEE, BHR
ARG SRR REARALEAR BRHE L, RITRAPENER NSRRI EZEIRRE
GLIERPILOLRER S MIIERSHNERANAREERA. NRENAREZERBIAERF-BHBE
SINEEN M NEMER, BHRERNAREEETENLEMENEREE.

1. 7£ Manage Authentication Methods (BIEGRIIEAE) BHH, M Pass-through from
Citrix Gateway (M Citrix Gateway [E3&) > Settings (I&&) THE#D, % Manage
Password Options (EIEZFLIEIN)

2. BERFAFERR, iEi%kS Allow users to change passwords (RIFFAFEXREG) §ik
HEo

ERRILIET N REE E (/en-us/storefront/2203-Itsr/media/configure-authentication/gateway-
authentication-change-password.png)
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xR

INRIEEFTCRRAVFAFERES, Xt AR SNBES M 1IERN EEREIET N

KB,

PowerShell SDK

E{FEFH PowerShell SDK &2 F RN, 1AEA cmdlet Set-STFExplicitCommonOptions,

Bidi& Delivery Controller™ LLfS£F StoreFront

g Citrix Gateway ECiE T LDAP BAIIERY, BRMNEIEE®EL StoreFront, X FHEMBMRIIES
&, StoreFront Ti&iAIA1EE, EItbT &M Citrix Virtual Apps and Desktops #1T &R, Kitt,
& IMBCE Delivery Controller SUEfE3R B StoreFront BiEK, i&£05 Citrix Virtual Apps and
Desktops Z&F B E MM R ELE,

ERKSHMARIERSERERE VDA

UM XECE T LDAP SR IRIER, ERfFEIEEIEL StoreFront, UEAIUESERE] VDA, XF
Hih BRI %, StoreFront TiAARERE, RIEEAER T EHITERE S, EAILUER B
BEMBRIERSRIREHERE R,

SAML B{45&5IE

SAML (REWrEIRCIES) BEMMNEMNEIE~ RERN—TMARIR £, £/ SAML, ZaJLUF
StoreFront EBE A AP EEBEINEBE R HITH M I,

Pz

FAARERIFIRIECE StoreFront BY SAML B{330iE, X FANERIAIR, EFER SAML BAKIEAE
Citrix Gateway, SAIS1ER Gateway BE@H 5 I0IFACE StoreFronto

StoreFront EERTE SAML 2.0 WEMRRMHIER (1dP), #40 :

« £ SAML 48 (f3E WS-Federation 4F7E) BY Microsoft AD Federation Services. B * ¥4
58, 1555 CTX220638,

« Citrix Gateway (BZEA IdP) o
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» Microsoft Entra ID. B X1F4EE, 1B5EI% CTX237490,

SAML BiE s MelE— <saml:NameID> o3, HAUERTHAFPHAR EEHBIT (UPN),
StoreFront 27£ Active Directory &It UPN, StoreFront A FEMBRHIAF, £ Entra
ID B, BRAIEREEER.

BANRAREIESASER SAML SR, HE SMRIEAE BOFEESAML FBEIE, 2AA
BRT, ANAEEER SAML BMEIER N ZNAEIENFIEMMEERT, ErIUESMEIES
& I RS ML R RS R SAML 17581,

StoreFront™ SAML U iR
ZfiE SAML, NS MMRUEFTEEEUA TS !
« LK ID BY URL, XENARIEFNINIEARSS IR, BE AN https://[storefront host]/
Citrix/[StoreName]Auth

- WTSFERERSH URL, BE A https://[storefront host]/Citrix/[StoreName]Auth/

SamlForms/AssertionConsumerService

o TTHIEIRSS, BE Y https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/

ServiceProvider/Metadata

4, ETE—NRmS, BEA https://[storefront host]/Citrix/[StoreName]Auth/
SamlTest

IERILUEF LT PowerShell B! 45 7E 1 FA B IE BV % =0

# Change this value for your Store

$storeVirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService
-VirtualPath $storeVirtualPath)

$spId =
$auth.AuthenticationSettings["samlForms"].SamlSettings.ServiceProvider.Uri
.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VvirtualPath
+ "/SamlForms/AssertionConsumerService")
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$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath
+ "/SamlForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl,
($auth.virtualPath + "/SamlTest")

Write-Host "SAML Service Provider information:
Entity ID: $spId

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samlTest"

T b

SAML Service Provider information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

ERTBIER IR HI TR

NiELECE, ERIUESNREREFNRSRERER (FEARMFAN StoreFront) ZBI3THRTEE
(FRRFF. B, R REMEE) .

MNRIENEDIREREFZIFTEIES A, NEJLUFETER StoreFront TTiER R, EE | XM ITE
& HTTPS %o

BFEHABMIREERINTTHIREEE StoreFront, JE{#ER Update-STFSamlldPFromMetadata
cmdlet, a0 :
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Get-Module "Citrix.StoreFront*" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -Url https://

example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:
# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -FilePath "C:
\Users\exampleusername\Downloads\FederationMetadata.xml"

BRI RHEER
1. ik SAML SRIETTIRE THRE, AESHHIEHER.
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i )
| Method | Settings

Izl User name and password
SAML Authentication

| | Domain pass-through Identity Provider

B Can be enabled / disabled separately on Receiver S B

|| Smartcard
Can be enabled / disabled separately on Receiver for Web sites

[] HTTP Basic

W Pass-through from Citrix Gateway

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

Advanced ¥

o [T

Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post =

Address iy

Signing Certificates

Subject Name Thumbprint

Add... ] [ Import... Edit... Remove

o [

2. %% Post = Redirect #Y SAML 487,
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3. WA BMRIREIEFAYHAL,
4. SABTEE SAML SHERIIER,
5. IRBEUREEL,

EEMRSRHAER
1. & SAML SRWIETRIIEE RS, R/EH RS RIEER,

Service provider

Service provider

The identity provider requires this information to configure the trust for this Service Provider.

Export signing certificate: ‘

Export encryption certificate: L ] ‘ |

Service Provider Identifier: @ ‘ https:/fstorefront.example.com/Citrix/StoreAuth

2. (%) EF—SHERIES, ATRSMREHEFERER.

3. (&) ERE—SHMEIES, BTHENSHRMEFRKIIIER.
4. RSRHEEFINRAFTEMIEFE AR S DIIERS

5. HBEUREFEL,

PowerShell SDK

£ PowerShell SDK :

« BEAKZRIUEH, FEA cmdlet Import-STFSamiSigningCertificate,

« ERAMEBIEP, EFAA cmdlet Import-STFSamlEncryptionCertificate,
ik
ZMik SAML 5 -

1. ¥3| SAML XD, 1555 StoreFront SAML Endpoints.
2. XEREEERTSMNREER. BALZNER,

FREERERNIXNE, ZNEE RS RERMES,
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Bdi& Delivery Controller™ LU fS£F StoreFront

£ SAML B3 50IERY, StoreFront TT:AIAIRAFRENE, FILITER Citrix Virtual Apps and
Desktops #1THHIIE, Kb, EMAEIE Delivery Controller LUEER B StoreFront BIiEK, i

£ Citrix Virtual Apps and Desktops Security considerations and best practices,

ERBHBE MRS N VDA #ITRRER

£ SAML B2 38IERY, StoreFront TiEARIEBFRERE, HILFINBERTTEN VDA #HITRRE
Ro EAILUER BB INIERS RIRHEERER

AP 2aM&EL S5k

FRBFRZMEREMERIEN, RASEREF A Active Directory AP % 1Z 15,

citrix | StoreFront

domainiuser or user@domain.com

o

NRAFPHEREIASRANTIH, NWREECE, AP ARRREESEEIET,

E7E{F Citrix Workspace N REFIN AN AEIEERXNEZRRF2NEB GBI, 5E SM7MK
75 7% B OR 4% S BUR 4% User name and password,

BINBRT, ANBBEEERAFRSMNELESHIIEIEtRAER Web S ABRERZNAREE
PR Ma A P A B FRIIE, EIUE B Web bR S17¥IET AL FHR Receiver £
FFEMIAE R AP LM ERE S DT,
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IEREERIAFE

EAURFEIEREXNRERERNAANNARIERR, TIERERERIEEET Citrix Gateway
ERERFNRIEER.

1. 1E Citrix StoreFront EIEZEF| SN ABRPIRF NABE TR, AREERBRPIEZFEND
BRWIERE. EI2E'EKD, B Manage Authentication Methods,

2. \ AP TE > g8 5IRF, %&EF REREESE.

3. ¥%#% Trusted Domains only, A8 T Add LS AZEEENET. EiZEFEEKANE
FRIMERFERSHNIIERSNENARE. BEUg%, BEREEETIRPIEZFZFE
B, AREE Edite ZEILEPAFKA N AREIERRRE, EEFERPEZEZE, AEEE

Remove,

EESBNAIVURE T BRI ARZTRENRI. IREEFLAFAUEAPARIABARS
&, 751 NetBIOS &IFANMESIERFR, BERAFPUAREHRIMBEIVAARRE, Bxe
FRESZANNETIRP MREFRLERAFEBLIIARARINAR EALTRIVBARERE,
M5 Z5UFF NetBIOS & FFHTT 2 RE MR EAINE T TR H,

4. MMREERET ZTREMEE, BN RIALTIRPEZAFEREFIINERRIE,

5. IREALABERNE LI HREEE, BEFEERNEAFETATIRE EE,

Configure Trusted Dormains

Allow users to log on from: =) Any domain

' Trusted domains only

Default domain: | example b ]

%! Show domains list in logon page

o R

PowerShell

BB BEIEYIR, 15 cmdlet Get-STFExplicitCommonOptions o
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EEHZEEME, B5FEA cmdlet Set-STFExplicitCommonOptions o

FOIT R P E D

EAI LT P RER B E N, E, SRR ENREAEEEIHNAR . XEREER
LS RAFAKEAERBER IS M AL NERENN AR,

MR &P inte (B IIRE -

CITRIX N8R STOREFRONT ARPSWREEEENE 5 STOREFRONT
WORKSPACE WA LTERTIkIEE, AR HRAYEAD LFERTIIEE, AR
F ALEHE SR FS A EF RS A g S o
w5
M&E =
Mac =
ZE
i0S
Mgh 5T H =
Web = = =

ZNBCERPELE Citrix Workspace N FATEFF Web X2z EXEER, EERIEE S, R
REEALLINGE, ERRESRSHIVENEEARBIEAFREREERE, RIFAFREXRERS
MR RZ R BLA AT LUFERSHIRIERSNERNABENA. NRENARERS
REEHE R BB EXRIEERIER, BREEEEANARERT UM LT MENEB IR,

NRIEDITR A RER ESRE, NEBEFIHNAAREERNIWIES, FNERT, B
FB@EFEARREAR Windows SREGIKERE. E, EANUEEBEMXEBHMEAR,

1. ' EBRSMEIEREEOR, NAFPAMEE> QB TH 58 PEE EEEEm
2. ERIFRAREREN, HERRAIFRAPERER § E1E.

AR RERERIET, WAMB TR FRERISIRME AR P EKENNAEE
FRIRF.

3. EREFAFPREBBEI R ERED, K2R ESRER.
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4. EFREEERPEDIHARREMI ], SRS TEARER |

Bt

o FRE - Ul AEREIEIHIRE, cRAERS IR ENAF.

« {€/ Active Directory ARIEPNREEIZE - ER/5, NMRAPHNEDRT AR PRE
BXERIE, ARRERENtI]. AR TLUEEESE G,

p=3— g

StoreFront A& [E {5 ID R, Rit, MNREBEEFERIFAZIDEE, NARRNIER
[ligra sl

- FRBEXREZE - ERfE, IRBPIEDHELAEXREAIH, ARRE @Mt
o AP AILOEZRERERD.

Manage Authentication Methods - Store

Select thd Manage Password Options [ ]
| M tings
1] || Allow users to change passwords: } = l
] s (®) Only when they expire —
0 D At any time (only available when using Receiver for Web)
B Remind users before their passwords expire:
] si Do not remind
C : : .
— ®) |Jse reminder settings from Active Directory group policy
(] H
- Use customized reminder setting
I+ Ps -
Remind users |10 =+ | | Days = | before expiry E
=

"o [

AE1:
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HRIZA StoreFront BRS3 25 LB BB MR 28 RIZMEFIE R MNEEX . ATKRERFH
IR EENEITHE, StoreFront 2TE1ZARSE 2 EZB P I — P ARMECE X 4. StoreFront
WA BE I BRI I3 F BEE U P VD,

AE2:

INREE AR ANFERAEIE, XBIFM M Citrix Gateway Ex@ FAWIERNEE
FRDET FRYIRIE,

PowerShell

BRI EEEASR, 15 cmdlet Get-STFExplicitCommonOptions o

EFEMZEMEE, 5EA cmdlet Set-STFExplicitCommonOptions o

FHSIuIE

\BE, StoreFront 235K Windows 7t Active Directory FISIEEE, XEK Windows RS 255 B
MfIFR—EF, HERMACEFEEFEXR. HFIEEIL Active Directory EERN, ERIMUEE
StoreFront {# 3 Citrix Virtual Apps and Desktops 312523 RIGIEER, XM HTTP A
SRIER T X BB &R 31T,

EfiE StoreFront ISR -

1. EEEEMRIEAEAEOT, NBFANEE > RE THERER, EREEEBIIE
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, (i )
| Method Settings |
User name and password |
[] SAML Authentication L~
[+ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+  Pass-through from Citrix Gateway
Ins.talllng ar:u:l unlns.talllng Fhe ELIth[EﬂthﬂthlF:I metheds and the _
authentication service settings are included in the advanced options.

o |

2. NBEUTARNKIERE THFIRSD, %EF !

+ Active Directory - Z3K Windows J&iF Active Directory FIRIEIE

+ Delivery Controllers - Z3KEZiER Delivery Controller™ IGiFEHE,
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Configure Password Validation
Use this setiing to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers +

This method delegates end user authentication to Delivery Controllers.
Click "Configure” and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers
Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. WRIREIF T “Delivery Controllers”, Ni%EiE“Configure”, 7E“Configure Delivery
Controllers’ REH, FIN—12ZDelivery Controllers” AISIEFR &R, AR EHFOK,

Edit Delivery Controller

Display name: CVAD
Type: (@) Citrix Virtual Apps and Desktops
() XenApp 6.5
-
(load balanced):
-
| Add.. || Edit. Remove

|#| Servers are load balanced

Transport type: HTTPS v

Port: | 443 |

4. ERHE
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PowerShell

ERINEBMRIEA T, BEA cmdlet Get-STFExplicitAuthenticator o

E @i Delivery Controller #1THRBIGIE, JE1ER cmdlet Set-STFExplicitAuthenticator J¥3%
IEBRIE /) xmlServiceAuthenticator . EiIZERATRIEEIEH Delivery Controller, i5{ER

cmdlet Enable-STFXmIServiceAuthentication

BERERE VDA

LR BohFEIREY, StoreFront AR BTERIINAEERNEREGES VDA UIHITTERE R,

MRANEEERAT Federated Authentication Service (FAS), M StoreFront RKEXZ FAS RE 23
DIRMIES, NMEMMNARENERER, IEEREELS VDA, MARER. IR
StoreFront F5/ABKZR FAS ARSS 2%, MTTEI VDA HITERER,

BEXERRR

EREEEBIBERERD, BEAF Cc:\inetpub\wwwroot\Citrix\[Store
name]Auth\App_Data\Templates\UsernamePassword.tfrm . 1ZiER{ER Forms Template
Language 7 Xo

LURRBIAIN T AR FEBELE Citrix Workspace app for Windows 2B %50 :
R A

HAAERIINAEEN, RINER FERMEELFETIREANE, EAIUERN AR ITER SR
EHCHEEXHR !

1. FRAXERYRIESSFI A M RIUEARSEY UsernamePassword. tfrm X1,
2. TEXMHPRIHEIATIT.

I @* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. EEMIFRARR o MLEEM *@ REUHIRZIED.
I @Heading("ExplicitAuth:AuthenticateHeadingText")

2 Citrix Workspace WA 2T A A EREERALLL S MRS NN AREIEN, tiISERIEAT
A AR IBE R U AR A AR AN
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4. BESIFEANEK, BEANEKRESRITTAEMICIEARSEY ExplicitFormsCommon.xx.resx X
5, ZXHEBEENMT c:\inetpub\wwwroot\Citrix\[Store
name]JAuth\App_Data\resources\ BZH,

5. EXAFHIHREIUTITR. fiE <value> THRPLBHINA, LUENABRERRERLLS MR
IERRSS BN AR RS B RS FE B RINEE_E B RIRIAREE X AN,

<data name="AuthenticateHeadingText" xml:space="preserve'">
<value>My Company Name</value>

</data>

BERHMXEIRERAFHNERMNEETEXA, BREAMI G

ExplicitAuth.languagecode.resx, EH languagecode & X3H & BEFRIRFTo

BELE3&E R F Windows BY Citrix Workspace N A FEFHR AR 4

ZINBRT, iEBTF Windows B9 Citrix Workspace N FIEFEHF &R StoreFront N FEEERN S
FHEEZE, EEIEERT Windows BY Citrix Workspace N EEFEFRAFPENE, EHES K
ARSI

1. ERANXAYRIEEIFTH XA inetpub\wwwroot\Citrix\\
Auth\App_Data\Templates\UsernamePassword.tfrm,

2. FEXFHEHBILTT,

@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
Controlvalue("SaveCredentials"))

3. BRI TR ERZIER,

<!-- @SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
Controlvalue("SaveCredentials")) -->

RRERERIERILLE M IIERRSS BN B SR o s A E &,

104



CITRIX® STOREFRONT 2203

FUNBERT, EAT Windows B Citrix Workspace NBREF2BER EXBANBFR %, E
BIMERBAFSFER, 37 RRIEEREZBEHNERNG, E2R ELIEEREF windows BY Citrix
Workspace N FREFEEFZESFAF %o

B Citrix Gateway H{TIZ2iH A

IRB]AECE Citrix Gateway, UERAFEREEBAFRZNER (AL, EeIUEREZIMRAR) &
REMx ., XEFEE/EESR StoreFront UEBREINAEE. £ LDAP FFAMER &5 KIEED

& Citrix Gateway, 15217 NetScaler 14 - LDAP S1p1iF, EEE StoreFront, i&Z1% M Citrix

Gateway Hi&,

XSS AWIEARS I E

BREEMIIEARSS (FAS) IRIEERIEBE MR VDA #ITRRE R, XEEA SAML FE517%
WEAEBIEE B, ER StoreFront F53£i418] Active Directory § ?Eo

AN AFEEE A FAS

EANBEIERER FAS 21, B EAAHRACE FAS IRSB3R5IFR. BXEZIFMER, BBH
FAS X134,

BHNEBERB FAS, EXAER PowerShell cmdlet Set-STFStoreLaunchOptions ¥ VDA &%
BUES RIZMHIEFIREN FASLogonDataProvider o

FINERT, StoreFront 7EEEHETIERE FAS ARSS588. ERIUEHILIZE, LUE StoreFront TEERAY
PEHE FAS BRS88. XIFMAVIFA @RI T BohYalRE R £ MR, LHETE FAS IRS2FAA A

B, EXAN=IAZ FAS RS8R, BE, ENREE, IR FAS REHRESINMENZELERFR
oA, MESISEK. BERREIITH, BERASE claimsFactoryName 51T PowerShell cmdlet
Set-STFClaimsFactoryNames, EEEREERE FAS iRS2:, BREIRER

FASClaimsFactory o EIk & FIATTHHEBIIERE FAS RS2, BRNEIREN

standardClaimsFactory o

Blan, BANAEIEER FAS HEEREEFRS S ¢

$store = Get-STFStoreService -VirtualPath [VirtualPath]
$auth = Get-STFAuthenticationService -StoreService $store

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"
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Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

BNV RAREIERA FAS -

$store = Get-STFStoreService -VirtualPath [VirtualPath]
$auth = Get-STFAuthenticationService -StoreService $store
Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

¥ [virtualpath] EHRFEHHEMEEE, FI20 /citrix/Store o
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ECEMEENAEE

7£ Citrix StoreFront #1, ,@Eﬂ}(ﬁﬂ@ﬂ%ﬁﬁz}fﬁﬁf— , XEENFAEIERE T KB Citrix Virtual Apps
and Desktops NN FAEFMSRE, NAFRMIRE. BBRE ﬁﬁﬂOMTM@@yAf%ﬁr,
ﬁ?@%ﬁ%%ﬁﬁﬂ%—ﬁ%%ﬂ—?ﬁ%?ﬁﬁoﬁ LR AILGEET Web X T 25T FHX LN A
s, EMERNNBIAMEER Citrix Workspace B FBIZRH,

ERNAMEE

1. EEEEGIED, ERANERTPH RABE 7.
R EERNIN AR,

&4 Citrix StoreFront — O X
Eile Action View Help
e« | nm B

& Citrix StoreFront

Actions
m Stores i ”
Server Group
Authenticated | Subscription Enabled | Access Create Store
Yes Yes Internal and external networks Export Multi-Store Provisioning File

Manage Citrix Gateways

Manage Beacons

Set Default Website
View »
Details - Store G| Refresh
Details | Delivery Controliers | Receiver for Web Sites | Remote Access H Her
Store -

A\ Certificate is about to expire.

Manage Delivery Controllers
@ StoreFront using HTTPS.

Configure Unified Experience
Manage Authentication Methods

Store URL: https://storefront.example.com/Citrix/Store Manage Receiver for Web Sites
KXenApp Services URL: KXenApp Services not enabled : :
Remote Access: Enabled (No VPN tunnel) Configure Remote Access Settings
Advertised: Yes Configure XenApp Services Support
Unified Experience: Enabled Configure Store Settings
Authentication Service: Used by this store only

Authentication Methods:  User name and password, Export Provisioning File

Pass-through from Citrix Gateway
Token validation service: https://storefront.example.com/Citrix/StoreAuth/auth/vl/token/validate

Remowe Store

ﬂ Help

£ HAERE B, EAUEEUTEDF :

ETF HARR

FAER RHNAEEFARESR, F50 URL NFHINIE
7k
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B+ PAER
AR FIHBEANAEERERNZIRR, fa0 CVAD
15 5Y DaaS
SEATF Web B9 Receiver i FIH N AR EECERFRE ik,
ZAZ A ARSI R EEE Citrix Gateway B FHBYI¥4H
R

SN RS

NBEERN RS ED, ReBNARE . BXEZFAGER, FEHLIENABEE.

R R G R 1

R ERN R ARE S, ERLITU TN AREERERF

T35 FHAER

BIRATTERI2 ANINAO BRI 2o

BIRHHIEAE EFRBP R TRNEEEHITEHRIIERNS
&

&E18 Web B Receiver = BIEATFIHIRIN B PSRRI i

BIBRRiHISE EoE @1 Citrix Gateway iHIRIN AL, HM
NHMEIEZER AP A,

fBNAEEIRE BB . Kerberos &k ={E HDX K

« BENAREE MERKE

SHE 4 RO ABEERFAERNXY, 2iE
AN A EECERIE Citrix Gateway ERZEF
(B
fIBR Rz F P T MBR R B ERIN S,
mRECE

EA U BRI ABHRITU TSR BEEECE
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£55

IEBMRIEHIK (CRL) E

BOEM StoreFront ZFAREEUAHEZE—ER
TR BUEFE

EIEN A EERTT IR
£/ Microsoft SQL Server fZfEU iR LR

BRERIN AR EESE (/zh-cn/storefront/
2203-ltsr/configure-manage-stores/cvad.html)

XN ICAIGE
ICA XH%%

Citrix Workspace [ B2 FHEC &

SN S

HAER

fid& StoreFront AR B A MENERREYIE
(CRL) ¥2& CVAD R{J1EHISEAM TLS iIEP
BIRE

BRE A StoreFront N BEEUEEZE—ER
1T IR EIETF R

TE. SA. SHMBERTAZE (Wi
*) o

EASNER SQL Server #iREZMEITH (Wi
%) iR,

BZi& Citrix Virtual Apps and Desktops i&i&, X
L BERRMEREN AEENEPHNETRA

ﬂk

BN HDX 1K ERNNE] default.ica RECEE]
Boi& ICA XH&4

£ StoreFront BZi& Citrix Workspace [ FAF2
F

ERAIIRIERECIZESHENNARE ; Hi, EIUNSERFAHSIBNAREME, SRNER

REHGE—I.

BERTR:

TEZARSHBRABER,

— R FERA—E RSB RENIRSFAEMVAIE, AR Citrix StoreFront

EEEN S AREREPNEMEHMARS SR LiE1T. TalE, HEIEEESUTHERIRSSAH, UE

ERERE PRV E AR5 250

BEIENARIE, !

EEEIRFIHECE SRR LN RS PIRMNFRIVARSS 228E S,

SRIE, 1ERILLERREIT Citrix Gateway A& X1 FA B EHYZAZ i 18],
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1. ERfFERT, B QMRS

Create Store

StoreFront Getting Started

StoreFront stores provide your users with access to their Windows desktops and applications,
mobile applications, extemnal software-as-a-service (Saas) applications, and internal web

Getting Started applications through a single portal from all their devices,

Store Name
Delivery Controllers e — StoreURL @ i
Remote Access : P E
jttrix
1 b 1
Authentication Methods 1 Receiver '
XenApp Services URL — '
Receiver for Web Site v
S R P @]
E Browser E End User
' 1
. [
) ¥
- '
u n
. XenApp Services URL @ -
PNAgent

BE T
2. £ NABEERW T F HEEUTRE !

* AN FBEERT

s MREFLARTFAFERLIHRNAEBIESRESMIRIERE, ERE NRFRESHIIEN
BPRiBRILLNAREE. SEIERESMNIIENNAREEN, SREIESGZE M ERHR 1
EFARA, HEAMARIEERPH RSBV|ATR FERH BEXEAER URL, (XEM—
AR, EAMRSSRAERMAIBIIRS PRI, )
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Create Store

StoreFront Store name and access

Enter a name that helps users identify the store, The store name appears in Citrix Receiver/
Woarkspace app as part of the user's account.

# Getting Started

Store Name ) Store name and access type cannot be changed, once the store is created.

Delivery Controllers

Remote Access Store Name: | Store2

Authentication Methods

: [ | Allow only unauthenticated (anonymous) users to access this store

XenApp Services URL ez Iy. {omany ) : i y
Unauthenticated users can access the store without presenting credentials.

Summary

Receiver for Web Site Settings

I:I Set this Receiver for Web site az 115 default

When this is checked, the Receiver for Web site created with the store will be set as the
default 1S website. This setting will override any previous defaults configured for the 11S
sites.

BE T—%
3. 7E RAHEHIER EUF L, NENEMRENNAREFMIZRR BXEZFAEE, 55

(./manage-controllers.html)
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Create Store

StoreFront Delivery Controllers

Specify the Citrix Virtual Apps and Desktops delivery controllers or XenApp servers for this store,
Citrix recommends grouping delivery controllers based on deployments,

# Getting Started

+ Store Name Name Type Servers

Controller Citrix Virtual Apps and Desktops cvadl.example.com

Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Add. | [ Edit. || Remove

%a-:l-F_’fo
4. ESTIBIFRNETE L, ERETEET Citrix Gateway IRIHEEE, BXFMER, BEBIAE
Citrix Gateway EIEXI A [EBVIZFZ A8,

SRR IEE O T 2 i8] E I £ Y REE B (/en-us/storefront/2203-Itsr/media/configure-manage-

stores/create-store-remote-access.png)

5. EBHRRIEAEET L, EERBAARATRABEHITENEIENSGE, AREHE TS
BEXAREMEIEAENESFAER, FEREESHIIERS

BRTY Mz s RIRECE R PR AL, EAUSS— T EEAZESMRIERE. Ak, 158
S EARESHRRIERS", AREE—TNEREE,

B ER O B4 101 £+ Y REE B (/en-us/storefront/2203-Itsr/media/configure-manage-
stores/create-store-authentication-methods.png)
BT

6. £“XenApp® Services URL"EINF£ £, MREEEE PNAgent WIHIRE, BRFLEER
XenApp Services URL", TNEBCEA)E,
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B EE O“XenApp Services I FHIREEE (/en-us/storefront/2203-Itsr/media/configure-

manage-stores/create-store-xenapp-services-url.png)

Bl
7. BIEEUESTRE, BEH TR,

BIZFRIER, EREVBE—THFML, URFAF GRS, &R LS E I ik e 6 2 H A ik

o

Ao N FA

EERNAEE ¢

1. 7% Citrix StoreFront EIE#EHIENABRPEF NABE TR, AT RFERPEEKE
R A RIS

2. BRI APITHENEFUEBRS S AYHE R,

3. ¥ H|Kerberos ZR" A+ UECEN AL EEEA Kerberos ZRM3(JHEH S HITH 05
ik,

4. ¥R ER(E HDX BRE"ETFUREREN AREFNKEUESHEN RN X,

5. BB EENEEEEN-EUEE Y HEFHEA FQDN I B FER 4R, Workspace N AIEF
EERBAFERNAEE,
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Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

o When you enable user subscriptions, the Self-Service store is then in effect. Users must

User Subscriptions : - . } .
subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing ) Disable User Subscriptions (Mandatory Store)

Advertise Store When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them, User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

1 B Rz F s
ERFRNERENE, FRITUATIRE :
1. 7£ Citrix StoreFront BB HI SN EERP, ERNAEET =

2. THRfFENT, BEMPREARERE
3. EH/IAEOH, BHE.

Remove Store

ﬁ Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store.

e

TRIBRN FRREIERT , fEfA] X BXRI LGt AR Ro
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SFHBEERE X 4R £

BRIV S S EERIFAE RN, SIENEEEEREM Citrix Gateway BREMEtR.
XEXHRMG AR, UEMITAIUEREENIFMAE 2 BaIECE Citrix Workspace N 12T, A
FrE@d Web XS24 1R EIER, WAL Citrix Workspace N A 2R FRECSX (o

BERT

EZARSHMER, —RAREA—OIRSHHKELRSHFAREE, AR Citrix StoreFront
EEEN S AREREPNEMAEMRS S LE1T. TAlE, FEEEESTERIRSSRE, UE
EHEERRE MRS R

1. BERSESSTREEFASEOMEXH, FERFEERS, L SHSEEMRXXH, A
[EERBEAESEXHPRIEE,

2. BESN, AERYT ERA o NEXHRETIMNE LRSEEUE.

AP EXHRENAEE

eI LUAERESRAR E RN AEE, UWEMITEBEIE T B FHpHrIKS &AM FQDN &
Citrix Workspace N FIZFENFEARMBIEK, . RIAMERT, HECENEREEN, EREARRP
FEAMAEZN ISR StoreFront ERZBEZAINE Citrix Receiver HEY—MNMEI, PRI FBREEH

NRFEEITERNE, KR, BPSOFE. FRIZE URL SUERTEEX M, &I N RAEENEEF
(= 2 BB Citrix Workspace N R

BE:

EZIRSZ[EEFR, — I HeeEA—GIRB[IREXNRSFALNVEE, AR Citrix StoreFront
BB H B RESEBPIEMEMRSE S EIET. TG, NEEERERRIIRS 284 UE
B ERE A E MRS 25,

1. 1 Citrix StoreFront EIE{EH N EBRPER NABE TR, HEBRFERT, 25 EE
R AR IR E > EfF M ARE"

2. T EfFNBRETIE L, &F EENARE S RENEREE

Ao N SIS & OB B & N i e 1 £ B R E & B (/en-us/storefront/2203-Itsr/media/configure-

manage-stores/configure-store-advertise-store.png)
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Kerberos Z)
b=
Kerberos REES XenApp 6.5 B RhRA—EH,

HE#EIE Citrix Gateway FRINE BN E e R B M IIER, StoreFront FEFZHEFEIE,
Rt T A A P SR AR ERIZSH T B A IIE. XA XenApp 6.5 REFARAR, &7
LE A Kerberos ik, MU StoreFront =2IA P ERFEHIZFFHITEHIIE. XFE
Active Directory FIEZBEZR.

1. EFE—TNAEE, NREERtEE RENARELE
2. #EE“Kerberos ERETF,

3. %&EFZEH Kerberos ZivE 22 Kerberos Fifko

4. R DS MR R 1F BN

Configure Store Settings - Store

StoreFront Configure Kerberos Delegation
() Enable Kerberos Delegation

Kerberos Delegation will be used to authenticate to delivery controllers, The controllers must be

Elss ucetipfads configured in Active Directory to support delegated authentication.

Kerberos Delegation

Optimal HDX Routing ) Disable Kerberos Delegation

StoreFront will not support Kerberos Delegation to authenticate to delivery controllers.
Advertise Store

Advanced Settings

ﬁ[ Cancel ] [ Apply
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PowerShell SDK

ERTE Kerberos ik, &£ cmdlet Set-STFStoreService H RS -Kerberosbelegation

EMEIA AR (G TSR

R BB HEFIES BRI, ISSFIMIBRE Citrix Virtual Apps and Desktops. Citrix Desktops

as a Service 1 Citrix Secure Private Access 1215 =,

BERWR

1. £ Citrix StoreFront BIBEEHIA, #E/ G e RAMRE =,
2. TEARBEEPRE— RS

3. TERMPEES, B EEEHE

{# 8 PowerShell SDK &&=

{#/ PowerShell SDK, i&{T#p% Get-STFStoreFarm L% HEFRE I S a4 E i S,

NG R

A Citrix Virtual Apps and Desktops™ RN

1. 7 EERMEFIRRFED, REH
2. MA—MEBREW, UBBIEKRATER,
3. J3-ERI%EIF 9 Citrix Virtual Apps and Desktops’s
4. £ DDC RV IRSSE8 T, RERINHEA DDC (SR HESESS) B9t
- YNSRIEFE DDC BIEME T A dges, WA A HIEERtit, NREKER AT
28, N3R5 HE DDCo
« AEMAR, EHEE 21 DDC,
- SNRICHBRSSRMER HTTPS (%) , BHEREERSHFTIRPIEENLIN 5 X LIRSS I
B LENBITLE (ZERNE) .

5. Citrix i ZEF IRB[BEARTE LT, XKF StoreFront XS SHET TR P FENIEE
— MRS, NMEFMBRIEFIESEESEZ BN RA R, NRFRIEFLIET, NRSETIR
FHRIARINFE A EZRBT R, EXMERT, 100% NEMFLREEINRPIE—IERD
RATERIZR T EERR o AIRIZARS /AN, W 100% WESHFHERTIRPIE MRS SS, K
LtE 3,

6. M\EiaZER5)RT, %R StoreFront B F S RSE B ERIEREST,
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o BEIRMEBERLEEIE, 1BEE HTTP, WIREFIED, N4 B1T%HF StoreFront
RS BRERR 2.

- BEIINEERELXBIE (HEF) , JEE HTTPS, WIRA Citrix Virtual Apps and
Desktops ARS3281EIR %I, 1EHA{R Citrix XML Service i E& 5 Microsoft Internet
Information Services (IIS) HEHixM, H A IS BEEEAHEZFF HTTPS,

p=—

SNRIEEER HTTPS {RIF StoreFront SARSZ A BINERE, BHRMREERSRIIRBIEE
M5 XERSRIEB LNRHTLLE (BEANE)

7. 3ETE StoreFront B FEERSZEMIFE O, HTTP EENEIAIEON 80, HTTPS HEIEMERIALE
) 443, IEEREOMNTE Citrix XML Service SRR,

8. AT

AR AT 2R 88 O A R R & B (/en-us/storefront/2203-Itsr/media/configure-manage-stores/

add-delivery-controller-cvad.png)

9. IREEERBLREER (HE) , WLTER PowerShell FARINEA, FI40

$store = Get-STFStoreService -VirtualPath [Path to store]
$farm = Get-STFStoreFarm -StoreService $store -FarmName [Site name]

Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

NN Citrix Desktops as a Service Bl s

1. BEBRMEHR FET, RERN

2. AR, UEBEIRG LT,

3. J3ERI%IF 9 Citrix Virtual Apps and Desktops’s

4. WFBImEESE, TRSEHFT, RERIIHRATEESR BN EEGEES) N
o

« WREETERSE DDC BIRE T FHss, WRALFSERERT. WREFER
faEgEs, NEIRSIH S DDC HmiEkes.
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o MNRIEBEZNERRNME, Citrix BiIUERNESE VDANFRB R RNBEMNTIEESS, WEEX
A rhrEY, StoreFront AJLUE A ENEF R ITE LB REED VDA,

- MREERERNESESR, BAASTRFUEERRIRNATTERIFEER, MR-
MGG HRMUTE I RRUERNRSSRIE, BATEERRFIXEXEE, B, EFX
MENEFIRINT, ERPFEL StoreFront FEERERREBNARUE, NMSBEH
KMo

- WIRERARSSBER HTTPS () , BHRIEERSR[IIRPIRENRIS X LIRS IRIE
B LT lE (EANE) .

5. MNREBEFRBEZSMIERERSR, Citrix BIERFS StoreFront AR5 28 iER R KR ERE RN
KRINER, HBR RSB|EATITGE X, BTFERSRVHESAER DaasS R(J#EHIZR, Hit
ERHEISERT AR,

6. MEiaER5RT, %R StoreFront B F SRS 2B ERIEREST,
o BEIKRMBERELFRIE, IHEFRHTTP, MNRIEEFRIGET, EHRABTRHFRA
StoreFront 5 =& BHIER,

o EEIMNEIEEAZEIE (GE7F) , HEIFHTTPS . MNREEFRIET, NHKTBEFEE
EEREREN HTTPS,

Pz

SNRIEEER HTTPS KR StoreFront SRS 2R BIRIER, HRFRIEERSHTIRPE
ENEMEXERS[/EB LNBNTETE (2ERNE)

7. $E7E StoreFront B FEERSEBMIE O, HTTP EZEMEIAEOR 80, HTTPS EEMEIALE O
£ 443,

8. HME"s

“ANINAZ AT e 887 88 O Y RS & B (/en-us/storefront/2203-Itsr/media/configure-manage-stores/

add-delivery-controller-daas.png)

9. NREBEELXEEA (%) , NLBEERA PowerShell IR, Hl40

$store = Get-STFStoreService -VirtualPath [Path to store]

$farm = Get-STFStoreFarm -StoreService $store -FarmName [Site name]
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Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

™0 XenApp 6.5 U

1. WA—TEBRAF, UEBEIRAILE TR,

2. [FFEBIEE A Citrix Secure Private Access.

3. I ACitrix Secure Private AccessiR5 254 o

4. WEHZERIT|R, EiFStoreFront B T 5 ARSI EERNEZEE,

o BRAARIMENERLZXEE, BIXEHTTP, NREFRIET, W5 81TZHEStoreFront
RSS2 ENT 2 E K,

- 2EERALTEEETE (SSL) SiffREREM (TLS) BER M HTTP ERAERIE, HEF
HTTPS,

o EfER SSL Relay iTEN B R IRIEFMEIEINE, @ Z2EENEIEAXT Citrix Virtual
Apps iR 28, 1BI%#EFE SSL Relay, IR A— SSL Ardtis .

5. 87 StoreFront BT EERZ 2R, HTTP 3¢ SSL R4%EZMERIALREC N 80, HTTPS &
B ERIAIR O 443,

6. REATE-

AR (T HEHI28 88 O B9 R E 8B (/en-us/storefront/2203-Itsr/media/configure-manage-stores/add-

delivery-controller-xenapp.png)

5/ PowerShell SDK gl R

Bt , EEHRGS Add-STFStoreFarm

o XF Citrix BB A EME 3 Citrix SEBIARS, & FarmType 1&EJ XenbDesktop o

« XF XenApp 6.5, ¥ FarmType i&IEJN XenApp o

fEeiis =
HEERMHENBRET, EE— R, AR SEE

'S

NREEepRub=, W :
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o RIS FFNEARE HDX BEBECEFMFR. ST %k R EFTANINEERY&E HDX B8
FRECER,

o ZUARBERAF BEREERTSER (RECEEERAZSURARE) « XERNILE
BRBIRME | BibR. WEIERAWMER, FIAIREFfiLmEanREIHRIGRTE,
MR ZEFHI. BFRILRE, WNREEMANZ SQL Server #izRE, NETLIER
HFIEERIER. BN, EAIUSHEER, BELTHERSA. BXFAER, F5
P EIEIT IR R,

5/ PowerShell SDK &k =

E{ER PowerShell &t s, FFE A4S Set-STFStoreFarm

RS =
HEERMHENBRET, EE— R, AELSHR.

85/ PowerShell SDK RS

EfER PowerShell flifRiL =, FFEAMSRemove-STFStoreFarm

EITRREEMIRS RZERITH

AT ERERHR BRSBTS BNESMAE, StoreFront R EBYSHE /AN YIRS 250
HIRSZ 2= ERAY, StoreFront 22BKi1ZAkE 28, HERFEREEFRIFAZR, XERT =it EES
o] RSS2 AT HINRYEEIR,

ERXESHIEE S RITIBVFERATE
s EEEBETIWRRERIEAM - 187 StoreFront RES MRS FAIAMERNER, RINMER 15
o BB, HERESETINIREREER,

- BRFENE - BRESSTIVINER, IHENEMKENRITEAR, EEBHIEENIZER
e MRBZAEOTITINARE (FEW) , WIRSSHFHREE, BRI EZIH. A
H79 60 ¥,

- FIBERMHERFFERE - NEEREaSTIRINERER (FEIN) . $8E StoreFront 7245
ERHEHBRPIE RS SR MBS IRET, BN BRIGERE EANEREIFTSNE (UDHh e
fiI) - BIMERN 0 D, KR StoreFront A& EBIERIARSS 25

EAEREH

BELTEERNXERE,
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1. 1 Citrix StoreFront BEIEEHaH, EAMERFIEE MARBE T <o
2. AERERPER—T BB,
3. 71 BF B, Bi EERNEHIEE.
4. EER—ERIZE, B R1E, ART HBXMEESE BE LR T 8E,
5. A BRIKET, B wE,
6. T ERERFKE IIEFET !
a. 7£ FTAXMAYERRIFERNIE 1T, REETIHBA—EE (UDHANRL) , ZEER
TEFRB RS BRI E, SHERRRHRAL A BB E],

b. 7 FRRFFEME 17, RHEBZIHMA—TEE (UDHARL) , ZERRESETR
SN, ZARSSBRWAFBAEIETE]

TR P BRE R =

RINERT, AR AEENARSERNZNAEIEEEBNPE ISP ANRE R FENRE.
ATARERAFREFRNZR, EUEERBNNARE, EESMM StoreFront Fi&,
&, mELUARIE A P FRE/Y Microsoft Active Directory 28 R3RHE3H4E E SR ERIIF IR, XfEITRE
B BN RIS AR A P AR E R EER,

fIan, EEILCRFAIE AP REARRDAR— T EER, HRMSE NS AEF DAEDS—
NERER, ELERER, FETMS AFPANBRERRNAEER REEERARR. B
F WS BRANABRNZENERERE RNV SNAER,

HE, EAUNSEAFPLIE—TEE, ZHNERHSEHMLERBFNZRR, EEFER, B
REVEEH, XfEZREB NS XBEAR (PIIERNHRITERL) REEENEN, FARERFEER
N AEENSERERNRENNARER, B'RE APANMSIRNERDSRAFBERME
R,

AR

XA NS, o, Fib=A, NAEFEILGER Citrix Virtual Apps and Desktops
Studio A& RYF P A #1TIHIE,

NEERFAEBREHR ¢

1. T ERERMZFESR RERET, T AFRANSERRAEE T, SO 0RE . XIARET RN
BRURET, R F AT A,
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XA RERAFRANSERRES R,

Ao & A P RSS2k R & R R ARS8 B (/en-us/storefront/2203-ltsr/media/configure-

manage-stores/aggregation-not-configured.png)

2. BH AP RMEHERIZ . XFHHTA IR RRUCIEZENE IR, EUERIU
BIEE SRS,

“BIE R P ST REF P AL £ REEE (/en-us/storefront/2203-Itsr/media/configure-

manage-stores/user-mapping-everyone.png)

3. ERFBENTEFRRERFE HAI—ITHZ A,

“CIZBFMSTRE BAFAEIF (BiEF4E) NESEE (/en-us/storefront/2203-Itsr/media/

configure-manage-stores/user-mapping-group.png)

4. BEHETFT—H", XRHEEHEA B XTI+,

“BIE B P IRET R R P AR R B R B E(E (/en-us/storefront/2203-Itsr/media/configure-

manage-stores/user-mapping-controllers-empty.png)

5. BE AR HAN— TS RIS,

“CIERFMSTRERFPARI+ (BikiFZEH2s) NRERESE (en-us/storefront/2203-Itsr/

media/configure-manage-stores/user-mapping-controllers-selected.png)

6. B eI,

“CIERFMETBREBAFPARIF (BiEZFEH2R) NREREE (en-us/storefront/2203-Itsr/
media/configure-manage-stores/aggregation-map-users-configured.png)

7. BEARM..UARERE IR E Z MY,

{5 PowerShell SDK S P B EIE R
A LUE A PowerShell SDK Y5 P MUt 2 3& R

1. WFEN SR, QE—" EquivalentFarmset, PR m AR B IHEN—ERD, TUWEITR
ERRAFPEATH, FRAUTEEIEAR New-STFEquivalentFarmset :

« Name - EquivalentFarmSet FIME—ZF

« PrimaryFarms -3ERGMR (7)) BB

2. WFFEHRAEISENAFA, BEXLERAF 581 EquivalentFarmSet Z B 8IS, B
B3 UserFarmMapping, BRI TESEIAE Add-STFUserFarmMapping :

« StoreService - ZE¥IN UserFarmMapping B9 Store fRSS,

123


https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2203/new-stfequivalentfarmset
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2203/add-stfuserfarmmapping

CITRIX® STOREFRONT 2203

* Name - BREJBIME—RFTo

s GroupMembers - —I§HR, HPEZIEAMS—E BB AT SID. BFMB
FER;SID EXH,. ERIFAERR, BERGRPEIE—FKE, HEAH
Everyone , {E/9 Everyone o

« EquivalentFarmSet - 7£_E—3%FEIER EquivalentFarmSet,

BHIHRRENER (7)) #BASEED— UserFarmMapping 1, SNERIFEF &R TEA
IRERA

ZURRG

BINERT, StoreFront EMENENNABERUESENNAREFNFAEHRE, HHFAEXLER
BERARBNER. XEKRE, IRA—FRAINSTEHEFRRKE, BFREEISNERNER,
MRHFFEGHERNRT, XARERENEES. HECESTAMZLRARERN, FaXizHE
[E = FBFERFAY Citrix Virtual Apps and Desktops ERE#1T94E, UWENARRESHERNER.
DHENEBEARANTEMEE, ERFRESTRSSHE LV NESHRENGITMERRFEHITRE.

BEZHARE, SREHNEBEERAINNRSENBBIEEBRIZ Citrix Virtual Apps and
Desktops EBZEFIKFEY, StoreFront RREZXFENFAERLRA, HRAFER—1TEF. HEAFE
REHEIFN, StoreFront RIBIEUTRRME REEZHAFNEIRLA

RSS2 AT M,

BFREEREEIaE.

Primary #1 Secondary Xx3#EZF,
FA P B9 XI5 B T,
B ERRERIETE N RNIRE.

StoreFront RIS W ZERBEMIN IS KAVARSS 28, EALSERS R AIEIHHEN TR, AP KR
EMEHMARS S ERRIRKEG, EFREEMEL, NRREHIFIFNARSS 3, StoreFront =
SHERANEREURMEME IR, NRAF EEREFMERZRNE LIBEEDRIE, T
StoreFront RERESZABRRENERN FTERZRIE. RAREMADEMAPIRIERF%EE
By EfRESN AEFFRNEE, FeERRMtF A~ mIFait.

IRAIABEZ B Citrix Virtual Apps and Desktops ZHIFRIIEESEINE, UEX AR ELISESRE
FN AR EEINEIEDE. fli, XEETMEERFPRAEEIEMNATROREREN
MAREFNEE, BENEMEBERTHMZIIR, Alt, ENFRE KEYWORDS:Primary MIANEIEH
PEERE LIS E RN AIEFEIR T, HIF KEYWORDS:Secondary KifNEIEMERE _ EAIEIRET,
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FEARENFERT, TIREEEPIEERNEEIMFNM, BRSFERIRETERZRIVTE. =
BIEMEANTTRN, AP FERIRAHEZFRIVEE,

{E0 StoreFront i = ERE—ES, FeJLUsEXLERFPIENXIS, tNRABF & GSLB iAhia
StoreFront, ZEILECE GSLB LUGEAXKIH B iEDMRk, 7AfG, StoreFront R=IEEEIEEE L
RENNBRER, AEBRREMISE,

FOEHMEAZRE, StoreFront REMAEMVECEPIEE MR KIBE B EETINVEE. NRAR
AILERZINEREE, BALHEERPERIF—TARE, HEMINERRHIRPIEMER
. NAFPERIB - IREMEARAREEAD SRR ERNMERE. BIEERAPTE
FRE R AERE Z BiRMESTINAF 2%,

1. EEERMEFR FREL, TAFBRENSERRSEE T, S5 EE. NIRETR T
FEZUARAY, IR A M.

Cenfigure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale Storefront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating rescurces.

o

2. BEREFR .. IRETREAR R
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[| CVADsiteA  Citrix Virtual Apps and Desktops

[ CvADSiteB  Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggre;latsl

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|E| Load balance resources across controllers

o |EEm

3. ERBAHERARNMR, AERRHRE"
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

| Controller Type
Aggregated
[| CVADSiteB  Citrix Virtual Apps and Desktops

[] CvADsiteA  Citrix Virtual Apps and Desktops
Mot Aggregated

None

[Eggregate ] [ Do not aggregate ]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

IE Load balance resources across controllers

o |

4. RIFEFEEF REEFIIRIQE LI

o PEHIBRERMEREMNZER - EPUIATE, StoreFront (VMR EEFH—MEHISEZ R
SNRARIEAPULEDT, StoreFront FHFMREEFHFABEHBREARR (URRAFRATANE
HHER) o EFRUILET A ENEFRIVIRE LR, ERFCHEMERERTPNFEIRIRE
R, BNARERIERLED,

- BERRMEIGEHRIR - EPIETE, B9 nhER RERIERZE. MRRERILL
I, BEREREA P REIIEEREPIEERNSE - EGEE, MREHRW, MNHKER
BB R E 2.

5. BEMEECE EERAFRNNSERRS Fe, ‘REFRUWESEF.
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6.

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pagregate resources o

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources.

o

REARRE, RINERT, REAFELARXEFR, FIEOHIRINEF RS, 25 %A
FRREABIFERIZR . XTSI AP R R R,

Create User Mapping
StoreFront ST NP
Specify the user groups that will have access to the controllers.
User Groups @ Everyone
Controllers ") Specific User Groups

Add.. ¥ View Remave

EFRFABENSEFRSERREA HAI—PIHEZ N, g, ErFEEFE—TMRSEN
ERF B4,

//J\\Hﬂmé‘iﬁ,mo BRINNFTAREGUER, FARISTHLREFRNRRE EEIUZS

3'5/12 |:| J\ i
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9. MNRMERIEHBRHIZRAHIGEH TR, NATLUERF StoreFront ML B R RHIRF.

Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

# User Groups
When an aggregated resource is available from multiple controllers, StoreFront launches the
Controllers 1 resource from the controller at the top of the list, in fail over order. The order of the list can be

changed using the buttons provided.

Controller | Aggregated | Type -

CVAD Site A Citrix Virtual Apps and Desktops E
CVAD Site B Yes Citrix Virtual Apps and Desktops
Add Bemove

10. #ZQIEHEEE EERAFMRAMSI SRS
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers (]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups | Controllers -
Everyone CVAD Site A, CVAD Site B =
| Add. || Edit. || Remove
ﬁ Aggregate resources (]

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources.

"o [

11. RIEFERMEZ R, BREDERERGE—TMBEFPE, SNXERRGTERERAL
Fo

12. BEHHEE

{#/H PowerShell SDK #{Ta%&EE

&R LUER StoreFront HIREEHI BB IF 2 E NNZ LSS vl BHERE, BRI LUER
PowerShell SDK B2& StoreFront, T©iREIUTHNINEE !

« BEBIEES M ERBEDAHITREG

o BEEZFIERRTENEESE, XERSHBERLTERS.
o NTFEAWSHERRFEMEENREE, STOAERERTHRIERE

« EBNRGHMEETE & FILERINF. %‘Iﬁ%ﬁﬁiﬂfﬁﬁ FREMEBHTRHFENBIFRENHE
%2R, £ PowerShell, ERIUAE S M EITAHTFEHEARAZEHITHERZRIR
4,

'S
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M PowerShell BCiE SR Z UL RET G, TEBEREEZH S ESXLEEDT,

1. AEEFERANREH, EREAF, ﬁﬁ*ﬁﬁiﬁ'%ﬂﬂ'\]ﬁrﬁﬁﬁrﬂg”gﬂ—/\1‘/]_"4:'0 BIR
SHAFE— 5. FHEEEESSRERE—TREH. & PowerShell, ErIUENZ
TREH,

2. WFEBNIREAH, SIE—1PHZ EquivalentFarmset, ¥HEELREMILS (£ SDK H#
7917) . MRREAPFNARREL DD ERAFRRNER, WaBASHERFeIE— D 2ME
EquivalentFarmSet, {BHZ=4HEAY AggregationGroupName . Ef# EquivalentFarmSet,
BEAUTEEIAA New-STFEquivalentFarmset :

¢ Name - EquivalentFarmset BIME—FT,
« AggregationGroupName - farmset Fi/@RIREHAIE T,

e LoadBalanceMode - LoadBalanced Bf Failover o

e PrimaryFarms - EHELREMNG, MR LoadBalanceMode & Failover , NME&RIZFIE
FhRInEEET. MNR—IMREHEZ EquivalentFarmSet, NILIRERS
UserFarmMapping 7€ X A9 IndexNumber Z£&EA, LUHHERAWB NS EER.

« BackupFarms - EEIZEIATANEFERNIZYIR. WHEEFER. BRARNIEEES
IndexNumber BYE At EquivalentFarmSet,

3. WFARBFREHENEB IS, B2 — EquivalentFarmset, {BRIERE
AggregationGroupName . FREILEERNAIE farmset BI—3B% . ERAUTEEER New-
STFEquivalentFarmset .

« Name - EquivalentFarmSet FME—ZFR
« PrimaryFarms - 3EREIHBIELFT.
4. WFRBIFRAAEMSENAFA, BEXLERF 581 EquivalentFarmSet Z B82S, &
Bl# UserFarmMapping, iBERUTEEIAR Add-STFUserFarmMapping :
« StoreService - E# N UserFarmMapping B9 Store RS,
Name - BREIEYME—R TN,

« GroupMembers -@ﬁf’ﬁ?ﬁﬂ%gﬂ—ﬁﬂﬁﬁgﬁﬁpéﬁﬁg%ﬁﬂ SID WiEHR. LIMYBETER ;
SID X, BERNMPFAERF, BERERPEIE—1%E8, HE%FA Everyone , BN

Everyone o

« EquivalentFarmSet - 7£_E—3%FEIEH EquivalentFarmSet,

* IndexNumber -iREUARITERNIAF. XIKE TR FEHRRILESVEEIRF.
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AT FRENESR (1) MHESEELD— UserFarmMapping &1, BNEE R B HIEZ

Hilfo

E$d= Pl

MREERRXIZE L CVAD #8E, EAJLUF NetScaler ADC E2i& /9:84]1 StoreFront B & iEHY
CVAD ZE, B *F4ER, 15517 Global Server Load Balancing (GSLB) Powered Zone

Preferences
IR FRPECE StoreFront, UEFIER CVAD ZPE S = ML X1

1. £ Citrix StoreFront BEIEZEHI S, TAEMEIEIEREE Stores T,

2. EERERPIEE— DN AEE.

3. 1f Actions &E1&/, B Manage Delivery Controllers.

4. WEE—IEHIZS, BE Edit, SAJS7E Edit Delivery Controller & L8 Settings.

5. ERAIRE TR EHIRE.

6. 7E Configure Advanced Settings XiEHER, 1£ Zones 7L, BEHET5,

7. RERI., WARKERT, AERAE . WHEFNSDXINE § HRF,

8. T 'EEERRIKE FIEEFR, "REHHEE"

X B & 7 = 8 B (/en-us/storefront/2203-Itsr/media/configure-manage-stores/zone-setting.png)
LEFEMRERIEN, StoreFront 238 X-Citrix-ZonePreference IRkFFMIXIETIR, #H

ERERAZXEATEC BN R, RCE, ERNBIMBERAEEZ CVAD 8E, NIRRT,
M= EMERE,

g0 CVAD HE L2 Z X, NWIEEFBENIERE REIZERE R E X,

B Citrix Gateway EIEX N A EIEHEE T 1]

EAYERSIEE ESEEET Citrix Gateway M AHE ML EZEII AP AN ABEE. @
Citrix Gateway RYIZEFZIA AR EEN A FARE B HIIEN N FAEE.

BERER

EZIRSZ[EEFR, — I HeEEHE GRS [ RELNRSIALNVEE, AR Citrix StoreFront
EIRTH B R ESEBPIEMEMRSE S EIETT. TlE, NEEEEREERIIIRS2RE, UE
B ERE R E MRS 25,
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1. 7E Citrix StoreFront EIFZEGI BN EERPER NABE TR, ARTEERERFEE—TN
REE. TYRFERS, R RETEHRIRE,

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources. After
you enable remote access, add a NetScaler Gateway appliance.

[#*| Enable Remote Access

Select the permitted level of access to internal resources

®) Allow users to access only resources delivered through StereFront (No VPN tunnel) ﬂ

) Allow users to access all resources on the internal netwerk (Full VPN tunnel) ﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [ ProductionGateway ~ ]

o |

2. EECEZRIAPIZE MEEFR, IEENLEMLEENRAFR RS URNAEF Citrix Gateway
ViR R FA IS

o BFENAEENAEME ENBER AR, 157iEH BREEERR. RERERHE EAAt
BRFFREIRRIN AERE,
- ZEAIZRIAIE, BiEF BREEAE.
B(EE I N AEERMHAREN Citrix Gateway AIA, i51%E#E 5 VPN BB, FAFER

ICAProxy 3\ L& Fi% VPN (cVPN) B RF| Citrix Gateway, TFHE{FEF Citrix Gateway 1
HREIITTERT VPN,

o BENLZLEEEFTE (SSL) EEIEBML (VPN) BEEERN A iEEF RIS LR EME
JREIE, 1B1%ER 528 VPN BB, AP EZE Citrix Gateway #EFREEIL VPN BRE,

B BN EEIERTiZiAneT, HEER M Citrix Gateway B BNt A L. BRE
Citrix Gateway #1TEMRIIE, FHEHNENAEER B5hE
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3. MIREEATIIZiHE, EM Citrix Gateway &8 5IRPIEFEA P oI LUBE HifiRIN BEERN
BB, Ezai ALt ArEEME MmN A EEEENEFAESEEH I EIRPIERE, NREMIIRF
NINEZEE, BT N FIREE (/zh-cn/storefront/2203-Itsr/integrate-with-citrix-gateway-
and-citrix-adc/configure-citrix-gateway.html) A5 B I21E,

4. NBBIEFNRPIERZSNRERBERABIZ MRENIAR, BEERT M Citrix Workspace [z
RiEF RN AREER RRikigE.

5. B WE REFEEH X HEEIZiZ 18" W EE,

Citrix Workspace [ FIf2FfEREIR A RAE AP 2 EEI A MBI TR AHME, AEEFELEN
WRAE. BXEREMRNESER, FEREERETR.

AIAMBR T, StoreFront B A EREINAREIERM X REHER. ZRt StoreFront BCiE £
ERMXHAEAM X KEHRIR, BBHKE HDX BH.

IEBHEHNER (CRL) BE
fan

I&RI LAY StoreFront BB A ERA EAMAVEB R IHSIZ (CRL) K& CVAD I HEH| s LAY
TLS IEBRVRS. EUTIERT, ERERERHFEIIEBRILRINR !

IEINARAEMER

- CAEME

*BEFEH

IEREMRIA

Q- EE o

AR
A EFXIE StoreFront 5 Citrix Virtual Apps and Desktops 331412228 2 [B){ER HTTPS &%

BRFHEX. BIRHERISR HTTP ERAFEILS, REibitdhi#Eda) Store Y

-CertRevocationPolicy i& & T ¥

StoreFront Z#5{#H CRL 774 = (CDP) ik H¥ BFAMZERIEBmIE 55k (CRL) #1TIE
FREKNE, StoreFront {NZ1F57EE CRL | AZFHEE CLR,
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CRL &= (CDP) ' B

StoreFront A EMEERAERFIET (HFEFISFEELM CRL ) B Citrix Virtual Apps and
Desktops RXAF1EHIZFHPRIERIR. A THNBLIERBEM BT, StoreFront AEERER CDP IEH
¥ EBHENXH URL 2—iFRE 4% CRL.

IEHS CLR ¥ B Ay B REEE (/en-us/storefront/2203-Itsr/media/configure-manage-stores/clr-
distribution-point-extensions-blur.png)

CRL %4 75i5]PR

797 {E StoreFront ERMIQ NI (THER 2 ERIERHIETS, 15485 CA LB CRL &FhiallR. 4wiE
CLR A=Y EBHEN, LIKBEEEERNAARMESIAVIE CLR & hiERE.

B mHEIEBE % (/en-us/storefront/2203-Itsr/media/configure-manage-stores/revoked-certificate-
properties.png)

ZE i CRL 87F

Windows NIBEMIS R FIiREAMETF CRL, ERAMEEFN CRLIMGE, FRTHERN
CRL,

StoreFront IEH M #HFIFR (CRL) BYi7IE)

P RBEREKIT StoreFront i8] CRL FIEE ], 1B1FAIZE[E StoreFront #1{AEBXR &% CRL Y
Web BRSZ2:8EHMAENHM (CA), LUK StoreFront #l{a#EW CRL B,

RZAfiEHIER_ ERREREIL CA FIABIES

BFAFLE CAFMIEP, StoreFront EEIFHACEATI CAFIELHE CRL, StoreFront AJLATE
IRRVALEFIARIRMLE G 1XLE CRL, B XEER I CALLLT COP I BHEER, BBA
Microsoft X1, 3Z{F1ZEHI85 E7E CAERENE S CDP ¥ Bl ENEME BRI REEEE M
Ko

StoreFront # Citrix Virtual Apps and Desktops RS 258 B (I FFo:A1A19) Internet BIPRE LB WL
., EXMERT, MEMRIE CA,

T 1EmlER L AINEB A4 CA I HIES
StoreFront ARZZ 2540 Citrix Virtual Apps and Desktops {4425 eI I fEE A N CA L BIIE+,
StoreFront AZEER BT Internet BXZR /N3 CA BY Web fR$325, £ CDP ¥ EH5|H8Y URL, 0

BNHIFPH PG, StoreFront TTiEfER CDP URL & CRL BIA, NI StoreFront ToiEH{T
CRL 1%&,
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ERIEP MR

E(FF PowerShell SDK ZEERIRIZE, 15517 cmdlet Get-STFStoreFarmConfiguration H7E
ZRWRFPEEFRM certRevocationPolicy o a0 :

$store=Get-STFStoreService -VirtualPath '/Citrix/Store'

(Get-STFStoreFarmConfiguration -StoreService $store).CertRevocationPolicy

ECIEIE T R HEREE

HE(F A PowerShell SDK AN BEEIRBIERRIEERE, B5iTHSH

-CertRevocationPolicy HYcmdlet Set-STFStoreFarmConfiguration o

-CertRevocationPolicy AT LUK E AL TE :

"E R
NoCheck StoreFront A EIR(FEHIZF EIEFEI B EIR

o StoreFront MEWEFEABEREIEBRIR
FEHIZSE PR R, XEEHINLE,

/

I

XRREEMED, StoreFront i@ T EXR
At EHI2e EIFHAY CDP §EH5 | FRY URL
SRIREN CRL, SR CRL ArIATNAI(THEH25 L
EAEPEWM B, StoreFront JFIEMI
{IHEFIBFHES, WRIEPBEAER, URL AL
EAAMES Web ARSS 25 ; MMRIEBERHELHE CA
MRy, MEIEAAE Internet Web fRSS
230

\
d
>\_\\
S
k>

T StoreFront IXEXR (I HEHIZRIETFHI CDP 4
RBHREFE URL, %03 StoreFront FoiEMiXLE
URL 3REX CRL 8l4&, TARIFMGZEHIR
WEZR, WR StoreFront FINFKEX CRL #H
A EHIZREIE B E#mEH, N StoreFront R
2EZRR. MRIEBEERN, URL aIIE
mAES Web BRS525 ; IRIEPEHLH CA Gl
B, METgmAHE Internet Web BRSZ 25,

ToM£& 15 1R]) KEEAMS AT StoreFront fRSZ 28 EHY

Citrix Delivery Servers iEPBZiEHHI CRL,
StoreFront A 2=1REXF CDP § BHIEERE
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RE PN

fi] URL, #2 StoreFront ToiA5KEY CRL ByZA
HBIA, EIRARTFMNRGEFIZRE R TR,
208 StoreFront M Citrix Delivery Servers
IEPEEPIRE CRL FIAMBEIAR, HERTE
FIBRRVIEREM M, N StoreFront ARHEEE

Hifo
fgn

$SiteID = 1
$StorevirtualPath = "/Citrix/Store"
$StoreObject = Get-STFStoreService -VirtualPath $StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject
-CertRevocationPolicy "MustCheck"

MREBEZ NN AREE, BEPMEBNERIE LE S thidFE, -CertRevocationPolicy & — 1NN RS
FKINKE, ©EREMA $StoreVirtualPath H35E BN A & 15 Bt B RYPR B 3 {91541 256

1£ StoreFront fR5Z33 L EAAMS AR CRL
THHERAAMSE AR CRL, 1B Citrix® RENXEM, RET :

o EARBBPUEEF, ENIEUEEMER, HAPAIgEH RZ StoreFront ARS5254H,
- BERBHEIEBE, EE StoreFront fRS588 L FEH CRL, MEZEFEE Active
Directory $&_EfEF CDP ¥ BB &% H CRL,

208 -CertRevocationPolicy 1& & A“NoNetworkAccess”, HBIEBENEN CRL B3O XBIFrE
StoreFront ARZ58%, MBI ERAAMEZIEIHEFHH CRL,

ERAFMST AN CRL

1. ¥ CRL & #F StoreFront BRS5830YRHE. MR StoreFront fRSZEFEARSZIRAEN—ERS, BHH
£ HIR)LAHRIFRAE StoreFront ARSS3 88,

2. fTF MMC BiEg 7T, AERE X4 > AMFREZRER T > iEH > 1HHENMEF > Citrix
Delivery Services IEPBEfE,
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3. ARBREHEE REES > 8A, AENSET .CRL XMHHi1%EE FIE XM > 1 1FF > FFRBIEH
BAMULT7EE > Citrix 3RS,

i Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]
ﬁ File Action View Favorites Window Help
e« 25 0/c= HE

| Console Root Issued By Effective Date Next Update

v G Certificates (Local Computer) DCOI-CA. com 04/07/2019 04/07/2019
w | Personal

. Certificate Revocation List
|| Certificates
w || Trusted Root Certification Authorities
. Certificates
| Enterprise Trust
| Intermediate Certification Authorities
y || Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
°| Client Authentication |ssuers
“| Preview Build Roots
~ | Citrix Delivery Services
 Certificate Revocation List
[ Certificates
j Local NonRemovable Certificates
| Remote Desktop
| Certificate Enrollment Requests
» 71 Smart Card Trusted Roots
| Trusted Devices
» | Web Hosting
~| Windows Live ID Token |ssuer

& PowerShell @4 17i% CRL FINA) Citrix 3 IRSIEBIEE
1. & F StoreFront FI%¥ .CRL X4 & #I13 Ye BPHEME,
2. ¥TH PowerShell ISE Hi%#F LUIEIR R R HE1T.

3. TITUATaS !

certutil -addstore "Citrix Delivery Services"
"$env:UserProfile\Desktop\Example-DCO1-CA.crl"

SNRERTI, ROREIITAR :

Citrix Delivery Services
CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.

CertUtil: -addstore command completed successfully.
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R LMER s BIENTAI, F CRL D REIFAE StoreFront fRS58:, BT MATERERER B
7o

ERRFHEHIZRA XML B350

&R LU StoreFront BRi& f9fF P BRI IEEFEL Citrix Virtual Apps and Desktops 3291123,
ANRAZ(FHERIZR EREPERFRHE, WHAPFILES S StoreFront, tHITARATER, EAMRH
T3t Active Directory BB #1TZRL8IER Citrix Virtual Apps and Desktops 32 {41228 EAYIERE
W, NXLLHAPRREERE R StoreFront,

EHEAR BB HIER 3 (TR

1. BB LE—T EEFHEUHTIERRENE PR, BRERTFIERRENEMRE,

2. IR BT XML IRSHEMIIE PRSI, BB HEHISUER HTTPS,

RERTIEBRFEKNEN XML S418IERS

REEERERER XML BHRIEN, FREERITXESE,

Q- =x

=

StoreFront 3z R FERI B S M IIEARSSRIRE, HENSAREESSMIVIERSZ
B —3—BREf, EXMMERT, EUTNFEFERESENENIRIERSHITATRNS

R

ARIEB R HERERENSNIIERSTIREANERE. &, WRFAIBEERNSHILIE
ECEEAER, WEINZ M REEERENHZENFMNINIERS,.

B 5 I0IERARSS PowerShell cmdlet % E 5 Set-STFStoreFarmConfiguration B4,
T/ EXRABRMARRY PowerShell 757%. EARTERRD FPHETAMEREIES RIHREILE,

1. ¥TFF PowerShell ISE #Fi%#E U EBRF 51T,

139



CITRIX® STOREFRONT 2203

$SiteID = 1
$StoreVirtualPath = "/Citrix/Store"

$AuthVvirtualPath = "/Citrix/StoreAuth"

2. EERT XML SRIIEREERS . SMIIIERSMAGERIZE™, HARZER SR ENEIE
[

$StoreObject = Get-STFStoreService -SiteId $SiteID -VirtualPath
$StorevirtualPath

$FarmObject
IICVADII

Get-STFStoreFarm -StoreService $StoreObject -FarmName

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -VirtualPath
$AuthVirtualPath

3. IEREHHIIEARSSHY CertRevocationPolicy &1 Ei%.

$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()

Enable-STFXmlServiceAuthentication -AuthenticationService $AuthObject
-Farm $FarmObject

4. WBINEBIREEBRIER R FER

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath
$AuthVirtualPath

$AuthObject.FarmsConfiguration.CertRevocationPolicy

FAHARY Windows BEEBREIR

B CRLIEER, HBIRATE StoreFront k5328 £AY Windows BEHEERPIRS.

I RAEHEESR
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1 StoreFront fR5528 LA BT,
o A eventvwr, AJG3% Enter $#,

« T NAEFMBRSS &K Citrix Delivery Services F5

EIRTH | BEETERREE CRHIEBNA (2

An SSL connection could not be established: An error occurred during SSL
crytography: Access is denied.

This message was reported from the Citrix XML Service at address https://
deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.

The specified Citrix XML Service could not be contacted and has been
temporarily removed from the list of active services.

Bianf  MREAPE XML BAIEIERMELEE SR, WEKE Receiver for Web BIFEIR

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.ExplicitAuthentic
ationFailure,

Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,

Culture=neutral, PublicKeyToken=null

General Authentication Failure

ExplicitResult.State: 5
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AuthenticationControllerRequestUrl:

https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/LoginAttempt
ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.GetExplicitA
uthResult (ActionType

type, Dictionary 2 postParams)

ACER StoreFront FEUREE—MMERITIRMIEEE

StoreFront ZERIFZRESE StoreFront AR5 88 LA ZRE— Windows BIEFE, UAEIPHIT
FEHE, 7E StoreFront RS ERAMIER, BNIRSFBESHEIFHFHEERNITRAZIENEIR, L&
ERERIEMARSER, UEFBNMNARITR. BIABRT, StoreFront A8 MFERIE—D
HiRTFE. S MITHRIEFEER L T HMFEHITER.

AEZEETRAEBRENBERLT, BEREESN StoreFront BN ARENEE , —NBTER
Citrix Gateway A &B8iARZFIRE, Z—TATEALE LAN AERAR, eI LOBE X FiER
web.config XH#HITEIEER, A M NI EFHEEE AEZ—NBRITIREFE,

TSR EREAAN T RBEEFENR AR R, BRBITHRE—FRRR, HRTFEE
BEANHEERITHABERE, AIUESENECAR NABMERERENERARE—R RISk
R, ERAXFEITHBHEEFMN, BRERITANZRNER N FHEER NER FEESH LT X R
2,

o BNMFEHEEE— web.config X&, IF C:inetpub\wwwroot\citrix\&lt;storename>,

o BMFEERY web.config BB E — 1A FITRIEERSHNE FimEE s,

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/

1_ Citrix_<StoreName>" authenticationMode="windows" transferMode="Streamed">

BOEFERNTHSIEMT
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©3

\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix

EERNMEFERZE—MTAREEE, EREFER—TFEERS — T FERITRRS A E R,
ERSSRAMENBIRT, FAERSSHEEX THRNEEN, HAREENHENERAZEEES
&R Ao

T8/ 12%_EACER Citrix Virtual Apps and Desktops 6284 5E L PTED ; BN, —PN1EGE
ENERITRAEES — 1 EEELTESEIA—, AW PNEEACTFRE— StoreFront RS
FRNARSSERAIE LB, FIFHZHIBEEE

StoreFront i] B EEERER

1. 78 StoreFront 3B, FERIEEARITHANEBFERY web.config XHFHIEER clientEndpoint,
Bilan -

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/
1 Citrix_External" authenticationMode="windows"
transferMode="Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

2. RNERER NS NEBEFELR L R PCEC

<subscriptionsStoreClient enabled="true">
<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/
1 Citrix_Internal" authenticationMode="windows"

transferMode="Streamed">

<clientCertificate thumbprint="0" />
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</clientEndpoint>

</subscriptionsStoreClient>

3. SR fER StoreFront fRS5284H, MIEFXTE T 5B web.config XAFRIIE R ERERRIFAE E
(UREI=W

WE, MTEFETEIRENHZRNIBEEITHEEEE.

BRI E

&R LUE A PowerShell cmdlet EIEEERITRIEIE (WEF) o
AR

{E 8 StoreFront EIEHEHI| A S PowerShell EIE StoreFront, &EZIFEMERAX I G X, 1EfE
H PowerShell 2 StoreFront BCEZH1, 155544 % 4] StoreFront BIRIZEHI&, Citrix 1IB12I1Y
EERTERZRIRHMEITIALEEE, UERIUEIREUEIRPRS,

BRI RS

ENEREPRE N EIEEHE — 2 ST RBIERN S G KM IEF .

1. {21k StoreFront AR5 85 _ERY Citrix Subscriptions Store fR%S. 1R Citrix Subscriptions Store AR
SIETEETT, MEEMBRERPEIERYITIREHE,

2. 7f StoreFront fRS5 88 EIRENTIRFME X4 © c:

\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Cit
3. MIFRITRAEFEXHRIAR, BREMFHRES,

4. EFETH StoreFront AR5 258_ERY Citrix Subscriptions Store AR5

1 StoreFront 3.5 SESHRATF, ERILUERLLIT PowerShell B AEMREIERITIRAEEE. UEFEZ
IESEhARS U R BR S A ARV E IR 53 B 1735171tk PowerShell BiZ%, Itk PowerShell B AT SEH]
5 ERFaS BHERNE R,

EIhiE1T cmdlet, Citrix Subscriptions Store fRSZ A MTEARSS 28 £iBT1T.
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function Remove-SubscriptionData
[CmdletBinding()]
[Parameter (Mandatory=$False)][String]$Store = "Store"
$SubsService = "Citrix Subscriptions Store"
# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = "C:
\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\Subscriptio
nsStore\1l__ Citrix_$Store\*"

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname $SubsService

Get-Service -displayname $SubsService
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Remove-SubscriptionData -Store "YourStore"
SHITREE
IERILUER LT PowerShell cmdlet SREUXHIZRRF A FRAY .txt XA FBIREIEIT FEHEE (7

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
&1t;yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

MNBFFEEIESIRZBRBEEE, NBJLLTE StoreFront IR 22 4H P AYEAIAR 325 _E5E1TIE PowerShell
cmdlet, ARZZIAFHENIRSZ SFEEIF EXNERS [T RBIENERES AR, MNREINA
StoreFront lRSZ 2B ZEIFEITIHREZ R, iEMNAFFIEIRSSESHBIEHBITHRUEEE

Fo
K EIT R
/8 Restore-STFStoreSubscriptions B &SI RITIRAKIE, EAIUERZHIED Export-

STFStoreSubscriptions BIZEHIRFAT DR .txt XHEFFHKIKE Store BIITIREIE,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
<yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Restore-STFStoreSubscriptions WEZER, 5% <https://developer-
docs.citrix.com/zh-cn/storefront-powershell-sdk/2203/Restore-

STFStoreSubscriptions/>

£ StoreFront fR5333 1k § BUE
EEPIRSESBEER, LEXATTIRFMEIRS. T EITTREIE R, WEEBRINEITIHEE.
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1E StoreFront fR53334H 1k € $UE
ERITIRSIEIR € BIARS234H, EERITUTIE,

AE =5 StoreFront fRSZ 2389~ HIIRSS 254HERE

e StoreFrontA
e StoreFrontB

e StoreFrontC

1. BN =oRkFSHEPEE—aNINE IR,

2. {F1EAR%3 25 StoreFrontB 1 C LRYTTIRZEMEARSS . LHIRIERIRA LEARSS 25TE E 5T StoreFrontA HAj8]
RETIFWGT IR EE.

3. 7BFRBRS5 28 StoreFrontB 1 C _ERVITIA#HE. XAILABGLENK & RYTT &R TEC,

4. {3 Restore-STFStoreSubscriptions cmdlet 7£ StoreFrontA £k § #iE. TEELLITIREE
RS, LT ERR StoreFrontA ERITTHRIE (ENERE RIEHHEHES) -

5. EHETIARSS 28 StoreFrontB 1 StoreFrontC _EBIITEZMEIRS . AT, XLLEARSZEFFTUM
StoreFrontA EWEGERIA

6. FHFFMERSECELRERT ., PAIERIEEURT StoreFrontA EZEEMIEREE. MNRFAIBIRS
SEMITAMMEL EEZE L, AT BEERERELE, B WAN EZENITRED SJREEEE KA,

7. M StoreFrontB 1 C SHEURLUAIAREIY EFERL, ER Store 1TIHITHEE8.

SAITRZE
Y Store RAETTFHEIER, {#F Import-STFStoreSubscriptions, Itk cmdlet E PR IT R EHEM
— Store FiEI5 — Store, HETEFITHIES AZIFTNEL StoreFront AR5 2RETEA.

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/

<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Import-STFStoreSubscriptions WEZ{E2, &% <https://developer-
docs.citrix.com/zh-cn/storefront-powershell-sdk/2203/Import-

STFStoreSubscriptions/>
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ITHEBEX F4ER
TRBEXHR—AXAXS, HhSTaa— EAITH. ST EHRETImNER
5 :

<user-identifier> <resource-id> <subscription-id> <subscription-status>

<property-name> <property-value> <property-name> <property-value> ... .
Hep !
e <user-identifier> - . WMIRAFPWNFRF. IMRFFEAFH Windows Z217IR
Fo
« <resource-id> - #%&FH. MIRTHFRNFRFFE,

* <subscription-id> - #%%FH. H—IRIRITIENFRES, WEKRER (REBEXEHRHLATT
TF—1NME) -

e <subscription-status> - &, JTHIRE | BITRERITH.

« <property-name> #1 <property-value> - Ali%, ZFENHZNEMUBIVEXNHFT, XL
T StoreFront B i GBE 2 Citrix Workspace N 1EF) S5iTE XBEMNEM. BEASNME

NEMHEEHEREHTNZ M RIVERRTR (70, “... MyProp AMyProp B ..."&®R/~EN A. B
BB MyProp) o

Nl

S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-
A2DD-08002B30309D BiTi% dazzle:fiii& 1

StoreFront [R5 2RMEER_FAYITIREEREA/N

BRY X/ (MB)
0 6.02
1,000 7.02
10,000 40.00
100,000 219.00
200,000 358.00
500,000 784.00
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IBRE KN (MB)
800,000 1213.02
1,000,000 1597.15
1,300,000 1919.15
1,500,000 2205.15
2,000,000 2915.15

SAHSH .txt XEHAIA N

IR Ky (MB)

0 0.00
1,000 0.13
10,000 1.30
100,000 12.80
200,000 25.60
500,000 64.10
800,000 102.00
1,000,000 128.00
1,300,000 166.00
1,500,000 192.00
1,700,000 218.00
2,000,000 256.00

FE T i AR
& B LUERE Microsoft Windows T4 EENE AL 2314425 (Start > Run > perfmon) 0, ERARSZ2: M
TTiFIE R 28 StoreFront BRZ 2540 2 [8][F)5 B R
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{65 PowerShell &7 #1588

Get-Counter -Counter "\Citrix Subscription Store(1__citrix_store)
\Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store
Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred"

{53 Microsoft SQL Server 72f&1] I #UE
B

AXEBREEIT MS SQL Server 1 T-SQL THEAXRT R, BIERMINAE SOQL Server By
iCE. FERMNERE, ARFRESEHEEANE,

b))

ESENT 2— AR AMESMHEBIEES |2, Windows RAIMERAT. BIABER T, PABIRARN
StoreFront #ZFHEFANER ESENT #iEE. MNREIECENER SQL EEFR/FE, BI1ETIY
%33 Microsoft SQL Server 324,

¥t StoreFront Y1 A{FH SQL MIE ESENT WEEMAE, T-SQL BEFEAARFEEIE. Bkt
PRITIFIE . tRERA SQL, MIEMNTRLBIEH#HITHM/NEREY, TESFH. BXHNEHSAED
ESENT TR

EBIMEITIEIEMN ESENT iT#3 Microsoft SQL Server, EZEJFM StoreFront SHEAIFEE
ESENT B/ SQL RIFERALEITIES A, M FREEMAFITRLKIENFHEE, WSBER
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BUFE, BIEEMTBRERIT R, AXNET M 3.5 kA FI8FRHE StoreFront IRAFIT R
AR ZFFEE, ZhRA5IAT AXH5|BHY -STF PowerShell SDK,

p=3_ g

AT WL SR EEREER StoreFront FiFEETTIREIER SQL Server 324, HARSFE
StoreFront 3BT AFEA. PTRSSEAFPAIRERN TR ; £ SQL Server E#EIK§ Z 7,
RARPEERN. WERXEBREERR. EREERE, JRMATUENE, MEATHS5E
A ESENT BY Citrix Subscription Store fRS3 12 LB RITT AFEE],

"R -

£/ ESENT & SQL i, EZE T KEYWORDS:Auto 5 KEYWORDS:Mandatory B3 RITH
FRHEE. MRAFPHNEZRPEEE— KEYWORD, NYUBFPEXRERNSBNRIEHN

SQL iTi#Eid o

ESENT #1 SQL Server I{i %

ESENT

RINKE, TEGNECEENE]“FFEED
F3”StoreFront,

ERITRES AT, FIUERSMEE
FERRS A BN E Fl, EEE EEITHE
27

MBAFZITNERE, W SQL BFHLERT, 4
SITHRBIEXENFREEH, ESENT RJEERAE
HEEFFEK.
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sQL

B TERE, FEAUER T-SOL Btk
EEEFT ISR, RIFHIREEFRE AR
BIER. RIFELATESTNAER. KUE
HRIZRAFNIER. RIFERRRESIRRT/
PLNFRBERFBIE. ITFREMEMIE
Hl285 A, PIMIEERYIREIERRS L
BV AHERI 20T,

5 StoreFront f##8, EILTE StoreFront A4k
FIEHREHMITIRE, RABIBREEREMN
SQL Server ko TE&EHINRIIF StoreFront,
FER SQL F1DEREEFHLH,

AR5 aRAFR A R Z 1T BRI AR,
kAR S 2 2 BN EEE = B BIER 2 P& E

Do
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ESENT #1 SQL Server YR

ESENT

A RBR AR MR IRt IS A T EIEIT
IR, FEBISHAY txt XAHITITHE
B BMFHABBNSAEMNIARERE, &
REFEEAERNERRABRETRIER,
XBIRNIX A5 HiE,

RS 2REAF RIS StoreFront fRSS 28 &R AT
#E3F ESENT BUEERNEIAR, ERDEBERT,

I BHERE A RE R TEARSS 2N A RIAR S5 2540
ZIERET,

HREAE

p=3— g

SQL

REEAR SQL B EIIRMERZEM, ATEES
EXE SQL FrIIE, X8I0 StoreFront EE
MBI ERA, AiZ, Citrix Virtual Apps and
Desktops #IEEL I RIS StoreFront =
DABE R A

TARSS 242 18] & HIIT RBUER — T 8 Z~BER
EES. ERESTHIERLEEZ SQL LA
URENZBINES EH. XFEZIR MS
SQL iR,

FEM ESENT EBHKIEFHIZIEA SQL KIFI
o MEEFRIFHRIT—R

ATREEEZNS B Windows ARSS85F03F BT 1E,

ZRZ2 StoreFront FYEANH &,

MREBXZFFAFITIR, StoreFront RECENES NN AEEEHEE ESENT #EZEDL Microsoft
SQL #iEE, 1TIREIBRITEME S ETE StoreFront FRAIN AFEIERFNIRE,

Citrix® EiNFrE N AfEESEEEEIEE7ERE—" Microsoft SQL Server 324 £, KSR

£ 2MH BV ECERRI A 8EE,

ETNABEERURZE— M EE, miRREE(EHEEENERERNERFTE. ENRESER
AR MZEFRISRT X BE, S TNARELZHIEENRREITEHETE NI ISR R
FAmEIE.

A S MR SoreFront BB £, BA F AR S ERXAMBIEEAE, AT
7 HEARE R ESENT, B—MEfERENMEA SOl MTFEEE RIHeNLRIRRENTAE
P, REERE,

BRI LUER LTS Z1E SQL Server RIFMEITIFIEIE :
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755 1 . 5 ESENT BYE/ StoreFront JRZBHARSZ /A (FRiA)

FRINBERT, B 2.0 lRLUCRBIFRE StoreFront AR AEE AT ESENT BUIRETRSSF[/AMK R 28]
FHER 8 BT IREIE. RSSRANE N RREIBLEITRARIBENEREIA, ZBIASIRSBRANPT
BHMRERY ., LAREFINEEL R, AR EAFTAZEAREAZE Delivery Controller & #4i
FEY, IFRFEMEXNEHITAMERITERES (PIOBREFRIBNEFITR) NEF,

752 2 | B4 StoreFront RS2 B LREAIAH Microsoft SQL Server =6

StoreFront fE A ZEERY SQL Server 25, HEMRMNAGEMTR—RS 2 L. LA RERTE
B StoreFront B3E, HPEFAIREREIMEE W Delivery Controller &#5, oE FEZIMEXT
HITRBIERITEREES (BIUNBRSERIBMNAFITR) , EREES MM StoreFront &,
Citrix NN FRATIRS8/4E, FHAEKREFRE Microsoft SQL B LIRS 2RAM 5 L
BIEE SR, kAR EATAEGIERE,

753 3 . StoreFront [RSZEFAMEEBH AR E R Microsoft SQL Server LB (#7%)

FE StoreFront AikZ5284A R A &R IEREEIRE—1& B Microsoft SQL Server SLfI3% SQL #fE 5188
&, XRABMIESBESSEMETR, Hrb Citrix BIERFHLINEE X Delivery Controller &¥5, %
EHREMENEITRAKERITEERETS BIORRHNEFIBNAFITR) , HEESTHAM,

StoreFront Server Group

SQAL Server
OR
SQL HA Cluster

Mmoot

SQL Server

SQLInstance

StorefrontSQL3

12 4 . 21 StoreFront [RSBBJ[AURSNEIER OSSN IRSSRE—1FH Microsoft SQL
Server 3=
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p=3_

X2—IERilE, (XYBEAEES EFINILINEESH SQL Server BEI25, HEE&EMIY
ERE T PR AR F 21X i,

tFREFR 3R, BRET BISEEFRRZERIEROEES N StoreFront IRS 254

HI1E . Citrix BIER A LOEFERERH A REIER ONFRIRS 2BAZ BERTITREIE. 8

EROFHNES DRSS FAFEEDEH B ST A Microsoft SQL Server 5261, USEMITR. &
FEEZEMMRE, IkAREEAEMEN Microsoft SQL Server ECBMERZEN, ERSMKHHT
Microsoft SQL ¥k AK & HliTFH#IEAE SQL £55

UK StoreFront Server Group US StoreFront Server Group

UK SQL Server
OR
UK SQL HA Cluster

US SQL Server
OR
US SQL HA Cluster

;':g_\

K
SQLServer US Citrix ADC SQLServer
UKSQlInstance Load Balancer StorefrontSQLS

UK Citrix ADC

Load Balancer

StorefrontSQL2 UssQllinstance

StorefrontSQL3 StorefrontSQL6

Subscriber

"R

f&AI UM <https://github.com/citrix/sample-scripts/tree/master/storefront> TZ/
THIARUEBNE

Bl

« Set-STFDatabase.psl — & Store i%& MS SQL ZEEFRTH, 7E StoreFront fR5335 LT

’—
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+ Add-LocalAppPoolAccounts.psl — & F 4 StoreFront fRZS 20N FFEF AT SQL #iRE
IEEIHIERE, 7 SQL fRSSE: ENTHE 2 5517

+ Add-RemoteSFAccounts.psl — & FR5Z234HFRAE StoreFront fRSS283T SQL FURERIRE
HRIIER. 7 SQL AR 2 LIS 33517

+ Create-StoreSubscriptionsDB-2016.sql — 8/ SQL UEZEMZEH, 7£ SQL ARS8 5517,

BRSNS ARA

 Transform-SubscriptionDataForStore.ps1 — ff ESENT RIIEMITRSIES HHEZIRES
S A SQL &=t

+ Create-ImportSubscriptionDataSP.sql — g Z— 1 Zfi#d 2, BF S AH Transform-
SubscriptionDataForStore.ps1 ¥R EVEIE,. 1E{FF Create-StoreSubscriptionsDB-2016.sq| £
ERIEEZEME, 7 SQL RS2 EEfTIilA—2,

1£ SQL Server _EERE StoreFront [RSZ 231 EZ £ 4H

R 2 | BETEA StoreFront fRSZa8F1 4 Microsoft SQL Server L4

7 Microsoft SQL Server F8IEE— 1N HA <sqQLServer>\StoreFrontServers HIAMZSLH, H
700 IIS APPPOOL\DefaultAppPool # IIS APPPOOL\Citrix Receiver for web HIEZIlK
F, LIS A& IR StoreFront 3 SQL #1TIRE, IR £HAESIZFMEITREIEREZMAY .SQL
AR5 |, FHLbiEsRARIEA,

&R LUF EHIA Add-LocalAppPoolAccounts.psl EEEBIE,

7£351T Add-LocalAppPoolAccounts.psl BIA 2 IR 4 StoreFront, ZBIAMKIFENRL 11S
APPPOOL\Citrix Receiver for Web [EPI IS IKFEIEES], 1ZMF7E StoreFront ZEFACEZE)
ARTE1E. IIS APPPOOL\DefaultAppPool EITZRIE IS Web RSB AEBETNEIE,

# Create Local Group for StoreFront servers on DB Server
$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or StoreFront
AppPool Virtual Accounts"

# Check whether the Local Group Exists

if ([ADSI]::Exists("WinNT://$env:ComputerName/$LocalGroupName"))
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Write-Host "$LocalGroupName already exists!" -ForegroundColor "Yellow"
else

Write-Host "Creating $LocalGroupName local security group"
-ForegroundColor "Yellow"

# Create Local User Group

$Computer = [ADSI]"WinNT://$env:ComputerName, Computer"
$LocalGroup = $Computer.Create("group", $LocalGroupName)
$LocalGroup.setinfo()

$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host "$LocalGroupName local security group created" -ForegroundColor

"Green"
$Group = [ADSI]"WinNT://$env:ComputerName/$LocalGroupName, group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID =
$objAccount.Translate([System.Security.Principal.SecurityIdentifier])
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$DefaultSID = $StrSID.Value

$Account = [ADSI]"WinNT://$DefaultSID"

$Group.Add($Account .Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web")

$StrSID =
$objAccount.Translate([System.Security.Principal.SecurityIdentifier])

$WebRSID = $StrSID.Value

$Account [ADSI]"WinNT://$WebRSID"

$Group.Add($Account.Path)

Write-Host "AppPools added to $LocalGroupName local group"
-ForegroundColor "Green"

£/ SQL Server ELEEIRSRTEAM SQL KHIFEARELEE. StoreFront fl SQL Server Z &Ry

HiZELEEREMREE.
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ﬁ 5ql Server Configuration Manager
File Action View Help

e A NERCERES

ﬁ 5QL Server Configuration Manager (Local) Protocol Name Status
-?- :g:: ;NH ;E;':ﬁk Confi tion (32bit) % Shared Memo Enabled
-5 rver ork Configuration (32bi Named Pi Enabled
v % SQL Native Client 11.0 Configuration (32bit) e— —
=L Client Protocols
£ Aliases
v i SQL Server Network Configuration
&= Protocols for STOREFRONTCAM2
v Q 50L Native Client 11.0 Configuration

=L Client Protocols
5 Aliazes

1R Windows FHASEMNIEEMECE, UAIHERREIRO 18O/ SQL Server &, &%
ARSI IR ITIECIR(E, 1FEI% Microsoft 314,

"R -

INREEDAM SQL LFIEN, BHREEEFFTEREPFEHDN localhost 8 <hostname> &
BT 9 IEMRY IPv4 #itiE, Windows RIRER=IRAER IPv6 MARZ IPv4, #H localhost BY
DNS fZ#TeIRERIR([E] 11 fIFZ StoreFront #1 SQL AR5 2RAVIEHS IPv4 Hilit, FIRERETS
2 AENARSES LM 1Pv6 LS HERR T BERRR I R] 7T,

=& 3 . StoreFront 552848 E A Microsoft SQL Server 326

7£ Microsoft SQL Server F8I3Z—"14% <SQLServer>\StoreFrontServers HIAMZLH, H
I# StoreFront fRSZ3FAMFAER R AR EA, thZ2BFE5IF7E Create-
StoreSubscriptionsDB-2016.sql BlAH5 |, ZHIZATE SQL F 2 TR EIEEZRM,
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B Computer Management

File Action View Help

o= 2@ XE= HE

;* C?mputer Management (Local) Name Description
e ﬁ," é’sﬂ:m;so::; ' *—Access Control Assistance Operators Members of this group can remot...
. askscheduler %Admimmamu Administrators have complete an...
2] Event Viewer . R
= Shared Fold K Backup Operators Backup Operators can override se... StoreFrontServers Properties 7 x
> ared Folders ‘
.- %Cemﬂure Service DCOM Access Members of this group are allowe...
v & Local Users and Groups ' - .
% Users ¥ Cryptographic Operators Members are authorized to perfor... General
= Groups %Dislrihutgd COM Users Members are allowed to launch, a...
@ Performance %—Event Log Readers Members of this group can read e... % Storefront Servers
& Device Manager %Guens Guests have the same access as m...
v 3 Storage ¢ Hyper-V Administrators Members of this group have com...
> U Windows Server Backup & 11s_lusrs Built-in group used by Internet Inf... Description: m?’:maﬁ;";g}ssﬂ’ Machine Accourts or
=" Disk Management %Netwnrk Configuration Operators Members in this group can haves...
: f-, Services and Applications %—Performance Log Users Members of this group may sche... Members:
%Pgrfarman(e Monitor Users Members of this group can acces... “StoreFront SQL1
*—Puwer Users Power Users are included for back... StoreFrontSQL2
%Print Operators Members can administer printers ...
%—RDS Endpoint Servers Servers in this group run virtual m...
%RDS Management Servers Servers in this group can perform ...
&% RDS Remote Access Servers Servers in this group enable users ...
5 Remote Desktop Users Members in this group are grante..,
% Remote Management Users Members of this group can acces...
%Rephcalor Suppeorts file replication in a dom..,
%‘_S(nruge Replica Administrators Members of this group have com... Changes to a user's group membership
%System Managed Accounts Group Members of this group are mana... Add... Remove are not effective until the next time the
- user logs on.
%Users Users are prevented from making ...
B BrowserUserSSHAREDSQL MEmPEFS in the group have the @.. Cancel Aoty Help
Contains StoreFront Server Machi...

JSFRE StoreFront BRSZES4AIFHITEMNMK P ARINE] <sQLServer>\StoreFrontServers #H, 18R
SQL Server 8 Windows 4503, MHREHHFIHB StoreFront fRSS 23T BV FEETE
SQL FiEEAMEB ATTIFIER. A Add-RemoteSFAccounts.psl HHIRHAILLT PowerShell Bkl
EAMEBSHE, HI¥R N StoreFrontSQLL 1 StoreFrontSQL2 FIFE StoreFront ARSS 28 7R INEIE
A

function Add-RemoteSTFMachineAccounts

[CmdletBinding()]
param([Parameter (Mandatory=$True)][string]$Domain,

[Parameter (Mandatory=$True)][array]$StoreFrontServers)

# Create Local Group for StoreFront servers on DB Server
$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or StoreFront

AppPool virtual accounts"
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# Check whether the Local Security Group already exists

if ([ADSI]::Exists("WinNT://$env:ComputerName/$LocalGroupName"))

{

Write-Host "$LocalGroupName already exists!" -ForegroundColor "Yellow"
}
else
{

Write-Host "Creating $LocalGroupName local group" -ForegroundColor
"Yellow"

# Create Local Security Group

$Computer = [ADSI]"WinNT://$env:ComputerName, Computer"
$LocalGroup = $Computer.Create("group", $LocalGroupName)
$LocalGroup.setinfo()

$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host "$LocalGroupName local group created" -ForegroundColor "Green"

Write-Host "Adding $StoreFrontServers to $LocalGroupName local group"
-ForegroundColor "Yellow"

foreach ($StoreFrontServer in $StoreFrontServers)
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$Group = [ADSI]"WinNT://$env:ComputerName/$LocalGroupName, group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"

$Group.Add($Computer.Path)

Write-Host "$StoreFrontServers added to $LocalGroupName" -ForegroundColor

"Green"

Add-RemoteSTFMachineAccounts -Domain "example" -StoreFrontServers
@("StoreFrontsQL1", "StoreFrontSQL2")

AT M AREIETE Microsoft SQL Server PECE 1T H BB S

7E/ZBY Microsoft SQL Server ESIEZ— P anfaSLflfH StoreFront fEH8, I .SQL BIARHHERFRIGE
AEEW SQL RAREA BN HBIEEX G FEUEENN, RBIBIA Create-
StoreSubscriptionsDB-2016.sql f£F SQL Server 2016 Enterprise,

W AEBE T Databases, JA[G1%E#E New Database, {3 SQL Server Management Studio
(SSMS) BIZ— M ZEEERE.
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Object Explorer * Ix
Connect~ ¥ *¥f A\ vES

= @ STOREFRONT IZ\STOREFRONT 2 (50L Server 13.0.1601.5 - \administrator)
2 Databases

System Databases
Database Snapshots

B New Database

A g T Scrt ~ @ Help

&
#

J Filegroups Database name: I |
Owner: |<ddau|t> |

Database files:
Logical Name  File Type  Filegroup Inllal&zel[MBJ Autogrowth / Maxsize A
ROWS.. PRIMARY |8 { By 64 MB, Unlimited

[ T —

_log LOG Not Applicable & By 64 MB, Unlimited .|

Connecton

er:
STOREFRONTCAM2\STOREFR(

Connection:
PTD\administrator

y¥ View connection properties

H&ﬂd‘y L4 >
Add Remove

Corcs
FEA— BTN FAREIEICACR Database name, SEEFR—NAREIMNGTR, Fla0
STFSubscriptions,

EE1THIAZE], XTF StoreFront B3RS NN AL, ESRFIIAAEYS | BT EH
StoreFront #1 SQL ZR&, fla0, & :

o QBN ENIBRED B NS USE [STFSubscriptions] HF StoreFront YR BB E &R
Ui

o JEdERE .mdf M Idf XEBBREFIRENER L EBIEERNE,

C:\Program Files\Microsoft SQL
Server\MSSQL13.SQL2016\MSSQL\DATA\STFSubscriptions.mdf
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C:\Program Files\Microsoft SQL

Server\MSSQL13.SQL2016\MSSQL\DATA\STFSubscriptions.ldf

o TEBIAFIEEX SQL Server &FFRY5|A -
CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS; ;
ALTER LOGIN [SQL2016\StoreFrontServers]
IEITHIAR, AINECEZRME, MRIE=1EIEER | SchemaDetails. Subscription 1 User,
IR R BB (/en-us/storefront/2203-Iltsr/media/configure-manage-stores/sql-server-new-tables.png)
MUTHIRERE TR T Create-StoreSubscriptionsDB-2016.sql A2 TR SR ZEZRA

1T IR B3R E SR M B (/en-us/storefront/2203-Itsr/media/configure-manage-stores/sql-server-database-

schema.png)

J9E StoreFront ZHEECE SQL Server EHEF I
H® 1

i

TFAE7E ESENT BUHEEFHE FRVRIBITIABIER W HEREMIFR. NREIRTE M Microsoft
SQL Server X & AfEA ESENT, RILMFRTFAEER F 1T S H & Stk Ol ERRGEE. &
fEF SQL HAlE| AR 2R EREIMT N A SEFET ESENT F1, AP FEFEIXERAY
IER. FARBEITHIERDFEFE.

EEELEHER ESENT TR
$JFF PowerShell ISE 1% UBE RBME1T.

£/ -UseLocalStorage &5 E EEHE A ESENT iTiRBTEE -

$SiteID = 1

$StorevVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String
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$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject
-UselLocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

52, 3M4
¥T7F PowerShell ISE F#i%1R UEBEB R BHE1T.

{#F \$StoreVirtualPath 15 EE N HIK B iEEF T RINTEE

$SiteID = 1

$VirtualPath= "/Citrix/Storel"
$DBName = "Storel"

$DBServer = "SQL2016Ent"
$DBLocalServer = "localhost"

$SQLInstance = "StoreFrontInstance"

# For a remote database instance

$ConnectionString = "Server=$DBServer\
$SQLInstance;Database=$DBName; Trusted_Connection=True;"
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# For a locally installed database instance

$ConnectionString = "$DBLocalServer\
$SQLInstance;Database=$DBName; Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/Citrix/
Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject
-ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

INRIEAFRERFIEFHEEECENER SQL ERFTH, BNENFHEE S thidig,.

FMBHBUEM ESENT 5T 3] Microsoft SQL Server

ZRIA ESENT BIETHE] SOL, FE2—TMTHIERIREE, RHTH M HEAREBEHRTIL
—RI%18E, WIR StoreFront RRVEZF T &M SQL SEAECEIER, NFAEHITHEZTE SQL H
MIEMERINBEIeIRE, T8fE, [H5E ESENT iTHEHEFEAN SQL B, AR EANUERMMEIIU
AT FEBYZ R,

76 A—IEAFRNEA SQL T

it/ /weew w3 0rg/ 2001 /X0

1 [ <SubscriptionPropeties xmins xsd="itp://wwew w3 org/2001/ XML Schema xins xsi="hit //weww w3 org/2001/XL Scherma-nstance > propery key="dazzle postion>cvalue>2¢/value></propenty>/SubscrplonPropetiess Il
1 <SubscrptionPropeties xmins xad="tp:/ /i w3 org/ 2001/ XML

1% 1 M Transform-SubscriptionDataForStore.psi <% ESENT BiE# A SQL KIFHER
UEHESA

BRI ENPEEH ESENT 2B StoreFront ARSS 28,
REZ2AMEMRGERER, AR eI SHREBENITIRIZR,
FTFF PowerShell ISE FiEBR U BB A DEIT,

iB1THIZA Transform-SubscriptionDataForStore.psl, ZBIAY <StoreName>.txt M ESENT
HIEESEIEaAFNREHE,
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PowerShell fiilA gt X FRERSMTHRTINIFAR S, UFBIREIHAITLRIERIRINE. XAThe
FERKIEFEETN.

BIASERfE, HRENEIERSAZSRAFANSEE LA <StoreName>SQL. txt o MAZCEME—
FAFIERINEEMELIERITIH S

MIRETEE] SQL Server B NMEHEE § ILid 18,

SR 2 (£ T-SQL FEIREME SQL SARBRGHEE
B EFEIEIRESAN—REA -

T8 1 PR <StoreName>SQL. txt X4 M StoreFront fRSZ23HYEHE £ #F) Microsoft SQL
Server £8Y c¢:\ , FHIRFHEERL SubscriptionsSQL.txt,

B Create-ImportSubscriptionDataSP.sql 83— T-SQL Efi#Ed 2, AFHESAITAKE. ©
2R T E—RFPINEELE, WEER SQL BUIRIERIE(LHIFD B EMRBIRA,

7EH1T Create-ImportSubscriptionDataSP.sql ZFi, Bt USE [STFSubscriptions] MULEZIRE
EHEAPOIEEEIIENBIERE.,

£/ SQL Server Management Studio ¥JFF Create-ImportSubscriptionDataSP.sql X4+ FHH1THE +
RIS, LIRS ImportSubscriptionDataSP 1ZEiS i RN R 1% 2 Bl QIR BEEE S,

RINEIEEF#EERERE, SOLEZEFHIEPRERUTEE, #F B ImportSubscriptionDataSP Zfi#Ed 2R
AR BURES

Commands completed successfully. .
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= Databases
System Databases
Database Snapshots
W STFSubscriptions
Database Diagrams
= Tables
System Tables
FileTables
External Tables
FR dbo.SchemaDetails
B dbo.Subscription
R dbo.User
] Views

|+

HBEBEFHEHBER

= External Resources
Synonyms
= Programmability
= Stored Procedures
® System Stored Procedures

& @ dbo.usplmportSubscriptionData

Eﬁi%ﬁ?ﬁﬁ%l_&, ?\*\Eﬁﬂx Execute Stored Procedure, BEif OK LURITIZEFHETIE

5QLQuery19.5ql - 5...administrator (39))" & > [T NE RS |- To [yo Ty Ths d 1T o)) Create-ImportSubsc...adm
1 USE [STFSubscriptions]
GO

- DECLARE @return_value int

2
3
4
S | EXEC @return_value = [dbo].[uspImportSubscriptionData]
b
7
8

SELECT ‘Return Value' = @return_value

R[E1E 0 RFFAIEHIEHERINEA. SATEGRHINEMRREESICRE SQL ZFHl5, FiEd
ERIhiE1T/E, 15 Transform-SubscriptionDataForStore.ps1 {#EAITIRIER S ME—R P HE5
TEMED SQL TEMLERFITIIR. KPS 1% T,

B ARBITH S BN S SQL IRERSEITE, &

SELECT COUNT(*) AS TotalSubscriptions

FROM [Subscription]
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HEADPRE—EAREN S SQL IRENAFRPIICREILE, @d

SELECT COUNT(*) AS TotalUsers

FROM [User]

MNREFHEHAE R 100 MHE—RAFF 1000 FiIiTHIER 28, N SQL ERINEREN ERER T
M=,

EF StoreFront UG ENERAF RS AIUERHITHEE. SAPITHEEBCHITREZRIREN, SQL
PREHUEIER. FAPMITHIERERTE SOL eI,

SR 3 HFANBIEEIT T-SQL Tif
AE

P& Delivery Controller Z#MX D K/NE, HEKMS StoreFront RERRIBFMA/NETT
e AN

-- Get all SQL subscription records
Use [STFSubscriptions]
SELECT * FROM [Subscription]

SELECT * FROM [User]

-- Get all subscription records for a particular user SID
Use [STFSubscriptions]

SELECT * FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX = XXXXXXXXXX - XXXX '
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-- Get total number of Subscription records for a particular user SID
Use [STFSubscriptions]

SELECT COUNT(Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX = XXXXXXXXXX - XXXX '

-- Get all subscription records for a particular delivery controller
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-- Get all subscription records for a particular application
Use [STFSubscriptions]

SELECT * FROM [Subscription]
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WHERE [resource_id] = ' DeliveryController.Application'

£ T-SQL EFHXMIFRMEITHIZER

PR TH SOL EFAMMIFRIEIGHREBITHAEIBRIL, Citrix FXE T EHEEAPARHBYREIM
SHETHBIEERABANER AT, AT T-SQL BAERFARITEREFRNIERE. T=
HEFITIASMERI IR AT, BSUE SOL BIEEFESMNHEMAIAEITHEHE. Rk
RITUBENEN TR SBEIEERRTIT. EHEFBIEEFERITERSH T-SQL UPDATE
5l DELETE B8 A1, REEBEENEFSENIREIA L (TEENEFEER) #1T
Mz

=

FR& Delivery Controller ¥ #EX 2 K/NE, HEMME StoreFront F{ERBIANEFAFIRTTE
£PTEL,

- Update the delivery controller used in all subscriptions.
Use [STFSubscriptions]
UPDATE [Subscription]

SET [resource_id] =
REPLACE(resource_id, '0ldDeliveryController."', 'NewDeliveryController.")

WHERE [resource_id] LIKE 'OldDeliveryController.%'

- After enabling multi-site aggregation, update the resource_id
Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] =
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REPLACE(resource_id, '0ldDeliveryController.', 'DefaultAggregationGroup."')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

-- Delete all subscription records for a particular Delivery Controller
Use [STFSubscriptions]
DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-- Delete all subscription records for a particular application

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE '%.Application'

-- Delete all subscription records for an application published via a
specific delivery controller

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]
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WHERE [resource_id] = 'DeliveryController.Application'

-- Delete all subscription records for a particular user SID
-- relies on cascade to delete records from [Subscription]
Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX=XXXX "'

-- Delete ALL subscription data from a particular database and reset the
primary key clustered index to start numbering from 0.

-- USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import issues to start with a clean
database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, 0)
DELETE FROM [User]

DBCC CHECKIDENT ([User], RESEED, 0)

|2 R AR

ERBFITA BRERN TED— !

- RIFAFEIEMBIFRIER (BBRSNARE) AP ABEI S ENAEFHE_EFERE
RRBRN AR, AP AUBEXRESEFEIRRBUEERNBEF. KN ARRR 2RE
FETEIF o
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- ZRKEX GRHRINAEEE) o AR ERESBUERRENAER. FERETUERF.

ZRATARSMRNBEETRSE. ANAEEEFERITARE, AR TRERNFEBEERIH
Wi o

1. £ Citrix StoreFront EER#ZEH SN AMERFEF NARBE TR, AREERERPEE—
NABE. TREERT, ST EENAEERE

2. BEAPITRENED -+ LS e A A P BGERINEE,

3. EFBRAFITA (BBIRSMABEME) "LUS BUBEx,

4. EFBRARAPITE (RHRIBZAREIE) "R KRR,

Configure Store Settings - Store

StoreFront Manage User Subscriptions

'®) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing _ Disable User Subscriptions (Mandatory Store)

Advertise Store When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

FHE, ®eJLUER PowerShell cmdlet Get-STFStoreService AN BEIEERBRAFITHE, 40 :

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
<yourstore>"

Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:
$False
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BEAREBNMNAMKE™ S

L{EF Citrix Virtual Apps and Desktops 5§ Citrix Desktops as a Service 3t 2RI, BFEE
&, Migsg A @ SN ArIEiA R ENAERRBEK, §XXMNAEFNESE
B, FBH MNAER.

- T'AEFRT (AMAF) "FERHP, BALFEENABEMLSERINNBRERFRAT.

- RN XBF FRT, BALEERANAERFAERNENABRBEEMLL 2R, X
RAEMA XEFo

o EFNBAEFERR BB FE StoreFront Wik EEMRHIRAIN HERF.

- TNAEFENFERD, ALUERRA—TES, EENBITPAST \ USIBXHRERE
o BN, EAILARIESEEM N ARFHITOE, RENARFFRNAFRBEEIEXMHR, &
[ FAREIE ARy R R ET+H, A NERBRERNTIRURES NS, PHINBERF.

XRT

BRI OB RIS KEYWORDS: [keywordname] K NNEIN FBFE 1 3K A i A R o S E 20 %
BF, SN XBFZEIHEAZERDME ; 40, KEYWORDS:Accounts Featured . *EFEILUE
B ZFAER .

TN ERE - BEH SRNABEIEIRE.
B2 FENAERH,
- REXBFERRHE X

RBFRTR Rk
o T AR RN EDTEDF, SUWEFRR

@, AR FEEMNEDTEDF SRS &I 1% N A
. MRNNABEESRET YRS, Nk
EE Mo

BE) HAPERIINAEEN, NAEFZBH
AR R E TR, B AT ABUE UL
LtV IR, R AN BEEER T U
3, MRIETR.

TreatAsApp ERTSRE, 8% StoreFront SFE AN FBIE
F. SEZRMINARF EN-FMIERE L
I+ t. e, BNfFEibmEcE xS Emi
1TIHR(E, HAPEREINAEEMILE, K
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XBFA i

EMAEEMER, FHEFIEETD Desktop
Viewer if]alo

prefer="//HE/F" Erh application FRIRAMBZENNBIZEF. X
iEATF Windows _EBY Citrix Workspace [ T2
Fo XFRRUMRAMEEEN RN BIZFRAE
WEVRATSEFIERRT A, NIRRT ERA R
HRRA. BXFHAER, 78R ILBAM LA
ERF BRI REF.

FEMRE £ ZIHRRE Y, 8EXHEF primary BI%5
KNI TIEE * BF secondary B,

BN AEERE

EoIER BN AEEIRE P SRS E NHIEEAZSH SR AEER . FEiREHREE
B PowerShell #{T&,

BERT

EZIRSHFHES, —XHEFERA—CRSSENRS[/ANEEHITER. HAR Citrix
StoreFront BIEZEF| SR ESBFNEAHEMARS 28 L3517, 5E/E, (/zh-cn/storefront/
2203-Itsr/configure-server-group.html){$EC & BoUEERIARSS24E, UEEFIPEPRIEMAR

EZET

1. 7£ Citrix StoreFront BRI S EBERPEF NABE TR, EROERPIEFE—INAE
&, AREERFEERPEF RENARBESE

2. T ICENARERE NEL, EFRESE HHATHENEL,
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Cenfigure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscriptions

Address resolution type DnsPort < | =
Kerberos Delegation Allow font smoothing v
Allow session reconnect !2|

Optimal HDX Routing R
Allow special folder redirection J

Advertise Store Background health-check polling period 00:01:00

Communication imeout duration 30
Connection timeout ]
Enable enhanced enumeration !2|
Enable socket pooling O
Filter resources by excluded keywords
Filter resources by included keywords
Filter resources by type
Maximum concurrent enumerations a
Minimum farms for concurrent enumeration 3 -

-

3. PR REFES.

Hunk R I8

BRI e E B MARSS 2815 KBt 388, BXINESY DnsPort,
T REIGEEOR, N HIAERIER TS RPEE— M

e Dns

* DnsPort
. IPV4

« |Pv4igO
* Dot

* DotPort
e Uri

* NoChange

RIFFEF R

EAILHEEREBEN HOX™ RIEHTRETRLIZ, BRNEEH T
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A BFGE EAT, EFRRFFETRED, ARELHEE

RIFRIEEFIEE

TR LIS EREREENER HDX R1E. BIARENF,

A'RESE EOF, EFRTIREREE %,

RO REE M

BB GREEBG, AP ALUSIRS MY Windows 4557 X4 RSB E A i+ A AT
Iz, FHEIE BIsITE Windows X432, 40 \Documents 1 \Desktop, TICIRERZMNME, X
L IR E LRI A K E T

E'RESE EOR, ERBRRFRHRXGREER ETUBBRERTHEX G REER, A
[RREHTE

BEEITIRRKRE

StoreFront X Citrix Virtual Apps and Desktops 32 {3#E#I28%0 Cloud Connector 5517 E BT
WRIEE, R EENMEIRS 23 B SERINEN, BidEREiTIRRRE, StoreFront FITER
AWIGE, BEHAENEM MR,

1833 Cloud Connector £ Citrix Desktops as a Service i, S4LEITIRTRENTINFLZ,
ERERE XML VDA 5 Cloud Connector fii FE—AIERIMIINES. @R Cloud Connector J&i%
BXZ Citrix Desktops as a Service, Cloud Connector FBEAMENEFREHSHE VDAY
E#, StoreFront BRABKSITIRRRELERPIMINGE RRKRREENELEZESFUB A
RS,

FHREREARZFENATAN, MEFESITEE (FRMIE) 2HHER, BHRETHRE
StoreFront fr55 88 LR RRECEN S EMERRUETHNFERERES, HERARLARRIQED)

4k,
AEo

M 2203 LTSR CUS IRAKRESRATIG, FEERINSASRERLE, Ual, WIIERIAREA
B b5y, HIEFALLKE 2203 LTSR CUS B, FREIlARISHEERASRERNE, WRE#EE,

Citrix 2 IZTEFRE StoreFront BIE LEARRERNE, EEANBASRERNE, EER
PowerShell cmdlet Set-STFStoreFarmConfiguration #15%% AdvancedHealthCheck o

fan

177


https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2203/Set-STFStoreFarmConfiguration.html

CITRIX® STOREFRONT 2203

$storeService = Get-STFStoreService -VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -AdvancedHealthCheck $true

EaBRRER IR

StoreFront X4 Citrix Virtual Apps and Desktops 33112l =iEE S ST EHERNE, LR
DiElERIEARSS 88 BT R M E YR, BRUIAMERES R (00:01:00), EBEIEE EOF, N EERE
REREFEIEE— 1 E, ARREHRE UEFIRRICENME, EZRRERCE, BN
[AHAIZE /9 00:00:00, ERENXEM. B SRERECE BRAN, FEFIHFEIZEARER
B, ANERREZmILEEE,

P RN E S AN
BRIANER T, StoreFront B RHEARARS B4 HAERATE 30 WEBN, £ 1 RFRI
BESNE, RSBHATAR. EHRLEEOT, BARIANE, RELTWE UEL

Eigig,

EEIERY
ERTLURRE SR BRI E SN S K. BIAER 6.

A RAREEOF, EEBRIMRERNSHINE, ARRHHRE

[ FR18saA s

Itk IR IR StoreFront FZEEEZ D Citrix Virtual Apps and Desktops b s A& N IR M S T 24
REZBINFEIDRZMEHIZR. HAMBEERS SN iERNZRE P ARFEEREE RN, 5
tEiEIm#ES (BRIN) BY, StoreFront 2EEAFATE RHHEHISRAIZMETER, HEEINI2EME
EREWN, ERIUER RAHABEH N HABENR/ NG ETRIFAR LT,

ERESEEOS, EF (AR “BRAEEKE AT, ARRETHEE.

BREEFM

EEFHERETRAZEAN. BAERFME, StoreFront 4P —TEEF N, MARES
REBBZRSE—NERFHAEER X FANREROGRERS. BRAEERFUARSME, 52
NFREEETFRE (SSL) &, ZERAERTM, BREBSLKEXS. T REAKEEOR, &
FEREETEED, ARELHRE UBRAERF .
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X33 X BX

BINMBRAT, EIEPERAXHAER XEX, WETRFPITHENIERNAM 4N, NBEBTLE
SEMIAFITRNNAER. EERANBRANXHAEE XEX, 15{ER PowerShell f84 Set-
STFStoreFarmConfiguration, fI%0 :

$storeService = Get-STFStoreService -VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
$false

IR X BT IR IR

TR LURHERR X B Ik C R R, fEE R X B MREMCRIECEN LS XBF. BB
R ARHETHE (FHREMRRER) .

=

T REGEEOR, K2R XBFMERT 1T,
. BHAENSUE R EHHRX BT mEERE o

. EXRBFRAERRAUD S DR X BFHIR

. BEHMAE"

N

w

IN
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Configure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscripti n
e E Communication timecut duration 30
Kerberos Delegation Connection timeout ]
Optimal HDX Routing Enable enhanced enumeration Igl
Enable socket pooling J i
Advertise Store

Filter rescurces by excluded keywords

Advanced Settin | Filter resources by included k rds
gs EYWO

| Filter resourd[ _
Filter Resources By Excluded Keywords
| Maximum cg

Minimum far,
Override ICA Enter a semicolon-separated list of keywords fc-r matching

resources to exclude from resource enumeration. If no keywords
are specified, no exclusion filtering is applied. n

Reguire toke

Server comm

s LT

Filter resources Keywaords: || |
Keywords for n rds
remaoves any pi pes

EFFA PowerShell BEU&E, &#A cmdlet Set-STFStoreEnumerationOptions F1&#
-FilterByKeywordsExclude o

UF%RPREBERT, FEAFHEL:
- B3

- B
HATXRFMERR

EAUZEAE X BFHELCENRR EE2E X BFBREMAECEPHRX BT BIAE
RTERETIHE (RHFREMRIRZER) .

=

FRESEEOF, HIRISXBFHMERRT 1T,
. BHEMINUE T RIS XRFMERRE Do

. A XBFERRAUDSORH X BFHIR

4. BEHHAE"

N

w

EFF PowerShell BEU&E, E#A cmdlet Set-STFStoreEnumerationOptions F1&#
-FilterByKeywordsInclude o
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UF%RPREBERT, FTEMFHL:
. B

- B

AT TR AR
HEBOSEARRETHARRE, RNERNTHE (QEREARRD) .

A'RESE EOS, EXRERMERE, REHAMN, EXEASEREPNFRRER, AR
B HRE

EFM PowerShell EZU&E, E#EMA cmdlet Set-STFStoreEnumerationOptions F1&#
-FilterByTypesInclude , IEERFREHAE (NEERF. FEHIXE)

RAHEBEE

I8E A IXFIFFAE Delivery Controller IR AF R IERE, ILLIEDTEE A B BIGRREE 7 IAT 4
BIMER O (EBEH)

T REKEEOR, EFBFRHAMER, HA—TEF, ARREHHBE.

HEAREFRBRNR/IE

YERE AR & F & M ESFRER) Delivery Controller BIS/MIUE, ILIRTNTEIS /B FAIGSEKEE AT 4+
B BIAMER 3o

EREGEEOF, EFHEAKERBNR/NIE, BA—TEF, ARREHEE"

= ICA® B IHATR

= ica BilXHHMEFIHRINEE, FAME Web XL MBIME— ID, ZFHES, Citrix
Workspace M AEFIEER Fim%aii. FRIAMEN X"

A RAEEEOF, ®FEBE ICA BFERIED, ARREHE .

BRTE—EE

ERE, StoreFront R5&HIIEIER T EMICIERIN X SR FIHRIBIENM X 2 BHN—%4. HEF
—Ht, BRXREITIHTEMHEIE. T4 Smart Access ERILINEE, MRBAFBEIZAEH
IERIN X 5 R) A NS, MAZRIIEINEE, FRIAMEAF

ABFEEEOT, SR BRTE—BEED, ARRHHEE"
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RSB EBEEH I
FEETESS Delivery Controller fRIEAAA A FIE IS HBERNXE. FIAMER L
EREEEEOFR, AEFRSBEEESEHRE, WA—ITHE, AEREFHBE

79 |BhRZE F 32 77 Desktop Viewer

EEHAPMMNBREFmGRNELZER, 5 SR Citrix Desktop Viewer AT ER, BRINME

EBRGEEOT, #E 0 IBIRES BT Desktop Viewer SEI, /5% HE"
FREANNARER
EEEHAEEY, SERETEARF NERER KERET, BAER 2,

FRESE EOF, EXNRERANBAER LY, ARREHE.

AoE N A ENRE HDX™ FREH

FCiBE &% Citrix Gateway F&H, MAfL1LM HDX 5|ZER|EH StoreFront £ Citrix Virtual Apps
and Desktops W FATEFHY ICA EZERAE, @, ANRENX 5L SATFR—MIEUE,

ERHAFENAFEEEIGR StoreFront BB R B REM X BIEE E X &{E Citrix Gateway &€&, 1l
REDIN@E & HEHERBM X EER, StoreFront &= BahTILIR(E,

IRET LU X BT B E B TRIR (B0 HEHIER) X, XK@ ERAHIEERIEEEFO.
REI LU R ER X S B2 XIS, BEENERARENXE, it T™XEEDE — 1 &E Citrix
Gateway, FFEZRRZXIHARIREN HDX &,

{8 Citrix Virtual Apps and Desktops BY, X1%7E Studio FENX, FHH StoreFront & X AERIX
S Studio FEXMXIHGI TR, B XIFAER, BFERE X,

f$£F8 Citrix Desktops as a Service BY, XIFZERFHRIRMUEB. RIRABTE Citrix Cloud #ZHIEHE
X, #B StoreFront FE X BERIXIE M5 Citrix Cloud 1ZH& FE X E RN ERITTE T
fd. BXHFAER, ESH KRERRAE,

ERHNRAZR
1 DNEEM X -> 1 MNEE StoreFront
o BEAXMNYBEFMNEHE

- NATREREERBHNXENAEFNREE
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1 NEEME -> 1 MNEE StoreFront

- EEXMNAREFNRE
- NATEREREEREHNRENAREFNREE

REM X EAEE StoreFront et REFERR (FIINAREFNEE) BIZETR,

& [F StoreFront X 7 EFREMETFEE Citrix Gateway, HEHRfHEHISRTIRP IS EE
MERZEFIZR. RERFEIHMIEME FHBENMX. StoreFront M1ZiHRIEZZR. AR
WREFRERFAATA, tIILERREERREN RN NSERBEEALTER,

MRRXEREMXEE, PG ICABHEEI R BEENERIREM X, TIEFREMIE LUT
sk, FINERT, StoreFront & HIEKNREZIRFAFREEMNERNM K. &IEMXKH
FBRMRE, FRfIXEEEREdREIRHENAREFNKENEEZNMX.

Pz

FFFE StoreFront FlE, S0 uhm REEME — 1 REM X,

&R XKERRHITR

1 x CAMZone -> 2 x %[ StoreFront

- RELT  NARFMEE
- XEARSZEARE | NAREFNEE
- HIEMMNP R . NARFNSH

1 x FTLZone -> 2 x &[F StoreFront
o EEAREFENRRE  NAEFMNER

- REQT  NARFMEE
- HIEMMNP R . NARFNSH

1 x BGLZone -> 2 x FIE StoreFront

- FIERMP R : NAEFNSE
- REQT  NARFMERE
- XEARSHZEARE | NAREFNEE

1. R X B&ER
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Receiver
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2. RIEM X K
Receiver
XD Site B :
= DDC
E
HDX © .{
Engine O R4
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f
0
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ECER{E HDX BRH

1. 7E Citrix StoreFront EIE#ZHI S EERDAF NBABE T =, RAEEERERPIEFE—1MN
BElE, TFEERT, R REBRAREEIRE

2. FERB{E HDX BRHET £,
3. EE— WX,

a. EEMNFERMEHRRBRZRNEAMN X, FREL EERXMZERRE HFOE—THBZTR

S 25,
b. BEMRKIEFH—ARXS2FISRHRRRERM X, RS EEXKEH A — 1S
X1k,

c. WANBERT, AMRFERIZFHXIEE, REBEAP L FEPIRE, XEBKE StoreFront X
ﬁﬁﬁﬁﬂ?éﬁLLW]?é %E1EE] StoreFront EI’JﬁEF'iE'EjJ StoreFront, HIREAEFLHERAM X kK
W * E#EEEE StoreFront R BIA IR, 1BBCHIEFRNRAER".

4. NRIECHLIRABERERIRLEREMAEREM X, BMEXTF@id W X iziEi5i8) StoreFront BY
BRt2Lt, %R EEE HDX EE Hiz R — 12888 3 X 15,

Configure Store Settings - Storel

StoreFront Optimal HDX Routing
HDX connections can be routed through gateways based on delivery controllers or Xenfpp/
¥enDesktop zones. Typically rescurces should be mapped to the gateway that resides in the same
User Subscriptions geographical location or datacentre,
Kerberos Delegation
=1 Optimal Gateway External only @ Delivery Controllers =~ Zones i)
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway v CAMZane
FTLGateway [+ FTLZone
Advertise Store —
BGLGateway |+ BGLZane

Advanced Settings

Add Gateway ] [ Manage Delivery Controllers l [ Manage Zones

{5 PowerShell AN FASERCER{E Citrix Gateway F&H
« BANAEERREREM X EE, EfFH Register-STFStoreOptimalLaunchGateways
- EMREIENREM X KB, B Unregister-STFStoreOptimalLaunchGateways

- EEEBEENRERRB, 15EA Get-STFStoreRegisteredOptimalLaunchGateways
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IR
StoreFront 2 Bnf[E)* StoreFront fREZ2EFARZ 2 BRITIR. MREEZNIRS[E (EBBAL

FARAEHBIEME) , WAIUEEEIRREES, MARE StoreFront BRZEAHY Store HIEXAF T
%o XAMER PowerShell 5ei%o

=

StoreFront 1 PowerShell 515 R eERIBYFT . TEfER PowerShell #2451 StoreFront
BB ZH1, 18540 % A StoreFront BIRIZHIE, [E#E, T StoreFront RIS ZET, 1B X
HFRE PowerShell 241,

BIATHERES Y, 52, ECER Delivery Controller ZEE*%HI Store a4 im%iEE, &
EAXRNE, KeeTe & fl Delivery Controller™ %Nl g2 S BB FERTH Store HIER
BT, MRFBEFENREZERLTITH, W Store AR EHLIMEMAITE,
Delivery Controller ¥R ESHLHX D K/NE ; Flal, CVAD_US 5 Cvad Us F[E,

1. EFAREFARMEIEGNRAIMKF E5) Windows PowerShell ISEs

2. BERERY, 15 Publish-STFServerGroupConfiguration #8453, EaI LS EFFEARE. EE
EIPREKET BT, FlEN, ETE 08:00 FaREY, AEE 30 PHREP—RK !

Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime 08:00:00
-RecurringInterval 30

BATEINE BRG], LOB RN IRS2RA R S W L HIBGT 5238, Fla0, MAER
5SS 60 DI RIEN—REBIERYITXIFECE W T, ARS5884H 1 72 01:00. 02:00. 03:00 FEHYigE]
MBRZ254H 2 FIEREIE. ARZSE54H 2 7£ 01:30. 02:30. 03:30 HBYEIMARS 254 1 RIENEIE

3. BIsTASERSH Store BUIEFE StoreFront 2BE, FRAUTHS. BORTANENEE
StoreFront ARS8 A EIRH/OECE LI, WEERMUMNEMEZEER OREIT R, FS
U T EEMZEE LIRS ORG

« FEXE#IEF O StoreFront fRS525 Lin1T, MUMREHIEF/ORSS SFHIEEIE

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/Citrix/
Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName
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"SyncFromUKStore" -StoreService $StoreObject
-RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.com"

« FEREBIEF O StoreFront fRS585 Lin1T, MUMEEHIEF/ORSS SFHIEEE

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/Citrix/
Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUSStore" -StoreService $StoreObject
-RemoteStoreFrontAddress "USloadbalancedStoreFront.example.com"

HrR FriendlyName — 1" EENKIRGITIZERE%FR, M RemoteStoreFrontAddress &Itz
ERZERY StoreFront IR 2330 A H39HAR S 284080 FQDN., EER NI EZ Store ZiB)ESF N A
2FITIH, FIEERPH Store EHE BM StoreFront ERE A EBEREHFT.

4. FnF2ERE R E StoreFront BRS525HY Microsoft Active Directory it B AIK P ZRINE) LIRSS
25 _E A9 Windows A 4R CitrixSubscriptionSyncUserso

—BREEET RSP IR, XAFHFIARSEIM CitrixSubscriptionSyncUsers 51 HEVZFZAR S 25
RIEGTBYSEFRITREE. B X ERAAFRANEZER, 1555 <https://
docs.microsoft.com/zh-cn/previous-versions/windows/it-pro/windows-server-2008-

R2-and-2008/cc772524(v=ws.11)> o
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& lusrmgr - [Local Users and Groups (Local)\Groups] - O e

File Action VWiew Help
o 75FE XE
& Local Users and Groups (Local) || Mame Description || Actions

_3 g::ps %ﬂ Event Log Readers Members of this group can read event... Groups - |
%-l Guests

ék-i Hyper-V
s 1Ry general CitrixSubs...
%{Network More ... P
%f Perform %I'I Citrix Subscriptions SyncUsers
(‘.El Perform -

%‘ Power U

%5 Print Op{  Description: Memberships of the group denctes permissions to

%i RDS End synchronize subscriptions between remote Stone Front
& RDS Mar]
& RDS Ren
%i Remote
@ Remote
éki Replicat
%ﬂ Storage
%i Systern Ny
%j Users

& CitrinClu
B Citrinc]

A CitriCW
P [ - Changes to a user's group membership
%‘ CitrixDel | Add.. | Remove are not effective until the next time the

O CitrinDel{ user lags on.

B CitriP N ; =

4 Citrinsto ok || Cancel foply || Heb

%i CitrixSubscriptionServerlsers Members of this group can can access...
.CitrixSubscriptionsStoreServiceUs... Users authorized to access the Citrix 5.,

é CitrixSubscriptionsSyncUsers | Memberships of the group denotes pe...

= | HE

CitrixSubscriptionsSynclsers Properties ? * More...

Members:

5. YITIRINARACE TitXI/S, {EA Citrix StoreFront EIE1Z4| 55 FEAY PowerShell, J¥iTiARES
T RIFRE R AP A RS 25,

Publish-STFServerGroupConfiguration

B XEZ RSS2 StoreFront BREPEREENMIFAELR, BSHECERSEH,

6. ZMRFIMATEART L, BEITU TS, ARNREERTEREERELM StoreFront
AR5 880

Clear-STFSubscriptionSynchronizationSchedule

Publish-STFServerGroupConfiguration

7. ERFRASERITRBSR, BTU TS, ARNEKEENTEREERELM StoreFront
AR5 880
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Remove-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUKStore"

Publish-STFServerGroupConfiguration

8. ZMFFFAEMAITHRETIR, HETU TS, AEREEESTERIEEFRIEM StoreFront
AR5 880

Clear-STFSubscriptionSynchronizationSource

Publish-STFServerGroupConfiguration
9. EFH HRFIA StoreFront BREBECEAITHIED 1K, BWETU TR,
I Get-STFSubscriptionSynchronizationSchedule
10. ZEFIH ZF1JY StoreFront BB BEMITHRAT IR, HSITU TN,

I Get-STFSubscriptionSynchronizationSource

IAERIFIGE
LR BN BIEFER, StoreFront REM— 1 (FrA ICAXHE) , EFEE Citrix
Workspace W AIEFEMEEZSIEFIENEIRE.

EAZEIERT, BIER Citrix Virtual Apps and Desktops Policies 5 Citrix DaaS Policies &2
RFKE. BEELEELT, IRENARREEXERERERER. IRNABERETRES
NMEREIR, HEEEENERNIEEN AT ZNABENFERER, X=EER.

BANABEEXRIEFRE, BRITUATEREZ—

. FAEENBREFRERS. X2 Citrix Cloud EM—INRS. BEXEZFMAEER, 52 FH
QEE‘ZFH&J?@EEHE%EEE Citrix Workspace 2%

* 7E StoreFront fRZ 38 L, FHKERMEIN AEER default.ica XX,

&R LUTE StoreFront ARZ388AY \inetpub\wwwroot\Citrix\[StoreName]\App_Data BFEFkZE)

default.icao
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BXARIKERNYIR, B2 ICAIRESE, REREL/BER, EEAILUBEIHIN—15 Studio
PECERNNAREF AT ELENE D R ANINER TR ENBRRFBERD,

6 EEORA TEEESR

E11 defaultica FRNAREFEENEERATED, BAZNBREFMI— 12U TIRERN
2B

« TWIMode - &R Off UERE ORI,
« DesiredHRES - A[ERKFREE
+ DesiredVRES - AlIEMEBIRZEE,

Ban

[Notepad]
TWIMode=0ff
DesiredHRES=1024

DesiredVRES=768

@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad . O ot
File Edit Format View Help
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ICA® XHE4

StoreFront 12T 3 ICA X4 BT FEZ /M ANED, LUESZIFILINEERY Citrix Workspace W AIZF
ARARIUIIE X BT RBZEEMRIR, £ StoreFront MERAXGE4RE, BFR BN BERF
4 ALY ICA X3 StoreFront ARS8 M AIEBEMEPRIERH#HITE R ICA XHRILUER
StoreFront fR$5 88 LiGITRMRER AR HE B AR ITE L. FZFILINEESRECE ICA X
HELNEFHNZERTE SR, NRELIERY, WERFATHFELHN ICA XHHREL
3XH| Citrix Workspace N R, ZNARFNEBNRAERSEZRELHI G,

Z AT StoreFront Y ICA X%, IEBLALSHAHEIFHETHIA. MNRIEPBELSEHAA
ER, WEBtirzBsiRTHFESR, MREST BREFREN R, WLIERENNEE
Bk SS 28 & 10 Ik,

IFF ICAXHES, Citrix® EiIER M ATIEBME VA 2R A LR BIFAE IEB A M IRENAY RS
TR SSL EZIEP, RELEMERMENMIRENGEHER, WalLERMAE SSL IEPH
(FIUNPRSZ2ED) , WECIEFHIRIEPMANMIEPHFES X LBFIKE,

ICA XU ELRINSTFEBRS. EER ICAXHES, B MEEIEHBHEERHEEUERZ
IEP. FRIEEEITFERTF Windows BY Citrix Workspace W IEFEEB NEEILEE, TN ICAX
HHRITELTR. BXFAER, 1B5BIH ICAXHE 4o

AR

StoreFront 1 PowerShell 415 R eERIBYFT . 1EfER PowerShell #2451 StoreFront
BB ZH1, 18540 % A StoreFront BIRIZHIE, [E#E, EITH StoreFront ZEHIEZAT, 1B X
HFRE PowerShell 241,

1. 7£ StoreFront fRS 25 £, FTAEERITENIES.
2. FHZHIIEBAINE Citrix Delivery Services iE HB1Efi#.
3. IS, FHEFAERETFHIZRIES.

4. {8 Set-STFStoreService PowerShell cmdlet AN FEABEERZS% .

$storeService = Get-STFStoreService

Set-STFStoreService $storeService -IcaFileSigning $true

-IcaFileSigningCertificateThumbprint [certificatethumbprint]

$certificate = Get-DSCertificate "[certificatethumbprint]"
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. "C:\Program Files\Citrix\Receiver
StoreFront\Scripts\ImportModules.ps1"

Add-DSCertificateKeyReadAccess -certificate $certificates[0]
-accountName “IIS APPPOOL\Citrix Delivery Services Resources”

Hrh BREEAEMIERHIENRE (350 -

MREMFER SHA-1 UANIEHEZE, BIRIERE RIS -IcaFileSigningHashAlgorithm
FHI&EH sha256. sha384 5§ sha512,

p=3 g

¥F 2203 LTSR CU6 ZHINMRA, ZEiRBEHEMNNRHFFER PowerShell EA ICAE R, &
WAEITERS Add-DSCertificateKeyReadAccess -certificate $certificates[0]

-accountName "IIS APPPOOL\Citrix Delivery Services Resources" o

BAE—MEETEF, LUEL 2203 LTSR CU6 MEERAM ICA XHEAIEE, B XiFHE
B, i&8(5 2203 LTSR CU6 & £ 8Yial &,

Citrix Workspace™ W B2 FEIE

ERNRAEFRERS

&R AR BARS 2 —F AT EIE Citix Workspace AR BIRARS. £ Citrix
Cloud Bk eh, EEIRBIEMIRL AR URL 3 AS P EABEEXERE, X ESFMAES, 3
SRR EA ARSI E,

R RS IS K P igE

EREBNBAERFIEERSNERAR, EAILUBINAREEKFIEBEE Citrix Workspace N3
2F. AP NN ABERIZAMEZER Citrix Workspace N BIZFE, EAKERNAEEKS
IRE StoreFront, XA SIEEEREM, HUNSHERTF Windows BY Citrix Workspace N FIEZFE
BN AN AEROIE R FEREAN. BXEBMIFHAES, ESR Workspace R X
1, FIANfER StoreFront tkF 1% E B E X N ARFIRES LB,

EEHX LG ¢
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. £ C:\inetpub\wwwroot\Citrix\Roaming H¥JFF web.config {4,

. £ <Accounts> EfH, HBIEFXNNAMEENITR <account ... name="Store" ...

> o

=

N

3. 7 Account EB9 T, %) <annotatedServices>/<annotatedServiceRecord>/

<metadata>/<properties> a4

AN

. £ <clear/> TT&EZG, 71 <property name="[name]" value="[value]"/> ZTNEIE
. fFlan -

<properties>
<clear/>
<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>

</properties>

EE

EZARSHMEHR, —RAREA—OIRSHHKESRSHFAREE, AR Citrix StoreFront
EEEN O AREREPNEAEMRS R LE1T. ThlE, FREERLTRERIARSSRE, UE
EREERRE MRS R,

Workspace [ B2 5 g

ERfEARMELEER Citrix Workspace N R FERANMILAE, 1E2RACE Workspace N ATEF M
I,
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fope

=g

BN ARG, KBEmAESIE— ML, AP RLOED R 885K Citrix Workspace N 2R 1A
1ZMik, EURAEDE— TN, ERIURIMENABERIEMNLL, XAFENEFRRER
EFRREEENARRE URL, BE, Z1MihHEEE T Web F%25151R], KA Citrix Workspace R
EFEEAN— NN ABIEER—MIEMLL, 1555 BCiE Workspace N T2 Wik,

T

BEEEN ARSI |

1. EERBEREeS, ERANERTH MAREE T
EERERER N BEE,
3. ERMPERT, 2HEE Receiver for Web”,

Manage Receiver for Web Sites - Store

These sites allow users to access the store 'Store’ through a webpage.

Webh sites:

Web site URL Store Authenticated

https://storefront.example.com//Citrix/StoreWeb

Add... ] I‘E__éurrﬁgure... | [ Remove

£ Receiver for Web "R ER, EAIURITUTES

=53 WARR

BIZEM4 BIZEMLL, /RS IMIIE, Workspace
I A2 R ih 1R N R R
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£5 PAER
FCE MG M LhiZE.
AR BR D L fIBR Citrix Receiver for Web 45,
BCiE Workspace [ FAFE 7 F ik 7£ Citrix Workspace N FREFFIEEREFERN
Mo

PowerShell

BRI LESR, iEEA cmdlet Get-STFWebReceiverServices

SIE MG

IR BREEN, REMNESIE— TN, ERLUSEMMSRIZIME AL, XEEE
NAFPREEERFERENRR URL, BF, Z1MihRaE@d Web X¥558534i0], EJ Citrix
Workspace WAEFEE X — N ABEEFER—MFEMLL, 1BEEH (/zh-cn/storefront/2203-Itsr/
manage-citrix-receiver-for-web-site/workspace-app-website.html).

BERT

TEZARSHMER, —RAREA—OIRSHHKESRSHFANEE, AR Citrix StoreFront
EEEN O AREREPNEMEMRSH LiET. ThE, FEREEESULHERIRSSRE, UE
EHEEPRE MRS R,

1. EERBEREH, ERENHEQNEMILMNBERE, REEIRFEERD, B X Receiver
for Web I,

2. $$ ﬂﬁ]ﬂ, %EEE -F_Jjo
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Add Receiver for Web site

StoreFront Getting Started
Receiver for Web sites enable users to access stores through a webpage.
Getting Started This wizard takes you through the steps to add a Receiver for Web site, including the site URL and
Site URL authentication methods,

Authentication Methods

Summary

Receiver for Web Site @ ‘

Browser End User

Store

3. BAFTEH Web IhmBEE, ERETERHIZNEAR URL ENINML, AERT T—F,

Add Receiver for Web site

StoreFront L
Allow users to connect to a store through a webpage.
+ Getting Started Base URL: https://storefront.example.com
Site URL Web Site Path: [CftrifotoreWebﬁ

Authentication Methods

Summary |:| Set this Receiver for Web site as 15 default

When this is checked, the Recever for Web site created with the store will be set as the default
lIS website. This setting will override any previous defaults configured for the IIS sites.
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4. E)FEHEGEAEPTERM (/zh-cn/storefront/2203-ltsr/manage-citrix-receiver-for-web-site/
authentication-methods.html), FELEFENREANNABEREEFT A, & T—%,

Add Receiver for Web site

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. )
The authentication methods will be specific to the website.,

" Getting Started | Method

¥ Site URL User name and password

Authentication Methods SAML Authentication

Surmmary

| Domain pass-through
To provide good user experience, all Windows client devices need to be domain-
joined and have single sign-on enabled for Citrix Receiver/Workspace app.

Smart card

&L

Pass-through from Citrix Gateway

5. ihREUESTRE, B FERk.

6. EIFFOIENILR, ASE MW LUREFEREEIMNLL, 1557 (/zh-cn/storefront/2203-Itsr/
manage-citrix-receiver-for-web-site/configure-receiver-for-web-sites.html),

f5F3 PowerShell SDK ¢l Z2FiL

E{FEH PowerShell SDK 812 ML, iFEA Add-STFWebReceiverService cmdlets,

BCiE M5

EECEML, BRITIATERIE

1. FEMERFEREFET R, ARERFERT, REHEE Receiver for Web
2. EER—1WL, ARKEE..
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Category Settings

Use these settings to configure categories.

Category Settings Category view

Customize Appearance (®) Expanded

Featured App Groups All sub-categories and apps under a selected top-level category display on one page.

Authentication Methods ) Collapsed

Website Shortcuts Only the immediate contents (sub-categories and apps) of the selected category or sub-
displayed.

Deploy Citrix Receiver/ category are displaye

Workspace app | Move uncategorized apps into an "Uncategorized” folder.

Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

Cancel Apply
ok oo

3. ESERLETF EHIRE,

o EKFIgE

s BEXSNW

- BENBRERFA

o BRI E

o MukREES

+ BBZ Citrix Receiver/Workspace N T2
. RERE

« TYRXZH]

« BFHAEISE

4. TERERE, B HBE.

BEERT .
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EZARSHMER, —RAREA—OIRSHHKESRSHFAREE, AR Citrix StoreFront
EEEN O AREREPNEMEMRS S LiET. TAE, FEREBESUTHERIRSSRE, UE
EHEERRE MRS R,

FHiziE

£ Citrix Virtual Apps and Desktops #, fERILUNE MR BRFARR—13E, 0 NAERF XE
R, EE \ FSEIEEINNXHEBXRLEM, 1 StoreFront A, EEIUEE B HFRERLE
MHETRAER.

Studio F N FAIEF B MM R R E E (/en-us/storefront/2203-Iltsr/media/manage-citrix-receiver-for-

web-site/category-settings-studio-configuration.png)
EEHAHNILE, BT I8 Web kit Receiver s FikiF JEHIR B IR+,

#5)i% B RENREEHE (/len-us/storefront/2203-ltsr/media/manage-citrix-receiver-for-web-site/

category-settings.png)

e HFES
ERAMES, StoreFront BRINKIEFFFR, HAFBETNLIETIE, StoreFront RE—1HHE
L EBRFREF RS FHRE RN BRER,

BN, NRIEE—1 %7 Browser BIZE5!, HPEE4N Legacy BNF350, NERE—TIEL
RRAERILEE, BIE Legacy THINSIE !

#5)i% B RENREEHE (/len-us/storefront/2203-Itsr/media/manage-citrix-receiver-for-web-site/

category-settings-expanded.png)

EIFEMER, StoreFront RFERINKIEFIFIKR, HeEERFAIBERDENNAREF. HAF
BEENAFN, StoreFront (NERFMERFINEREAR (FEFIFNABRERF) . APAIUESE
P FENUBRFRA.

#5)i% B RENREEE (/len-us/storefront/2203-ltsr/media/manage-citrix-receiver-for-web-site/

category-settings-collapsed.png)

RPENNABEF

EFERES, BRRNRDENNAEFBEB KD XARFEDR, UEDHAETERAE
REEFNNAREFMER. ITHE5FERAR StoreFront 5Ll
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HH1% B RENREEE (/len-us/storefront/2203-Itsr/media/manage-citrix-receiver-for-web-site/

category-settings-uncategorised.png)

EFERES, &Rk ENNRAEFBB RO XERF", LUFFREREXFINNAEER
MEREB IR — DRI RO TR,

F51% B R B EE (/en-us/storefront/2203-Itsr/media/manage-citrix-receiver-for-web-site/category-

settings-uncategorized-folder.png)

PR SER L E
DISEC AR NE, I BRSE R F LR BRI,

{&H PowerShell SDK ERE RIS E

E{ER PowerShell SDK S ASZAEIFIME, HAA cmdlet Set-STFWebReceiverUserinterface
HERASE EnableAppsFolderview o

E(EF PowerShell SDK EHEERIME, &R cmdlet Set-STFWebReceiverUserInterface F{$ /4
2% categoryViewCollapsed o

BE X5

18] LA SR R I ik P 6 AR O AR A R €

LRI ARNIENE

BEEXNM, BHE) JR4E Web hR Receiver thm HEF BEXAW ETIF, EETLUESA TR

]

N

- ERMERIT - ERRE LERB#AR. @id Citrix Gateway Z{E Citrix Workspace W BiEF
EF, FAERIER. BRNE... Hi%E jpg. jpeg. .png. .gif 3 .omp BRI, BiNE
FAA/NA 350 183 x 120 1REHER.

o InBmERIR. EREETREL LANEIN. RHK... Hi%EFE jpg. jpeg. .png. .gif K .bmp
RRINI . BIVERKR/NA 340 53E x 80 REHEK,

- BRES - TERESME 0B EREE,
« XAEMEREE - ERESSMER D PRI ANERE S,
- §EEEE - BT R E R ERIPmED BB,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Customize Receiver for Web Appearance
Use these settings to customize the Receiver for web pages.
Category Settings Logon branding

Logo: | Upload from local computer | Browse... l

(350 x 120 px) This o e the By o ot o
Featured App Groups is logo appears on the Receiver logon page

Header branding (Peost logon)
Authentication Methods

Loga: Upload from local computer | Browse...
Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver/ Preview (Post logon)
Workspace app Background color: _E
Session Settings cilnx | StareFront Text and icon color
Text and icon color: E

Workspace Control

Link color

Client Interface Settings Content branding (Post logon)

Advanced Settings HirScenion -E

Beset to default styles

ﬁ[ Cancel ] [ Apply

{85/ PowerShell SDK £RiERITHERE
f£F3 PowerShell SDK, A cmdlet Set-STFWebReceiverSiteStyle,

FAMEBHRINME
2 BENBARR AT ST 2 BRI

fi£F PowerShell SDK S¥NATMEB REIAE
fEF3 PowerShell SDK, AR cmdlet Clear-STFWebReceiverSiteStyle,

{# 8 JavaScript #1 CSS HENX

@Bl LAF A StoreFront 2P Ul BE X APl #—3% BE X Wik,

fFE M AA

EAUNRLAF SR ERSB X NETRHERIN~mFENAS, Fm, EAMUEE—
HERMFENAYL, HPaIRmrERNNARER. ErUERNAREF LIS ERE Studio
EHSREXN X BFHNAIEFZES, 1E StoreFront EEZEHI SR EXIFENA,
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efeSEa St wazE |

1. 72 EAT Web #Y Receiver Ih4R5E RET, “RSEMBHENE,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Manage Featured App Groups

Featured app groups are groups of applications that are related or fit in a specific category. These
app groups are available to the end users and display in Receiver/Workspace app.
Category Settings
C e A The priority order in the list below can be adjusted and the tiles will be displayed on the Receiver/
ustamize Appearaics Woarkspace app in the same order as listed below. For the best end user experience, Citrix

Featured App Groups recommends that you create at least three featured app groups.

Authentication Methods

Marne Definition Method Content -
Website Shortcuts =

Deploy Citrix Receiver/
Workspace app

Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

B cencet | [ Acol

2. BRI L XGRS &N A E,

3. EERENALARM. it (k) . ERUREXFENAENTG H EAIERXEF. M
FRiEFams N BIERF 25,

i 13U
*BEF RIEX RFCENARERF, BdENRARERH

HRpIEXEFT (G BFLREMNERBEF
MR KEYWORDS:collaboration”) £ Studio

FRRE Mo

N T2 25! PLECE Studio ARSI EN B2 25
BN TR o

R FAFEFr % 5 ERNARFRITEXIFENAYS, T EIE

BENRAFEERETR, FiIESLLAER
MR B AN E S TN EBN
FB4HA, StoreFront RAZ1FMN AIERFARHRY
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T ik

B, REARDANE, [EAREENE
1, a0, SNRIEFEA Excel, StoreFront &
PCEZ£a 9 Microsoft Excel 2013 BB &R AR
B, BEA Exc FARCEEFRRNS.

Create Featured App Group
MNarne: ﬂ.
Description: (i ]
(Optional)
Background style:
Add applications to the featured app group
You can add applications to a featured app group using keywords, application names or application
category.
Definition method: Keyword - ] 0
Keywaord:
Keywords should be defined in the application properties dialog of Studio
console or the Xenfpp Delivery Services Console, Use the same keyword
for each application to display in the same app group.
o)
4. “@E\\Eumin

7y
BRI TR MFENARERFA !

 E - @I PTED Studio R IME" S5 PRIN FAIEF 8.
- T3 - B e NAREFAHIEENAIEFAMESEIE,
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@ Citrix Receiver X =+

&« c G Search Google or type a URL e :

Citrix StoreFront 1A a8 ]

APPS DESKTOPS

Welcome

Collaboration Engineering

Apps to help you work with others Engineering tools

<J
N;oﬁa

Favorites
1w
|
Calculator Outlook 2016

£/ PowerShell SDK SIS N RERFH

ZE{EF PowerShell SDK RN EBLN A ZF4AH, 15EA cmdlet New-
STFWebReceiverFeaturedAppGroup.

mERBNARERA

£ Edit Receiver for web site REH, EFSENARBFAEENF, EEERENAL, AREE"
YEAR..."

{5 PowerShell SDK {miE4S BN BAEFA

EfFF3 PowerShell SDK &4 EBR FAFZF4H, EEH cmdlet Set-
STFWebReceiverFeaturedAppGroup.

mERiFBNARERFA

7£ Edit Receiver for web site RER, EFSENEERFAED £, EEREERENA, RERE
ER..."
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f5F8 PowerShell SDK BRI FBTER4H

E{ER PowerShell SDK PR AIERFAH, 1E{ER cmdlet Remove-
STFWebReceiverFeaturedAppGroup ; EfIBRFAERIERN B EF4H, A cmdlet Clear-
STFWebReceiverFeaturedAppGroup.

BREIESE
EfEBEBANEMIIEAEL, B8R BESMRIL. EaUANSEMGESHEP—EGE, X
LESNITAF@EE Web J 52T FEIEINEH. A#Z 3/ Citrix Workspace N AIEF RS
BV EMIEMILRYIZ B,

B

TR EREENFMIRIES L, HIBERZBIEFREMERIRE, FIbBNEFRNBFRE
Bk

BERFMIIESE, FHE I8 Web I8 AR Receiver FikR BRIIUESE EI+,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Authentication Methods

Select the authentication metheds which users will use to authenticate and access resources. )
The authentication methods will be specific to the website,

Category Settings -
tegory i | Method

Customize Appearance User name and password

Featured App Groups >AML Authenticatio

Authentication Methods [[] Domain pass-through

To provide good user experience, all Windows client devices need to be domain-

Website Shortcuts i joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ { [[] Smartcard
Workspace app | ¥ Pass-through from Citrix Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

B | concel | [ Acply
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o Eth AR ZMNEE §RENSAERSMREIE. BEH AR ARSI MHIIIE. NHIEEDRE
FERE AR F R A,

« ¥R SAML BRIIE £ IXEUERS SAML SMiREEFIIEM. H5H SAML S35, 1R
SIS R AR F PR

 E$E BEE LUERMNBFIEEEME Active Directory IHER, 5818 HE@SHIIF, XYLt
EIERE B AR F ] Ao

- R HieF UEREREEEMRIL. 2R SiEEE MR
« 3%$F M Citrix Gateway BE&E LS FM Citrix Gateway FEES RN, MIRAFPBEIERT S

RI8IERY Citrix Gateway %3%%] StoreFront, JHERILIEDL, iEE# M Citrix Gateway EHi&,

MRTEFRZTHEMIIESE, WEESRE StoreFront™ KA F NEAS R IIES EFIREUT
RARIRFHATE

1. WE®&

2. 558

7|.|.

3. SAML

4. FAR&MED

AR AILUERTIRB| AR S MIIES E. —MINE, MREENEET SAML AR % &E
SMIE, WARFTATREIRF MBS ML,

HAFEHEN, MERRSIBESMIIES EUE T RER.

{&H PowerShell SDK ;#{THIE

E{ER PowerShell SDK ECEr] BRV B R I0IE A 7%, 1BEEH cmdlet Set-
STFWebReceiverAuthenticationMethods,

MG REES T

ERMILRES N, AAPRENRENSE LHEERNZEEMLEIRE B KEMNAEFHThEE.
BRI ZIRER URL, FRIXEFERZRATENMLE L, ARREEEEE, FREERDINAD
[EMLG, MRERER, WELLER. MiEZBHEHRR.

EERERPERARNZH, EXTEA Citrix StoreFront EIEZEE| S8 PowerShell 15 MY
URL ZINE) Z1E5HHT URL 3R,
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ARINERT, IRAFPEHMRZEENMiLEohEIRIRTES T, StoreFront R&AHES, ERF
AR LU B IR IR. EfEIEXEESHIN, %T‘“%é&1y|_”qﬂ, 5&B&R prompt for untrusted

shortcutse

HFRL[EER, Internet Explorer AP AIgERWEIRT, BEXRMIAMEIEEEEshE I REA A
HER. 1BIESEA PR StoreFront fRZ 2547 FQDN ZI0%] Internet Explorer Yzt
Intranet” = “SZEERIEL =" Xig, LUBRIEEIN T E,

EREEEF SR EEHIMiL

1. 7 Edit Receiver for web site R&m_L, i%E#F Website Shortcuts &I,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Add Resource Shortcuts to Web pages

This will help you create shortcuts to published resources on your corporate websites. Your users
will be able to launch these resources from your corporate websites,

Category Settings

. 1. Add the URLs for websites which will host resource shortcuts,
Customize Appearance

. e
—— Wiebsites ps://portal.example.com

Authentication Methods

Website Shortouts

Deploy Citrix Receiver/ Add... l [ Edit... ] [ Remove l

Workspace app

Session Settings 2. Get shortcuts from the Receiver for Web site and update your websites,
Workspace Control

Client Interface Settings

Advanced Settings

o« IR

2. BHERIMARITIEEREA XML URL, URL #4Z0KF http\[s\].//hostname\[:port]
FesieE, HPENBEMMLENNTLRETS, HARATSENBEMNHO RN
BRINHORETA) » FEEIEEMiL ESENEMRRER. BB URL, BT ML 7R APIEREZ
%8, ARREEE . TYRPEE—IFKE, AERRE MR URREFEFERERD
Citrix Receiver for Web I Rz B9 2R RE A VAW ELEY URL

3. BEHREMBRESIVH 8 HIIEBIMLAFRER URL.
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I} Citnix Recemver * + - g x
G & npsy Cr. £ A L 5 & - (b

App Shortcuts

My apps and desktops

H Caleulator Cloud

Cloud Desktop I https:// Citrix/StoreWeb/#/launch/C

X E Excel 2016 Cloud https:// /Citrix/StoreWeb/%/launch/B
FakeDesktop1-WontLaunch https:// /Citrix/StoreWeb/#/launch/F:
Win10Pooled Cloud 1 https:/, Citrix/StoreWeb/#/launch/W

Win10Pooled OnPrem1 https:// (Citrin/StoreWeb/#/launch/W

Others

a8 Access 2016 On Prem https:/ /Citrix/StoreWeb/#/launch/A

{3 PowerShell SDK FINZSEAIMLY

& A LU Set-STFWebReceiverApplicationShortcuts PowerShell cmdlet FIIZ1EE/H URL,

Citrix Workspace W A2 2=

ZINBERT, HAPERXRE Windows. macOS  Linux LAY Web X 825 $TF N BB fERY,
StoreFront 221X E B S CIEAMZEE Citrix Workspace N TR, SIRTTER MR A#ERE R
Citrix Workspace MATEF, RAIERTEF THHATEE, BRIATHAER Citrix WL, BEHH
M RERFIEET StoreFront [RSSRFHEHMUB, TEE, AP AILUITHAMEEED Citrix
Workspace B2 EEHDINAEE, RENSENRERPER, EEBIAMEEN Citrix
Workspace 2~ HDX & F iR i BN AEF R .

59\, TEEAMZLIE Citrix Workspace N FBAZFBYA PRI LUER Web I 5853710 Rz A i S F & 3%
FEE N AREFSEH,

ERE Citrix Workspace N AR IEIN-£ R R EE (/en-us/storefront/2203-Itsr/media/manage-citrix-

receiver-for-web-site/deploy-workspace-app.png)

BEWERB IR, BEERIE Web b5k Receiver, FAIGEIRERE Citrix Receiver/Workspace
Rz RREERE+,
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E3R{ER Citrix Workspace™ N FER

BRI LARFIEA A Citrix Workspace N 2R, MMMIEBRAFER Web XIS 8815 ES N A

[ER9IEIR, LthIhREE RELFTHFIM Citrix Workspace N FRIZF BB P Mi&it. Citrix

Workspace NAEFEERNBNNEERFRIFIRS. BRI ARAERA., 18RNT 24
F RS EHRNENFERR. BXIFMER, ESRAFHIRLER

ALK A0 EY Citrix Gateway BY, ItIhRERN@T AR ;ML
TROTES
BznhfCiE Citrix Workspace TR EE L R,

« 3&MATF Windows B Citrix Workspace N BTEF 24.9.0 5{E =k A
« 5&FTF Mac B Citrix Workspace W T2 24.5.0 {3 S hRA

iEATF Android B9 Citrix Workspace N FIEF 24.9.0 HE ShkA
{{cwa-ios}} 24.9.0 LE Fhit A

B HAIRTE StoreFront _L#{TECE

& B LUTE StoreFront fRS3 28 R EEHEM L E K ER Citrix Workspace B2, StoreFront 2203
CU5 S E SR AL FF I IhEE,

1. M Citrix Downloads T &#E .

2. fF zip X0 citrix-ui-plugin.tar.gz #2EZF) StoreFront fR52 LHNEEBR. ©E3 PowerShell
X4, Javascript XHFIECE X o

3. EXAYRiERRPITF plugin.config X, U TAHREE :
INRBERAARNNAEFREIIIEE, BRUTHNREREN @ <param

name="requireNativeAppUse" value="true" />

INRBRRAARNNAIEFREIT06E, BRI TAHNREREN @ <param

name="requireNativeAppUse" value="false" />
4. LEE R HRTTF PowerShell,
5. SMMEIEERIIXGE,
6. i&{T ./CitrixPluginInstaller.psl -VirtualPath /Citrix/<store web name> .
7. %t StoreFront BRSFeRAFTNE SRS RE & LLIR(F,
8. WIFTF Web G2 H SMBIN AEEMILRILIEEEREERLT R,
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f£M Citrix Gateway #H{TEE

WRAF@E Citrix Gateway HRIENAREE, WAIMUEM X EL2ERHHUAZERFER Citrix
Workspace app. B XiF4HEE, 2% Require Citrix Workspace app through a gateways

BREEI

- MREHELAPIRZET Web JIKIRTARIZIR, MEFRTAFEARM THIMEE Citrix
Workspace app, i5i%#E Always use Receiver for HTML5, &R %S, Workspace for
HTML5 B P iR B S H R 851A 10 =R,

« MNRITFHELN ARIEMiLIERA P AR FEFZE Citrix Workspace app, BETLEALE
Citrix Workspace app BY[ELRE&E:3 | b5 2814 10]#R, 151 Use Receiver for HTMLS5 if local
Receiver is unavailable, ;&% Citrix Workspace app B P &KX & Fib S #S Wl E FEMN%
LEMNRT.

o MNRIEFLILAALET AR B ER Citrix Workspace app HI8EIR, 5% Install locally,
RASIRTAP THHLEESHFER Citrix Workspace app. FF BIIA444E58@:d Web %5
BRIG RN AEE, BHMIIERIRN, ZRRIEARMZEN Workspace app F¥TFo

FER—ERF SR AERF

INRITERR T $AL(EA Receiver for HTML5 Z(7EZ Receiver R o] B Receiver for
HTML5, MERIAERT, EXRSEFEHHNERRFTA— IR ERETF, MIREELRRE
Bl—%£H$TFF, B Workspace app for HTML5, i&%iZ7E5 Receiver for Web 18[FIRYET
FrhERIN AER.

FIFA P T & Citrix Workspace W T2
MRTEFRARWFRAF TH HDX™ 5|E (&#H) , WAFEXER Windows  Mac 18&8Y, RAER
R TEHNRERFBET,

INRIMEIEIFIAALMEER Receiver for HTML5 BYEZB25%, NIt IHEEREI B,

BERIFAEK Workspace MR

INRIEEFBREALEGE, N Workspace app for HTML5 S7EFA P & REHR AR A LI/
Citrix Workspace N FBEFE FIGHIED, BRI LOERBOE F4R, FBERIEBRRE N K28
Cookie, BNARSEXKEIFARIET. BEAILINEE, 1EFAR Citrix Workspace N FEIEFXH1E
StoreFront A3 25 AT Ao
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THIR

URAAF AL THREAN, EuLUERSNEEEAE Citrix Mih, T EEZEMRS S TEHXHE.
IEa] LUGEECitrix L. StoreFront PRS338 E AN o imiZARS 2/ L4 G&E URL) o

PowerShell SDK

EFEMA PowerShell SDK A& XLIGE, 15{ER cmdlet Set-STFWebReceiverPluginAssistant,

EERIEIRIE

BEURRIFIGE, 5T REE Web iR Receiver it BE, EFRSIFIGE X+,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Session Settings

Configure the settings to control the end user experience and specific imeout durations when the
inactive users are logged off.

Category Settings

Customize Appearance Server Communication attempts: €@

Featured App Groups

Authentication Mathods Communication timeout duration: @
Deploy Citrix Receiver/ Session timeout: @

Sign in timeout:
Workspace Control S it

el v
Client Interface Settings =. e

Advanced Settings

AR S5 2R EE =R

Web XIEF] StoreFront REREEARS Z BIAANEIHR . B8 THERILILE,

LT LRSS L]

Web fCI2F] StoreFront RERTFEIRS 2 B0 FBYIE BT E), @E THIESUIKE,
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REFEEhEEY

BT Web X 5188151R] StoreFront BAIEEY, 7EISEMNNENBTEIERE, RIEFEN, BAPEFHE
fHo RIS M ZFERITIREREKRIENRE, F2SBMELEDNNAFIEE (BIIEEmF2
BSM) FARERKSIERTE,

BNER P mMNARSas LR EIHMT. ERIEIHFIAA, Ul 2IRTAFPEKRIE, ERIEE8INE
—5%, Ul 28H StoreFront LA (&D%‘@Fﬁ) Citrix Gateway X $Ho anjﬂTli%F' miEARSS 25
B T atEE, RREEIZERN 1 98, NWEFIENE 30 WETFH, XARZMmAH
ZHEM Citrix Workspace N 2R,

INREERDEBIMERKRT WX ZIEERS, MWATBN IS X BB, NREIENZIEE
RERERT SMIIESEER Sl RATHETR, WXEERSENEMUTRRIEB,

PowerShell
$rfw = Get-STFWebReceiverService '/Citrix/StorewWeb'

Set-STFWebReceiverService $rfw -SessionStateTimeout 30

ERE

£ Web JBHRHPHNERFRE L, @3 —RitEfE, ERSENARAFET—FER. AR
BERERERES.

SHRIETEEFR

J:'l}ﬂ)*'l_l_,iU"’“%Eiﬁl‘ﬂ StoreFront E[ERY, BRINBERT, TREBEEEMAES, BRESE/ /B
[EiEHE. XAEMmMAMZEER Citrix Workspace N ABIEF. ZEASEREESEZEH &S,

EEEYFIE, FEFA Get-STFWebReceiverAuthenticationMethods H#42 TokenLifeTime J&
M, fFa0 :

$rfweb = Get-STFWebReceiverService -VirtualPath "/Citrix/StorewWeb"

$rfauth = Get-STFWebReceiverAuthenticationMethods -WebReceiverService
$rfweb

$rfauth.TokenLifeTime.ToString()

E{E A PowerShell i§ BB, i&E@EA cmdlet Set-STFWebReceiverAuthenticationMethods F12%%
TokenLifeTime . %0 :
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$rfweb = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

$rfauth = Get-STFWebReceiverAuthenticationMethods -WebReceiverService
$rfweb

Set-STFWebReceiverAuthenticationMethods -WebReceiverService $rfweb
-TokenLifeTime "0@7:00:00"

MNRRFSIEERIEINZ] 20 /NS L, NEMTIEAN Authentication Service BIE A4 dp & B

BN X By
BEMEBENESER, BB M0,

RIEEH
INREREMNERREMNEER, WRIEEER. RFMRENFRRITREIERRIE,. A5
SEMKENNAFRE BIEETF2ESHM) FAREKRIE.

XF Web F¥5881H1R], &R Citrix Gateway MIRIEBRIZE NS StoreFront R IEEEREFRY
{8, StoreFront BN SERIETHAFIFERMERN M X FH.

LE#EE StoreFront FAERT, ZAMZeEER Citrix Workspace N RIEF AN B ENEH, FHit, ™

X BRESENBARENEBNNHE—IE, ZNEEFEHRFRREIR ATHEEER, 2iE8
AR TR BEFNRIF AR, BRIAMERT, MNEAERFHNRIFERR 60 9. EFRUILE, 17
B CTX221465,

SR B
£ Citrix Gateway £, ERILUKERGIEN, UEELEMNEEHARIE, TR AN,

Authentication Service BT ASHE 4 E R

Authentication Service MATEEZTIEERNERANSHE,. FRIABERT, BHETE 20 /NBTEEE, X
SEMAPFHE,

R IEE Citrix Gateway #H{TEHI0UE, M2 StoreFront S5hEITHARY, StoreFront 1A Citrix
Gateway A& i, S1ERMW X IKIENATESRE, NESREERBUEHFER StoreFront, Il
RIEFLHEIELER, WATEN X RGEENEIEE N SRAREEMABRER.

WE, H7E Web JBBPERBEEN, FNEDNBNAESHSIEESHEIER TN, RHttSEESE
HAF BB ARMZIER Citrix Workspace N AATERFAE X o

213


https://docs.netscaler.com/zh-cn/netscaler-gateway/current-release/vpn-user-config/configure-plugin-connections/configure-time-out-settings.html
https://support.citrix.com/s/article/CTX221465-controlling-citrix-workspace-app-refresh-time

CITRIX® STOREFRONT 2203

EEERATHEDAER, BT1TUT PowerShell :

$store = Get-STFStoreService -VirtualPath "[store path]"
$auth = Get-STFAuthenticationService -StoreService $store

$relyingParty = $auth.ProducerService.RelyingParties | Where-Object
{ $_.Id -eq $auth.ProducerService.Id }

$relyingParty.MaxLifetime.ToString()

¥ [store path] EBRAENAIEERR.

EfiEmASEEMER, JE31TUT PowerShell :

$store = Get-STFStoreService -VirtualPath "[store path]"
$auth = Get-STFAuthenticationService -StoreService $store

$relyingParty = $auth.ProducerService.RelyingParties | Where-Object
{ $_.Id -eq $auth.ProducerService.Id }

$relyingParty.MaxLifetime = "[max lifetime]"

Save-STFService -Service $auth

I [store path] EIEAHENMEFMEEE, FRF [max lifetime] EEAFAFEAIEAIETIE, X
FREE—KE, 1BFEHR hh:mm:ss . WFEI—KWE, 1BFEHR d.hh:mm:ss &=

TEX S

SAPEREEBEINY, TIEXER AIRERMIEEERNNAREFEZHE. BFRRUEST
k& ERSERBRNNARERFES, MEFESREIINRERECNEF S HFIENAER.
HIan, XERERIGREEERE LRI B850 & E BRI e T & i,

HAAEREN, fzBsEMERRMN s TNERNARER. i, RIKAFERIED
N RBEEF B —ENAREF. NMRAFEEERBERINRGEABEFRIRE LEREIFR—NA
BE, WIEESTTHN AR BB RHgE. SAPMNSENBEEIHEEN, BRMXNA
BRI E N BIEFE = ol ERE, EFRaXH. MERET Web X E&RA RN AREE, N
CIERERNNNHRER. BOINARFTEH.
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£ Web X RS ECE TFX 2
StoreFront BIBFEHIA I TAER2EIE BAEET Web NS BHANLAREENER. XEUTE
SRARHIBILR -

- % Web S SHER B RERARF PETH, TERZEHTA R,

« 3FF M Windows &&EiFIRMEERARF, NEHiEREBRNEAFMEE LLZETERT
Windows BY Citrix Workspace N BTZFEY, TEXIEFIFER, HEXRFEL Web X 52T
NEg =)=z

- BEEMEEDEBHMAEENNBIER, 8T Internet Explorer i/18] FRLE HY BB P AU IZ 0k 5270
BAH Intranet SRS EIE = XIT.

- MRAFPERN, Mt ERE—TREAHARER, FREEMNLEENBIEHRE N EE, N
T TIRXIZEFIECEWNW, ZAF N AREFERAZERER,

- BRXIERRVIBTEINBREFRNE—N RSk A5 NAEFNEE, EREMN GRS
IR, SfER Citrix Workspace™ app MEE K FIR"KERMBS I RIR, TEM Web B
FimBr A ERE S X o

o HARRER—NEEHETFAHITAH, TERZEFIATH, EREILILD, 5505 Citrix
Workspace N FTZFEBE.

1@ Web X E33A 0N AEERNEBR TEXERIZE, 1B1E 48 Web Ih AR Receiver B&
L ¥%#% Workspace Control,
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StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Logoff
Featured App Groups °99

Logoff action | Disconnect vl i}

Authentication Methods

Website Shortcuts Workspace Control
Deploy Citrix Receiver/ [+ Enable workspace control
Workspace app

Automatic reconnection when users log on
Session Settings " - .

9 % Automatically reconnect to the sessions when users log on
Workspace Control Reconnect and Disconnect Button

Client Interface Settings [ | Show reconnect button

Advanced Settings Show disconnect button

BT ANEE T EXZEFILE !
o 15T FTHRME, EHIRENT
o B | SIENERCEHE, NARFNRERIER Bi5EFImSSHTER.
o &Ik I HIENERUEEN, NARFMNRERIENERS SR EBEEILE,
o & HIEMIRUEHE, NARFMEERIERARRSET.

StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Featured App Groups Logoff

Authentication Methods Logoff action [Disconnect v] °
Website Shortcuts Workspace Control Terminate

Deploy Citrix Receiver/ | Enable work. None

ATl

- B A TR R £ EE,
- TRAPERNBNENEET, EHARERNBHEMERDIRIE R EE,
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{#H PowerShell SDK ft i T {EX 124l
EE LU{E A PowerShell cmdlet Set-STFWebReceiverUserInterface BtiE T EX 24l

1E£3&FF windows BY Workspace N AT _HEDE T EX 25
BEEATF Windows Y Workspace LEEE TEX S, BERAEIE TEX TS| EERE,

1E3&E T Mac BY Workspace N FBfERF _EECE T EX 2256
EEE T Mac B Workspace N AERF EECE TEXES], ESRECE TIEXZES%

K AMENARERFH TEX 2

ETE StoreFront FE22FHE Workspace N BEEFHNRIEEFERE (TitHEEREANWMA) , BEIS
FIGEETFHECEEPRIFRIEETERE

B mAEIRE

E M YRiE Web hR Receiver ifi = RRENZTFIHAEIRE, HER B RFEIZE ETF,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Client Interface Settings

Configure these settings to control the end user experience and how they view the applications and
desktops on the Receiver for Web.

Category Settings
) Web sessions
Customize Appearance
[+ Auto launch desktop @
Featured App Groups -
|| Show desktop viewer
Authentication Methods i
|| Enable Receiver/Workspace app configuration
Website Shortcuts

Deploy Gt Recrives/ Multi-click duration: @ secands

Workspace app

Session Settings Applications and Desktops view on Receiver for Web

Workspace Control Select View: [Show Both views as ]
Default view: [Auto i ] o

Advanced Settings

ﬁ[ Cancel ] [ Apply
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BEIERIRE
MRUGECER, HAAFRE— RE, WEAFPERREHZEE.

E{FH PowerShell SDK Bt EHMIEMRMEILE, 1BEFEHASE AutoLaunchDesktop JAA cmdlet

Set-STFWebReceiverUserInterface,

IIZETEM Web JERESHZRRIER. ERERTFMAMELEER Citrix Workspace™ W BIEFE
Ebm;ﬁo

BrEEERS
SESERLIBMN HOX™ HEMEUFANTEE, FRLGETARRTERILT S, RE
BERRUSEAFGR, FERUBRFLFEARS,

LtIG B EET Web |85 Windows. Linux f1EfhA#MZEN HDX B BS B FiRET
EA. HAFEA HTMLS HDX BEFIREE Web F SRR EohE RS, TiCLGBMFE, THRAR
T~IER,

E(F A PowerShell BeitbiEIN, HEHASE showbesktopviewer A cmdlet Set-

STFWebReceiverResourcesService,

BR A LFRFEE]

Bt P EERR BTSN BAZ R EIE—RBARERF. X{GERTM Web N EREMNERIR, MAE
AT MAEHZRER Citrix Workspace N R B EIE Ko

E{F A PowerShell SDK B Z R A thHF4ipta], BERASE multiclickTimeout EH cmdlet

Set-STFWebReceiverUserlInterface.

EIZENTEMN Web FIEERESHEIFENER. ERNERTARMELEER Citrix Workspace N T2,

|& FB Receiver/Workspace W FBiEFEC B

WNREAIE, HAPMER Web JY33A 0N AEER, S TH MRS, ZXHRTFH
X BERIN FIFSEECIE Citrix Workspace N RTER . Tl X4 2 2 el m R RV E B R ERFH(E
B, afERnZmElEit BRIEM Citrix Gateway EREFMEIRHIIFAE S,

E(EH PowerShell SDK Ut EIR, &8 cmdlet Set-STFWebReceiverUserinterface H{ERE

#4 ReceiverconfigurationEnabled o

218


https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2203/set-stfwebreceiveruserinterface
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2203/set-stfwebreceiveruserinterface
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N ARERFHISRERE

YR EANAIEFE RIS, Citrix Workspace AR RIAE RPN SEMNBERME, Wi
KEREFRNET, BRERLSN, 5X83NEERMNE,

NEFE THFRF, EFRERNAREFERRH, HEREBET.

MWERINTE TRIFIRFR, EFEAFERNERBNE,

T sk
Ek) ERERNE
RIFATER BT AEFE
SRIE ETREENE

E{ER PowerShell SDK BEHUXLEEIN, 15 cmdlet Set-STFWebReceiverUserInterface F1E/H
2 showAppsView . ShowDesktopsView # DefaultView o

A BRI 2

1. 7E Citrix StoreFront EIEZEHI SN AN BER P IEENAEET =, EEREENEHBIE Citrix
Receiver for Web iR BIN FBEE, AGRTIRFEKRTHIEE Receiver for Web Ih .

2. EFE—NER, ARREMER. MiRhRE, BRARETEBEREMILRNARESE.

A0iE Workspace W FI 2P G

LIZfER StoreFront SVEFN BREIERN, SBEMSIE—"WLFRESZNAREE X B, H—1MN
FAEEE S MG, %A P Citrix Workspace N T2 151813 5 A S BT 2 A9 ik,
1. £ Citrix StoreFront BIRZHI SN AEMEES, EFE MBBEE 7=,

2. EHROBERPIERE— I NEERE, AETE BMEERPET BBA—FR, NREERLE
Citrix Receiver™ for Web Wi, NMI&ER—%EE, ERASI5ME“AIN Receiver for Web 55
[ S5,

3. EERYUAFIBIELN AEER, AL Citrix Workspace N FETEFZE F in B RAIM G,
4. BEHEWEE
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RRILE
BEUMISEILE, BT BENAREEMLS RREE R E AT+,

E B Fiddler B

E R StoreFront lRZ 2 [BIRYRER Fiddler BRER, AT EKBEN, LB EWNNEZER, thINEEEK
INEH, NEZBARERNFNER. SeREEERE, 52A Fiddler BRER.

BRANARRE

RINERT, T MAEFET+ LR ENE, ZRE N NE, 55 BAXGRRE"
ERTEHEAT, FRMARENTR. BXEINETHNESER, B XKRE,

BRHELERE

E 8 StoreFront™ fREzB|NEHEERE, MELTHEITEAR URL, EERAEHSESENER, ATLUR
BEAUTE:

& o
F StoreFront Web CIE{E AR Bt 5 [ S
REZEE, WFRBSHREBE StoreFront PR35
+o
* StoreFront Web f{I2FHAEAR URL HENXH

FQDN 5 AEIERSEE. (IREAR URL Z
SR, NAESHEUEEEE fhEaEas
EMEIRER StoreFront fRS328, MMESEUE
KMo

S5/ HTTP 2 5 18R, ERNM HTTP Bah
HTTPS, HEALKIE HTTPS B HESEesH+
Wd HTTP iE#23] StoreFront BY, &R ILE
I, EEHmA, HER FH HTTP BHIRE]
im0

BRI ERERF

FINEA. HHEFM Web J 3T AN ARG, XLFMiL{ER Citrix Workspace Enigs =it
MR ERET Citrix Workspace N FRTEFE, HBEREBIIER.

BALETRIGESEAR T& ICAXH, XBRFHEEFN.
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BRFEERRE

EBRRE, 2700 Strict-Transport-Security #trsk, LUEFINEES{GET HTTPS EES] ik,

ICA® XHE1FIHA
ICA XA REFINIE, Bik% 90 .

LAz S
MWERS BERMNERRX AN R, XFEFSATF Ul PRRHNERTAD. BIMER 128,

{5/ HTTP BYRYIF[ElIH O

Y ERELE(E REN A HTTP AR B, ILgERO,

RTAAZEERES

B5h MibRES N B, MR35 |IBEFERERERIIERFR, WRARETAFREIL. WREAILE
I, AP AMMRZEERIMIE SR,

BRERTRREE Citrix Workspace™ N HTEF

YA EXIAIEERILE, MitaS2iR0 Citrix Workspace RN TR HIRIME T Citrix
Workspace W AEFHET, FRIANERT, HiERAN StoreFront BY, XRTERAFRERZBIAE.
®E, BOTLOER BRERTREE Citrix Workspace R, L@ Citrix Gateway B F
B, HIEBETN, AAXESRIEAP X StoreFront Citrix Workspace N BREFINBREZ A
4,

HRFEER
EREMARN, BRI WA TR B8 ARIAELS. B% WAREST. NRCEEM

preProcessAppData B JavaScript BE X I, MelUER FE8 REINVEN IR, £AMAMAIRE
T3

i fEiaR 2 RES AL ]

MRERIERELEEER, W EHRESAVRE SN K, M0 dd.hh:mm:ss, RRIAEH 90
Ko
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EoEARSSaa4H

AT RIMTRNATEENE, BN ZEASEEREE, URSF[ANWEREE 2 SHEZHEBDH
StoreFront fR5525. StoreFront = BohfEARS 2 BIE)F WiE B3R,

EEEZIRSZHFNE, T RAER—OIRSES[/RKERIRSZ[/AEANEE, R Citrix StoreFront EIE
ZTHl e R ESREANTAEMIRS SR LIE1T. TRENRG, 1E(#propagate-local-changes-to-a-
server-group) UARENERENELE—,

ERMRSHRA

£ StoreFront EIRZEHI S AEMNKOIKINE S, HFRSBEHRE . XFERRZFAETHIRS N
E2. 2K URL. RERVNEZNREBT RS,

FHARSs s AN B AR S5 a4

fERARINARSS 28 XS5 IRBURINAE, UERFHZER StoreFront IRSZIFMAZIMERLEF. B X
AR SS 2 ANINEIIE StoreFront BRBRVIFAER, BBHANMANEIRSHH, BSHML
StoreFront BRER" ATHEZEEER Y, LITHEAFFrRRvARSS s E.

MARSS 23 4H PR ERARSS 25

1. NaEgEERPRIRIRSS 88,

2. BRIRSFATPRERRIRS [ ANER—ERS R

3. ¥T7F StoreFront EEIEHIAE,

4. FERPRIE DR IRSSERA"

5. e BIBRARSS 2o

6. EERZEMFRAIARSS 2R

TR EMPRE StoreFront ARSZ 2R EFAMNEAERHARIRS SBH I, DIFEEBENL FIA

R&. EEBIF(/zh-cn/storefront/2203-ltsr/install-standard/reset-server-to-factory-defaults.html)o
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R ESERBBIARS R4

ERFRESCESEHZ RSS2 StoreFront BREFFAIA EfttARSHRHEE, EHESSFIIRSRHY
FCEMEL. EEFERNEREFMNEINN, XFERLUEHRAIURISERKEBSEHRALATH
ARS588. BITUIAESE, EAPFRBERSSHBEMNTRZAE, B EHITEMEMER,

EERT:

EEEIET, AFEMRSS DATEBEAESREHFREFR. NREEH 7 RSHNECE,
BRESTRIAFNEMARS SR, MBEREUENBEPHARERS SFE B BRI ERXLE
Bk

HPARSS IR EE RS R aE

 FB web.config XHFHIRNZA, HAAF StoreFront L&,

e C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients HIAZ, flal c:
\Program Files\Citrix\Receiver StoreFront\Receiver
Clients\Windows\CitrixwWorkspaceAppweb.exe #1 C:\Program Files\Citrix\Receiver

StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb.dmg o
C:\inetpub\wwwroot\Citrix\Storeweb\Custom\contrib BIHZE,

C:\inetpub\wwwroot\Citrix\Storeweb\Custom\custom folder BIRNZA, /40E HIAIE1
# customisation.js 15

« Citrix Delivery Services IE BEENAZR, BEFhSAIERRHESIZK (CRL) BFHN. (BEXDXL
A CRL BUiF4HE R, BERIEPAREYIER (CRL) KE, ) .

p=3 g

1THI##E S Propagate Changes #l#IE X, R5HEMARSEED . ©REKREBEN Propagate
Changes ES8ER FEIA %,

FAEREREZR URL

EHAK URL BESRE HIEEMZMEME M StoreFront ARSZHI URL 1B, W TFZIRSBB/IE, BEEHR
HFEBY URL,
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EFEREAX URL :

. 7£ Citrix StoreFront EIEZEH S NABERT, EFIRSBA T <.
. TEIRMEERR, BEEHREX URL..

. A% URL

. B HAE.

w NP

AN

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: | hitps://mysto refru:-ntl!

o MEEm
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B Citrix Gateway f Citrix ADC £5¥

¥ Citrix Gateway 5 StoreFront 55 1ER, AW NENBAFREZ2NZERE, HER

Citrix ADC 321t i1 &, 187,

£55

B R X

{EH Citrix ADC #1771 8 1

NERFKEZHWIE (DFA) BL&E Citrix ADC #
StoreFront

ERAREHITR AU

FEEIRR
BIZAEBFSNERERRIET FQDN

BT % EERTEE Citrix Workspace N FHFE
=2
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HAER

M Citrix Gateway SHEBFHESA
StoreFront

. MIBRAIYRAE Citrix Gateway E#IGE

I Citrix A& 9 StoreFront ARZZ224HFTRY A E

A& StoreFront 1 Citrix Gateway, WU{ERF
BERE—TE LB X # TN, ARG
E—NARERYE L@ StoreFront #{TH5%0
IEo

ECESHR URL, Citrix Workspace N 2R 1]
LAfE XS URL RIAEE B ER ML AERE
=NEBs

BIE— RN 2RES (FQDN), ZiFH%
AN EREMN B LR ERIA K@8d Citrix
Gateway 21 0] K A5



FA B x

7E Citrix Gateway EIRHEH| & PECBRIZIZ A RIS B NS StoreFront FECERYIREMERE. AT
BUNEISF A Citrix Gateway EHIIRSZ2RIVIFHAER, UEIEMECE Citrix Gateway ] StoreFront X
hEILI{E,

2R

« SHZ WX vServer B ZIP XHFEZE NetScaler 11.1.51.21 HEFHRA.
AR
Citrix ADC 1&& RAES HER Citrix Virtual Apps and Desktops [ES8IZ I X vServer,

- DNS #7REB AT, B StoreFront IRESELR Citrix ADC I&E AT ZIP X4
GatewayConfig.json XEHHIFRE STA (ZL2ZIEMANM) ARSE: URL.

« Citrix ADC &EERM ZIP XA GatewayConfig.json X% al S StoreFront ARS528 L3N
& Citrix Receiver for Web 5528 URL, Citrix ADC 11.1 X ESRABIEERBTFSHLN 2IP
X4z miBk3 StoreFront IS5 2R H KA FIBE A XA EIER Citrix Receiver for Web i /520 18
Ltbiml#R,

« StoreFront W7NEEFTE DNS HF[EITE URL BT AM X VPN vServer IP #ilit, UEFHAS AR
W X 3# 17 SR FIER .

R StoreFront BEHAEMTILL URL, REHARIEIE URL MimOLEEEES5M X URL MigO4AE
HEE

=%

MREERERFER T FRENIEBHIER DNS faZE(E], NEE URL MikOA ST 8ES M X
URL MiwOHERE, WRIEHIF X ALITF DMZ FHER <example.com> URL, M
StoreFront U FEMNE A REIMEHHER <example.local> URL, MERTAFER
<example.local> [B]if] URL $5[E DMZ HEY X vServer,

M Citrix Gateway SHECE
1. & FF| Citrix ADC,
2. BRI EEEEDF

3. 7£“5 Citrix F=mE&Em" T, $& XenApp and XenDesktop®
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4. ERLABRHTHEHXMH

Citrix_ ADC VPX AZURE BYOL (100000) e R e A BT
Dashboard Configuration Reporting Documentation Downloads {:}
Search Menu 4, Download file
Favorites v
Universal Licenzes. HDX Sesgions L]
AZURE >
System 5 3 T STA 4 Up, 0 Down
Storefront Up
AppExpert > 1 0
Traffic Management b3 ; & ,
13 Jul 13 Jul
Optimization b3
Security > Current Universal Licenses Current HDX Sessions
Citrix Gateway >
S CPU Usage Memoary Usage
Authentication >
Integrate with Citrix Products 109 109
«  Unified Gateway 75 75
XenMobile 50 50
I 3% XenApp and XenDesktop I 25 25
0 0
Show Unlicensed Features 13 Jul 13 Jul

Requesting Citrix Gateway Virtual Server... gu-

1. EREFRETHFAEM X NEETZREM X VA E,

EREEHIB A Citrix Gateway

IERIUERAR— T SAXESA—TEHZ 1 Citrix Gateway EHIIRS SR E, MNREEFRERE
Citrix ADC IR & RIZ T X lE#IARSS 28, WATERZTFAX .

BERR:
Citrix N5 FEh4R4E M Citrix Gateway T BIACE X

1. 7£ Citrix StoreFront BRI S EBERD AR NBERE, RAETRFEERTETERE

Citrix Gateway",

2. 7£“E1E Citrix Gateway’R&® L, BHMNXHFIRAN B,
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Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name Role | Used by Ste.. | URL

3. JILSH Citrix Gateway FE#IARSS 2RECE X 4o

4. FERFE ZIP XHHHIM X vServer 53R, EFEESABM X vServer, REBETFSA7 W
RImEE S A vServer, SN HHFMETRAER . REFEH, WBETLLEREESSN
BUEHN %o
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hmpﬂrt Configuration File

1. Select a Citrix Gateway Configuration zip file

Zip file: | CA zip Browse

2. 5elect the vServer you want to import

© s —
o hitps.// 443
© e s

. WEPMER X 1 ERIER, HEFEIEE LA URL, ERIERIZIRIE Citrix Gateway 1&&
9 Citrix Workspace M AEEFRAFEENERIRIESE, FLEERFVFERLF URL (BS
R o

o BHEE UM ERIE URL @5 BXE M StoreFront BREZ 251717,
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%mport Citrix Gateway Configuration

StoreFront Select Logon Type
Review the logon type for the gateway you wish to impert. Smartcard logon types include a
smartcard fallback option.
Select Logon Type
Secure Ticket Authorities Logon type: @
Review Changes Damain
LRy Callback URL [Optional):
| https,//CitrixGatewayFQDN fCitrixAuthService/AuthService.asmx
0 This is the internally accessible URL of the appliance. This is used to verify that requests
received from Citrix Gateway originate from that appliance.
B aPNERAER JSON XfFHEy FEMOE URL
LOGONTYPE
1= 1 &
HHMZEsHE DomainAndRSA =
RETHE RSA 2
HHeF - TELR BaeF =
BeeF -3 BREFI =
B - Bz e2sH BHEFIHARSA =
BaeF - 227l EHEFRSA =
BheF+ - BESMWIE BreFRE =
SIS S NIIE g1z =
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MNRFBE[DF URL, StoreFront FFiB1E ZIP XA FIBIM x* URL BEER[EIAE URL, &ErRILA
EFER IR IERM Citrix Gateway VIP BIEMRIERN URL, 3F GSLB W%, ESANE M
X #PFEEM—AY Callback URL,

EEAERINRNTEEFMNIIE, FEMEFE URL

6. %E':T-F_’fo

7. StoreFront {8 DNS BXR ZIP XHH%HEVFRE STA (Z2ZIiEMANA) BRSS2: URL, Hie
HENREREEEFR STA ZiEARSE 2. MIR—1EZ D STAURL £, MEAFAREL

%

=750

Impaort Citrix Gateway Configuration
StoreFront Secure Ticket Authorities
The import process has detected the following Secure Ticket Authorities

¥ Select Logon Type Provided URL | Edited URL | STAID | Status
Secure Ticket Authorities
Review Changes https:/f ]
Summary

8. Bl F—%,

9. ZEESAMEMER. NMREEFEEEEGMEEW X URL MixO4HE (GatewayURL:port) BIF %,
EEATHREAREBEMNM X, OB X,

231



CITRIX® STOREFRONT 2203

Impaort Citrix Gateway Configuration

StoreFront Review Changes

Review these changes before importing.

+ Select Logon Type Gateway Information
# Secure Ticket Authorities Gateway Address
GSLB Address
vl Clanges VIP Address
Summary Gateway Mode CVPN
Gateway Edition Enterprise
Auth Type Damain
Callback URL

Secure Ticket Authorities

W fscripts/ctxsta.dll
https:/f Sscripts/ctistaudll

) A gateway using at least one of these addresses already exists. Select to create a new gateway
or overwrite the existing one before importing.

-- Create New Gateway -- = ] View details

StoreFront {£F GatewayURL:port A& RAELZZIHXSANM X BE SRR EEHNINE
W% PLhd, 0RM X EEAREN GatewayURL:port ¢HE, M StoreFront RFEMAFHN K, Lt
WX I§EBEFRER T E 0] LU EF L&

M X 1B EIEE ]
% URL:IGOHEE &
GSLB URL =
Netscaler® {SEIEHBELX =
[E]78 URL =
Web kR Receiver s URL b=
M % stk vIP =
STAURL # STAID =
FRAEERER =
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10. BEH“FA" R StoreFront [RFHREMRSBAN—D, WEEBTR—FKHEE, RELHRSAN
M X g B REIHPRIE AR 25,

11. BEH S

EZRAB—" vServer fiti&, BEE LT E,
AE

FEIERIERIA % 2 Citrix Workspace™ N AR ZHEZENM X, FRIECIIEENERRREN
Mxo. MRKAFERBEBEMMR, WM ZIP XHEFABE—M X IFMA Citrix Workspace
MEBEFERANRIANEX. SAREMXFARENE NBEILEREIAN X

{5 PowerShell £ A 1" Citrix Gateway

Read-STFNetScalerConfiguration
o ¥ ZIP X4 & BB HEIE RN StoreFront EIE RN EH,

« ¥ Citrix Gateway EHIIRSZREEX 4 ZIP XIFHWABIRARTE, HERHERSEEEHEPILE
=1%o

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

£/ Read-STFNetScalerConfiguration cmdlet ZF M Netscaler ZIP $ A @FIEREHINEFEFRN=
N ESOES

$ImportedGateways.Document.Gateways|[0]
$ImportedGateways.Document.Gateways[1]

$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN
Callbackurl
GslbAddressuri : https://gslb.example.com/
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Addressuri

Address

GslbAddress

VipAddress

Stas

StalLoadBalance

CertificateThumbprints

GatewayAuthType

GatewayEdition

ReceiverForWebSites

{Citrix.StoreFront.Model.

}

GatewayMode

Callbackurl

GslbAddressuUri

AddressUri

Address

GslbAddress

VipAddress

Stas

StalLoadBalance

CertificateThumbprints

https://emeagateway.example.com/

https://emeagateway.example.com:443

https://gslb.example.com:443

10.0.0.1

{STA298854503, STA909374257}

i True

{F549AFAA29EBF61E8709F2316B3981AD503AF387}

Domain

Enterprise

Roaming.NetScalerConfiguration.ReceiverForWebSite

CVPN

https://gslb.example.com/

https://emeagateway.example.com/

https://emeagateway.example.com:444

https://gslb.example.com:443

10.0.0.2

{STA298854503, STA909374257}

: True

{F549AFAA29EBF61E8709F2316B3981AD503AF387}
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GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites

{Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite

b

GatewayMode : CVPN

Callbackurl : https://emeagateway.example.com:445
GslbAddressuri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:445
GslbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas : {STA298854503, STA909374257}
StalLoadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType :SmartCard
GatewayEdition : Enterprise
ReceiverForWebSites

{Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite

}

Import-STFNetScalerConfiguration (F$§%E CallbackURL)

Bt zIP X4 & FIR H e 5 RV StoreFront BEIE RIS E. ¥ Citrix Gateway ECiE ZIP SAZRARN
7, HERERSIBEEETISHN=TF %,
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$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

£/ Import-STFNetScalerConfiguration cmdlet FH8EFFEHIM X R5|, F=PHFNXEA
StoreFront, {8 -Confirm:$False B A[FA1E PowerShell GUI B RIERIFFAT N X, NRE
FE—RFHASA—TWX, BERERIESE,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex @ -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways

-GatewayIndex 2 -Confirm:$False

Import-STFNetScalerConfiguration (3EEZHCH CallbackURL)

£/ Import-STFNetScalerConfiguration cmdlet 7 -callbackURL BEIEE FIiEZHIE)E
URL, F=1#1M XS A StoreFront,

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 0 -CallbackUrl "https://emeagatewaych.example.com:443
-Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -CallbackUrl "https://emeagatewaych.example.com:444
-Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
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-GatewayIndex 2 -CallbackUrl "https://emeagatewaych.example.com:445
-Confirm:$False

Import-STFNetScalerConfiguration W& S AN HREENE GRS EHIEEEECH
CallbackURL

f£/8 Import-STFNetScalerConfiguration cmdlet 7 -callbackURL BE3EE ZIEFH[E)E
URL, F=1#MX I A StoreFront,

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 0 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com: 443" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com: 445" -Confirm:$False

£ Citrix Gateway /9 StoreFront MIEHERIERIE (VDA) IRIEHHKIENIZEREIH B, Citrix
Gateway ETTTEREMH I I NetScaler ADC L,

B XECE Gateway WEZE R, 152 & NetScaler Gateway 5 StoreFront o

IRAZRTE StoreFront REZE SRR Gateway, $A/S StoreFront FREIF@EIT Z Gateway #1710
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&E Gateway

EEETE StoreFront FEZER Gateway, i57E Citrix StoreFront B IEHEH & A M B LR N A
BEE TS, ARREEE Citrix Gateway’, X EEE Citrix Gateway % [,

Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name | Role | Used by Sto... | URL

Authenticati... Yes https://gateway.example.com/

PowerShell

BIREN Gateway N EECERFIZKR, 1EEA Get-STFRoamingGateway,

AINBINM X

1. & Citrix Gateway’& 4, BEHFI"
2. BB EME ERAIRE, AR T—%"
73 Citrix Gateway SPEBIEE— BTG M, UEBAFIRIIE,

B X7E Citrix Workspace N BREEFHFEIFIETHNE RS, RIEERIHPEIHEXE
B, UEBIARPRERTERIZEE. a0, ZEILTE Citrix Gateway EBEM Z2RBINHF S
SHIBMUE, UEAFPAIUEMIRFIMEAERAENIE,

« A Gateway B9 URL,

&1 StoreFront EPEHFTTLIREE% (FQDN) EME—RY, FEARETF Citrix Gateway &
BIARS588 FQDNo, A3#%F7 StoreFront 1 Citrix Gateway RZ#ARSS 25EF#EEIRY FQDN,
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Gateway &1 URL "INE) X-citrix-via HTTP #53k, StoreFront {43k K E IE1E
fERH Gateways

A GUI REEARI— TR X URL, #IR—1W X AILGEE 21 URL ihiR), NMIRERMAIR
HEEMM X, BRT URL 29, EEBX AR, AT EMLEEE, EaEE— AT ihEm X
HI5EED URL. LRI GUI AR, HELEBTUER PowerShell #1TECE, 7EiB1TEM
PowerShell (85271, ERZ X% ABEESIS. Flf0, NRENZINEXLTLBERSHER
H}ITEgRZE, BERM GSLB URL MI— el AFAREMEEXIEM X URL 21BE
B, fIBF ML EHR. IEMXfE, EeILUER Set-STFRoamingGateway N/l
— MBS URL, HA -GSLBurl B¥ATHEN URL, REZEBH®EN G6SLBurl , BE
A A FEAEFEERME - URL BB, 650 :

Set-STFRoamingGateway -Name "Europe Gateway" -GSLBurl
"eugateway.example.com" -GatewayUrl "gslb.example.com"

AR

FibRfld, EERMEKR, 6SLBurl BHEZFXIE URL, M Gatewayurl BT

B GSLB URL, EAZHIERT, XL URL #HMAMER, NREEMGER Web 3l

g2iAm, WAaRERAXEEEE ] B2, =@ Citrix Workspace I FAIZF110]

StoreFront if, ©& M StoreFront 3£EX Gatewayurl , SAERNEATFIZIEARE, HE
RIFHECE N IR E#E T GSLB URL,

INREFER DAL URL, NFEHHEENRRAIM X,

- EEERNAE

=2 p g ) ) U
B{HI83FF HDX & {EAM X 123t StoreFront BITFZ 4RI
Bz2if18] VDA,
X Z 12 ISIE INR M X N Fixi2if18) StoreFront, 15i%E

FRILI, It LE Citrix Workspace B
nhas IEETE. Ak, MREEEFERE
BE, BMEMXNATEMRIE, hiEk
£ BRI HDX B&H.

239



CITRIX® STOREFRONT 2203

ARmAR ik
X HDX E&HR QOSRM X XA TR X VDA BY HDX 353
ia], FEN7ERE StoreFront LEIAYIL ST,
BRI,
Add Citrix Gateway Appliance
StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to
Geianl Salnangs unauthenticated stores.

Secure Ticket Authority

Display name: | Europe gateway |

Authentication Settings

Summary Citrix Gateway URL: | https://eugateway.example.com |

Usage or role: @ [Authentication and HDX routing = l

Nt

3. EE REREBMANE £+ LAIRE,

2 RIFEMANBINERBRMA R ERRE XERTEREMM T Citrix Workspace N 12
HMANIAIR VDA BB 3 30 IEA A E Ao

s A ITHZ N EZEERMANMIRS2: URL,
o SNRIZIETEER Citrix Virtual Apps and Desktops™ , MIATIAEFAZF1EHISSIEN STA AR
%250
o YIRIRIETEER Citrix KEENARSS, WAILUER=EEIREN STA RS 25, XLERSBES

BAFHEKAEE Citrix Cloud™ FEIEMANIN, BAE LHC RV FERE SRR,
Rk, XREREZL, UEETRALERE CHEIELIRE#EIE,

o BINIEEDER 2 1 STAIRSZSB[ULMAR. FHETEESN, BNEER—ZRUE
hESZINEEESR, AASNERUE—XRAALR—P=EESS,
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o WfR StoreFront 7| IHAYFRE STA BrS525t1F/0 STA BR35255/7E Citrix Gateway Fz#!
ARS8+, HNR Citrix Gateway HERIMEMARSS 2R, METRESHBETIAK. Bai, =
LIEERGRAE STAKN, XTEERFERTAIERRE, RAEREZEIE AT M Citrix
Cloud EIEMANM ZREIE, BE, ETAMINEFERT, EEBLERECHE
I, R ARRIAT A

o RATIEHIZR N =IEHERROAECAE N StoreFront ¥ NE L EEH. TABER GUI A
L% ; B XEM PowerShell AMMEZ2BANT R, BEHARET R,

o EFAFHTEZ STA IRSZIBBUUE STA RSB 23ZE D A1BK, MIRKIER, N StoreFront
TR EE BB E =i X L AR S5 25

* 90R StoreFront A1) STA fkS58%, WERE—RIENEEERIZRSER. FRINER
™, LEBSIEA 108, BERTMAEE X E,

« FNRIEFLE Citrix Virtual Apps and Desktops T£ Citrix Workspace W AERF =1 B EHNE
BERNERSHFEENRIEL TITARES, BEEERRIETEME.

- MREEET S STA, U (T3 EEAFD STABRBIE CIRTM) .
oo FEA STAEREIE (A1RFTA) ~BY, StoreFront RMF MR STA KBRIEE

IE, XHEFEME— STAERIFHREIZEAATH, BRRIiEtASFH,. 20R StoreFront
FRRRTERZRBIFEN STA, ©EERERIEASEN STA.

Add Citrix Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on Citrix Virtual Apps and Desktops servers and issues session tickets in response to
connection requests, These session tickets form the basis of authentication and autharization for

¥ General Setiiige access to Citrix Virtual Apps and Desktops resources.

Secure Ticket Authori
e Secure Ticket Authority URLs: @
Authentication Settings
https://ddc.example.com/scripts/ctxsta.dll E]
Summary

https://ddc2.example.com/scripts/chesta.dll P

| _Add. || Edit. | [ Remove |

[_] Load balance multiple STA servers

Bypass failed STA for: EI hours [I minutes EI seconds

[+] Enable session reliability @

™| Reguest tickets from two STAs, where available @
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EERRER, #F—%
4. EESRWIEIGEIRTF LAIRE,

o 3% NetScaler® A<,

- IREFEEEEHEB URLWZ T X CBEEERE2ERSH[AHTFESEN) , FEAEKERA
[E]iF URL, MIATUEEAR X VIP, XFD1F StoreFront BEEIEREBEMW NN X, MIMHEE
FBENE URL BXRM RS 28, BN, EaLUREEZE,

o MBRIERF|RPEIER Citrix Workspace R FTERF AP 718 & LA BN S HIRIES %o
TR EB9E X Citrix Gateway 1 & ECERNE RIFRINEEENTIECH . XfEF Citrix
Workspace [ FAT2 12 B RBx R 1% & B eI & 0X3E 2 FIEEIE Ko

« 3F LDAP E1RI0IE, 4K’

XFAN OTP BRI, EFE BB

3F LDAP fil OTP BARIE, @EFE MR EBH .
MNF@EIREEHITH OTP FMHEIE, EEREFHREIE.
M FIEREHRIIE, EFEEFE

F SAML SAIIE, EEE,

MREECE T ERFIMWIE, FHE—THEBMNEIES A, BREEREFHIMERRZR ]
WUELRR)Z757E, BN EREFELR" T RPEEHEES M I %o

o (Fi%) 7£°[EA URLEHIAR X BIAEREIIA1R] URL, XSDiF StoreFront BX3R Citrix
Gateway FPIEIEARSS, LUIRIEM Citrix Gateway RIMNIER BT RBIZIEE. ZHEiHRA
EEBEGRIE7R (FISEEFR SAML) FELT, SNAILNESEZ, IREEZN
BB HH[E URL BY Citrix Gateway, Mt URL A1 F4HFE BRI X AR SS 280

“HINM % 1 RER B M IIIEIK E & & B F RS E (/en-us/storefront/2203-Itsr/media/
integrate-with-citrix-gateway-and-citrix-adc/gateway-authentication.png)
BERRER, BT—%"

5. BE el UNARE.

T % IR & T EREN RS EE (/len-us/storefront/2203-Itsr/media/integrate-with-citrix-
gateway-and-citrix-adc/gateway-summary.png)

6. NARERE, BEHTR

7. MIRBERE 225 (HF) , WS X AEEESRISHER PowerShell #1TERE. A0 :
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$gateway = Get-STFRoamingGateway -Name [Gateway name]

$stal = New-STFSecureTicketAuthority -StaUrl [STA1 URL]
-StavValidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL]
-StavalidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway $gateway -SecureTicketAuthorityObjs
$stal, $sta2

8. EEAFREBEIM X IHRENNAREE, FRE T2 7.

9. RIAE R, StoreFront ERAXNHEF#HITHMINIEMNM X ##1T HDX BREBLUABIEZIR, AL
EIREIE StoreFront, SUETEER &£ HDX BBRH H0FERRRERIZM %,

PowerShell SDK

Z{E M PowerShell SDK A %, iEIEA cmdlet New-STFRoamingGatewayo

Ytg BN X
1. 7£“E# Citrix Gateway' B H, RPHEEXNM X, RERMWE"

B XS, EER 0 Citrix Gateway
2. BREUREENE R,

PowerShell SDK
EFH PowerShell SDK &M X B2&, 15 cmdlet Set-STFRoamingGateways

HER BT X
1. 2B Citrix Gateway’ B, PFHEEERHIM %X, AEEMER
2. EWIABEORR R

PowerShell SDK

E{ER PowerShell SDK BRI %, i&EIAHE Remove-STFRoamingGatewayo
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{5 Citrix ADC #H{T & T 85

AIRET X FUfAESEshAFHSEREDINET W I HES StoreFront AR 230 StoreFront
IRSBEAIES. AXIFANA T MMAIESE Citrix ADC 1%, UEIRS24EHH StoreFront fRSS85
2833 8 Citrix Workspace N FRIEFH Web RS 8589E AJEKi# 1T Hit5%,

73 StoreFront fR55234H 4 #35#533 6% DNS i2R
RNIBEFHHE FODN €2 DNS Al PTR i2R., EMEHME Fim{EHLL FQDN & Citrix ADC
1% T EI9H251510) StoreFront BRS5354H,

5l © storefront.example.com f#HT/EHHEEIARSI[IHIELL IP (VIP),

ECiE StoreFront RS 3%

IRFBLRITREIIMBIFRE StoreFront fRSZ23EPNACE A StoreFront fRSB2F4AM—ED, ZBTER
ZHxziEETIEEUBERE(IERENER. B X HRSFJ/ANNBIRSI[ANEZIFMEE, BRI
AMB RS 254,

FMIRSSANE BN HTTPS, LUEAFHHEEIH StoreFront fREZ 22 EIREERINEN, 155
£ HTTPS fR1F StoreFront, JIEPHAAE Z HaET%EY FQDN fEA L% (CN) SHERFHELIT
(SAN),

RS ERAEAR URL IGE N A H I ZA URL, EEXEAK URL, IBETE Citrix StoreFront EIE#E
wlad, EEMERPERET IRSH[/A, ARREHEHRER URL, HWAMFHTHEMRSEZN
URL,

aiEECE Citrix BRSS MSASRAMER HTTPS

StoreFront ZiE & & Citrix RS EAIES Windows ARSS. ULARSSRB HMMARS AN, FHISH0 X #
StoreFront fRZHNEITIRR. XIF Citrix ADC F1EMEE =AM EERF B StoreFront IRSZ 23502
BB B TR S

BIAMBERT, SMEERRRO 8000 LA HTTP, EAILUERNEERNERRO 443 £H
HTTPS,

1. 7£% StoreFront fR$535_EFTFF PowerShell £ IAIFE (ISE), FH5EITU T an S HEIALIIZS
E HTTPS 443 :

$ServiceUrl = "https://localhost:443/StorefrontMonitor"

Set-STFServiceMonitor -ServiceUrl $ServiceUrl
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Get-STFServiceMonitor

2. STRfE, HEREREE] StoreFront AR5 2RA P RIFRE HARSS 88

3. EXMESFHITREN I, JFTE StoreFront IRSZ 2RI E {thAJL81/18) StoreFront ARS527HY
RN ERIAEERFHALT URL, NiEEFHREE StoreFront lRSZBVIRZS XML fHE,

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus

<ArrayOfServiceStatus xmlns="http://schemas.datacontract.org/2004/07/
Citrix.DeliveryServices.ServiceMonitor.Contract" xmlns:i="http://
www.w3.0rg/2001/XMLSchema-instance">
<ServiceStatus>
<name>Citrix Peer Resolution Service</name>
<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>CitrixConfigurationReplication</name>
<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>CitrixCredentialwallet</name>
<status>running</status>
</ServiceStatus>

<ServiceStatus>

<name>CitrixDefaultDomainService</name>

<status>running</status>
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</ServiceStatus>
<ServiceStatus>
<name>CitrixSubscriptionsStore</name>
<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>NetTcpPortSharing</name>
<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>WAS</name>
<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>W3SVC</name>
<status>running</status>
</ServiceStatus>

</ArrayOfServiceStatus>

BO& Citrix ADC faFig65ss

BERIRIED

INRIEFB StoreFront RS 23FE AN B IS BANER, MATRRIEBZES] NetScaler £, X
=NER, LUE NetScaler {S1F StoreFront fRZZ23HYIEF,
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1. BREF| NetScaler® ADC & EIE GUI,

2. %% REEE > SSL > if# > CAEH,

3. BERE.

4. 71 RE CAIEH A L, MAMER-BHEMLHR, P EEXMH HXEIERX M,
5. PHRE,

RIS BIET

ZEAHTTPS, ZKFE—NIEH, HEBERRI LS MHITEEH FQDN, ERIUUEREIEA
HIUEBMAAAIIIIERHITE o

B IEE PEM SNV R BMEZEX G, NREFEEEE PKCS12 S AFHAES, MaETiL
fEF openssl N {F, a0 :

openssl pkcsl2 -in cert.pfx -clcerts -nokeys -out cert.cer

openssl pkcsl2 -in cert.pfx -nocerts -out storefrontlbeu.key

RHIM—MER, ERBAIEREBEMIHN PEM BiE5E1E,
BRI -

1. & F%) NetScaler ADC & EIE GUI,

2. %R REEME > SSL > iF¥H > CAEE,

3. BERE,
4. E BRECAEB AL :

a. WA IEB-BA K.
b. 7 IEBXHE T, B EEXH FHXEIERXX
c. EEHANMGRT, BEEEXHHNKEUAEHREAN o
d. AEE MRARREEE.
e. BHRE,
5. B EHE A PHHERIRIE R,

I BRI REEE (/len-us/storefront/2203-Itsr/media/integrate-with-citrix-gateway-and-citrix-adc/

cert-install.png)
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TFE1 StoreFront BRSZ 83T ARINE Citrix ADC I&E R H T HaR

1. SMEREEE > AHTE > RSF . REHRINHRNENTEH#ITHETER StoreFront AR
588,
T = 2 4 StoreFront fR528, @49 StoreFront-eu-1 #1 StoreFront-eu-2

2. ERAET P NARSHEE, H S StoreFront T3 i ARSS 2 IP ik,

TAEMNIRS 0BRSS 25" R E 8 B (/en-us/storefront/2203-ltsr/media/integrate-with-citrix-gateway-
and-citrix-adc/server-nodes.png)

E X StoreFront a3 EIRS 234 FFRE StoreFront T RIS
1. EF3 Citrix ADC B GUI,

2. EFRRBEE > AHTE > IS8R > FI0", ARRN—"1 %7 StoreFront BIFT M FHER
FRBRRIANRE,

3. MBI THIKEAR, #EiF StoreFront’,

4. TNRITENT StoreFront YMMESEE N HTTPS, MARETRE R, TN, BEBCHIEPRILE
InFia AlmE 8000,

5. EERBEGEIRS SN, XA EBY StoreFront RS3 28 EiE{THIARSZMIIA, StoreFront
AR ®TENMTE StoreFront BRZZ 28 _H551THY Windows BREZ#HITISM, ZARZREIU TAREZ IR

.
0N .

W3SVC (IIS)

WAS (Windows #Hi285EIRSS)

CitrixCredentialWallet

CitrixDefaultDomainService
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& Create Monitor

Name*

StoreFront @
Type*

STOREFRONT > @

Basic Parameters

Interval

5 Second A4

Response Time-out

2 Second Vv

Store Name

StoreFront Account Service
Check Backend Services ()
Secure

P Advanced Parameters

RIS SFRE StoreFront IRSZS22MIPRSBA

1. M3 REETE > HETE > RSH. % FN, E@ET HTTPS E#%F StoreFront A28, 15
WEEE SSL i, MEMITEFREAKIAE, & HWE

2. EIEHARSAET, £ RSHAMER T, R EIRSAHARR,

a. $$ g?ﬂﬁ%o
b. EERIEZFEIE XA RS 2R
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c. BEHFFEEEM StoreFront RSS2 EIEMA SSL, IBHAIRD 443, SN, BRALRD
80,

Create Service Group Member

IP Based @ Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 ) ‘ Add | ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A {domain name of the IP address)

Port
443 @

Weight
1
Server Id

Hash Id

State

3. 700 BSANER B HIER IR 2 BitIiERY StoreFront YE1H2Es,

Monitors x
Add Binding
D MOMITOR NAME WEIGHT STATE
toreFront v
StoreF 1

4. A0 IEF BB

a. HPEZFIHIEP.
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b. BEMFEZBEZAISANIRSSFIETRI CAIEH, UKRAIEERET PKI (SEFERERIEM
CA.

ServiceGroup Client Certificates Binding X

Add Binding

0O CERTIFICATE

O

5. NINEE"ED. EEBMARP R IP 53k H i ARk & X-Forwarded-For’, XFLIF7E Citrix
Virtual Apps and Desktops Policies F{EFZ i IP ik,

NARPRESEA BT EHELIIRS S

1. B F3 Citrix ADC REEIE GUI,

2. BFRREEE > ARTE > BUIRSEE > I AUSIZHELARS 85,

3. WAR, %EF SSLMUHBA O, REHHE IRELIRS .
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. Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIP)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

Mame*

StoreFrontLB (D

Protocol®

S5L v @

IP Address Type*
IP Address e (D

IP Address®
. 6 . B @

Port*

443

p More

«

4. T2 eI RSB A I E R A T E LRSS 25,
5. HEIE a4 E R IRS ARMEREIRSS 25 CA IEH,
6. AWINHEEDHIERNEH TEHZE, StoreFront 71 EFERE NIER 2RI BIERE
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7.

Method

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
request. In addition to selecting a method, you can specify a delay in accepting reqguests on a new service.

Load Balancing Method®

LEASTCONNECTION v (D)

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN s

Mew Service Request unit®

PER_SECOND W

Increment Interval

A RAME BB

Q

SR %L E A COOKIEINSERT',

b. FFEIYHIENEE NS StoreFront FHIRIEBETATEIAERE], BAIAT

SR T 20 DR,
c. fn% Cookie. ffl4, NSC_SFPersistence, X J7X7EiEixERES FiR%,
d. HEMDFAMIRE NONE,

=

MNMREFIEARIFERE HTTP Cookie, MEEIEKNAEE HTTP Cookie, HEAREARE
Ao
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Persistence b 4

Configure persistence to route all connections from the same user to the same service, such as an application
that includes a shopping cart or that handles banking transactions. With some persistence types, you can
configure backup persistence, which takes effect if the primary persistence type fails.

Select Persistence Type®
(O SOURCEIP (@ COOKIEINSERT OTHERS @
Time-out {mins)*
2
Cookie Name

NSC_SFPersistence

Backup Persistence

Backup Persistence®

NONE e

Backup Time-out {mins)

2

[Pvd Metmask
2k . 28R . 2hh . 25h

IPvE Mask Length
128

BZE StoreFront [B]3%

HEARMULZ A FITHEERET, StoreFront RS BINAEREE FIsER SBURE BRI H5%SS,
HORERRHEIS — RS8R XESBERERENENTR. A StoreFront I&& B RA[EXEE K
B XMER. BIABERT, IREIRN On, XEKETIARS UM ENEBD B IR ELX IP i
ik 127.0.0.1, FERMRFFAR (HTTP 3 HTTPS) AL, XiEATEIRSIFEBEFMFERAIE SSL &
IEESEBRNIE, MRAFHER[E SSLLIER, HA@ES HTTP (Ri##E) 5 StoreFront 3@
15, MIFEELF StoreFront [EX@ESEIE /I OnUsingHttp, XEkE StoreFront XA EMN
HTTPS &k HTTP,
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BOE Citrix ADC fa #3982 UASCI AR S5 8340 2 [BIRYTT iR [R5
MREFEEEW PN HES StoreFront fRZ AN B UL ERE, WAITAFERAE & 111 LB RIERER7E
eiilziEl & FIITIREWE, StoreFront T £ HlfFEHA TCP %0 808, HILfER HTTP % 80 Ik
HTTPS 443 EHIM B AEEHELREZ[/ERK. AT HRSRESTEYE, BESEFHNED
Citrix ADC 1&& EEIZE 1 ERIARS 3R, U StoreFront ARS52540HY TCP &wm[ 808 #17f
HI9H,
EEBATFITRRS NARSA
1. BRI Citrix ADC EEEIE GUI,
2. &R REEE > fH8TYE > IRS4A > .
3. WMARRSZERIR, FMIMNEZNR TCP, AGFET OK fR1F.
4. 1£ Service Group Members E33H, FINEZFITE Servers E3HEXHIFRE StoreFront AR
ST =, FHIF Port $8E /I 808,
5. 750 Monitors 2847
a. B EIRSFSAUBEMEE.
b. BHERNIN". WAL/, FHEEEIGEN TCP, BHRIE
C. %EE“%E”O

15128 TCP BIREEE (/en-us/storefront/2203-Itsr/media/integrate-with-citrix-gateway-and-citrix-

adc/monitors-tcp.png)

RITHRES eI A T EHELIIRSS 25

1. BF3| Citrix ADC ZEEIE GUl,

2. 1% RETHE > ANTE > ERIIRSEEE > T, AERIMFTRIRSAE.,
3. A%

4. FHiNEZN TCP,

5. A IP ik,

6. %A ¥wl] 808,

B4 808 MR R EE(/en-us/storefront/2203-Itsr/media/integrate-with-citrix-gateway-and-
citrix-adc/load-balance-808.png)

7. BEHARE
8. B TR TEELIRSHBRSARE, EFaIZNRSA, RARRHHBE
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9. AI“BEESD, FHAHTHEHZE I1LKEN ROUNDROBIN,
10. BEH el U ES,

Ao StoreFront LOET 1 # A3 RIEUT £

BRI EETEED .

ECiE £ Bt XIBY, 1B1EE ST HRY EARSS S B 02 5 T <5 P ik PUACRIAR S5 2s4A Mt

BUi& Citrix ADC f StoreFront LUH{TZERFR P B IEIIE
(DFA)

Al B EAIIE Y R Citrix ADC 18 StoreFront WETFREMBHIIFRET — 1 E—WETE
X =, EfRAAT BBHRIE SDK SIMBMIIERRASZR, EMIMTE Citrix ADC i&& 7 StoreFront
ZIERBEEREREGMIIE (DFA). ZRFZESHWIEMNATFFEMIIERENERMLIE (2
FEEIRIE) &ERAS—1 A, a0, Citrix Gateway FE S PIRIEERE StoreFront, A5
StoreFront 58 =5 B M KIEARSZSBRHARS H1TR o

7£ Citrix Gateway FEEEZRIRKE S D IIETE CTX200383 Hi#H1T T ik,

RN
« JBR Citrix ADC 12 & #0 StoreFront Z [BIFEEZRIRIF, 1BEA HTTPS A& HTTP
™o
o WTFEHERNE, HHRTEERET B, PIET A EZEERMIRSI[IERHE IS HTTPS
BEDRHITTRLE,

o HA1RY StoreFront FEZE HTTPS B, Citrix ADC &% StoreFront IRZ2SIEPHIMEEIEN
SEEHNERMENM,

StoreFront BRI T EEIN
s ENFETRERTE R, BEMET A LZEE=ABRRIEREN

s TP RELEBFESERERESNRIEAXANRE, FRENEEIEMT R, BEHE
RERK B ML,

BRERRRSHEIE

BT StoreFront ;% F BATI&E Citrix MHEZRIFIZEN GUI, FELLiEFER PowerShell 1255 %i
ERFTBEH DRI,

1. REERRBEMNIIL. ERMAREE, EFEMEA PowerShell ZH8# TR %R,


https://support.citrix.com/article/CTX200383
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PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\Receiver
StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> &
\ImportModules.psil

Adding snapins
Importing modules

Loading 'C:\Program Files\Citrix\Receiver
StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver

StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bf694fbc-aeba-4d56-8749-c945559e897a
ClassType : eleb3668-9clc-4ad8-bbae-c08b2682clhc
FrameworkController

Citrix.DeliveryServices.Framework.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27a5980f716cC
RootInstance : 5d0cdc75-1dee-4df7-8069-7375d79634b3
TenantId ! 860e9401-39c8-4f2c-928d-34251102b840
Data {2

ReadOnlyData : {[Name, DelegatedFormsServer],

[Cmdlet, Add-DSWebFeature], [Snapin, Citrix.DeliverySer

vices.Web.Commands], [Tenant,
860e9401-39c8-4f2c-928d-34251102b840]}

ParameterData : {[FeatureClassId, eleb3668-9clc-4ad8-
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bbae-c08b2682c1bc], [ParentInstanceld, 8dd182c7-f

970-466c-ad4c-27a5980f716c],
[TenantId, 860e9401-39c8-4f2c-928d-34251102hb840]}

AdditionalInstanceDependencies : {ble48ef0-b9e5-4697-af9b-0910062aa2a3}
IsDeployed : True

FeatureClass
Citrix.DeliveryServices.Framework.Feature.FeatureClass

2. N0 Citrix 2{EER ik, BZE StoreFront #1 Citrix ADC & & ZBINHEZREE (BB) . FK
FHMEZ i ID %5 E1E Citrix ADC &% AR B RIERE.

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-
DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -passphrase

secret

3. NERKREFMIIEFIEL REANAERERBIBENKRE, BEERMEI, BEC:
\inetpub\wwwroot\Citrix\Authentication\web.config & $% ConversationFactory, Xz&— 1 &A]

RESERIRIRA

<example connectorURL="http://Example.connector.url:8080/adapters-sf-

aaconnector-webapp">
<routeTable order="1000">
<routes>

<route name="StartExampleAuthentication" url="Example-Bridge-

Forms/Start">
<defaults>

<add param="controller"
value="ExplicitFormsAuthentication" />

<add param="action" value="AuthenticateStart" />

<add param="postbackAction" value="Authenticate" />
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<add param="cancelAction" value="CancelAuthenticate" />

<add param="conversationFactory"
value="ExampleBridgeAuthentication" />

<add param="changePasswordAction"
value="StartChangePassword" />

<add param="changePasswordController"
value="ChangePassword" />

<add param="protocol" value="CustomForms" />
</defaults>

</route>

4. 7£ PowerShell A, RBEZRKREFMRIEINIETL . FELRFIP, KEH

ExampleBridgeAuthentication,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell 28R X9 A/\E : -ConversationFactory 5 -conversationfactory t8[&],

& StoreFront
TEEN#E StoreFront i, HHEEAE=FFMRWIEEH, RAEEEM StoreFront BIZHEE,

ERAARRIEHTS A IIIE

RLAABFEXRE, FAFE=ZAFLAARTATFHBESIFERINELRBEIR. AXNEBU
@i Citrix Gateway FR—MIHITEMIIE, MMIRFIFNMIRIFERE LB R FERIIHRIER,
Rig, 1B LUERRREMIEA StoreFront 1 Receiver for Web i s T B 303IF, AXFRBAYES
Citrix Gateway #{THHIIE X ##@1d Receiver for Web I S B RHIAF, bH WA AR
AN EEFEE Citrix Receiver 3 Citrix Workspace M ATEFBIAF

REMAIF T
ABIfER% I production.com BY4E = 15iH1%4 /9 development.com BYMIIx 5L,
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production.com 3%

ARBFH production.com IHIGEIT :

« BBE7 production.com LDAP BRIRIETREZAY Citrix Gatewayo

o B X HITEHRIOUER, {#/ production\testuserl ik~ FZH3,

development.com i3

A H) development.com IEHIZEITF :

« StoreFront. Citrix Virtual Apps and Desktops #1 VDA #3fiZF development.com IHH,
« X Citrix Receiver for Web 4RI SR I8IEH development\testuserl f P FZE D,
s AMEZEIRBEEXR.

FIN FIREIEECE Citrix Gateway
E N AMEIEECE Citrix Gateway -

1. 7E Citrix StoreFront EIEZEH RV AMBERPEF NARRE", ARTRFEFERTRETEE

Citrix Gateway’,
2. E“E1E Citrix Gateway’F&® L, BH 7R

3. ENEMIRE". “REEIUEMANA M FRNIWIET K,
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Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users.
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied

General Settings to unauthenticated stores.

Secure Ticket Authority . -
Display name: | ProductionGateway |
Authentication Settings
Summary NetScaler Gateway URL: | https://gateway.production.com |
Usage or role: @ lAuthentication and HDX routing - ]
Add MetScaler Gateway Appliance
StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets farm the basis of authentication and
¥ General Settings authorization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
y Secure Ticket Authority URLs: @
Authentication Settings

https://stal.development.com/scripts/ctustadll =
Summary 3
2 development.com/scripts/ctysta.dll -

Add. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: EI hours EI minutes EI seconds

[+| Enable session reliability @

O Request tickets from two STAs, where available @
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Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: | 10.0 (Build 69.4) or later - |
Secure Ticket Authority VServer IP address: | |
Authentication Settings (optional)
Logon type: @ [Domain - l
Smart card fallback MNone hd
Callt_:ack URL: @ |https:f}calIback.pra-duction.com | /CitrixAuthService/AuthService.asmx
[optional)
B ] (o
p=3 3

FIREFRE N DNS &4 %28, UER M EARY DNS ARSS 85 °I UM 55— ME ERY
FQDN, Citrix ADC & & XNBEBEHAE production.com DNS ARS52RFEMT
development.com 33 _ERY STA ARS528 FQDN. StoreFront RN iZBERR A H
development.com DNS BRS52:##%T production.com 3Z_EMI[EIA URL, &, mILUER
fEKT A9 Citrix Gateway RE#IARSZ2:EEL IP (VIP) BY development.com FQDN,

B Citrix Gateway [BE3@

1. 7 Citrix StoreFront EIR{EH GNANERFEF NARME", AT RFERFRLTEES
REIERE

2. BEBEMWIERERRL, ®E Citrix Gateway E&E’,
3. BEHAE"
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Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources, (i )

Method Settings |

User name and password m
[ | SAML Authentication -

Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

| | Smart card

Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+  Pass-through from Citrix Gateway
Ins.talllng ar:ld unlns.talllng Fhe EUth[EHtICEtICIF:I metheds and the _
authentication service settings are included in the advanced options.

o R

{8 Gateway AR A RS LU TIERHIE)

1. 7£ Citrix StoreFront BIEZHI SNAEMNBERPEF NABE TR, AREERERPIEZF—
NAEE, TREERT, RHRETERRRE".

2. EE BREERR.
3. HAREFF Citrix Gateway FMEIENN BEIE, SARAKFM Citrix Gateway, STA EIENLET
Eo

AR RI& B B O B R BB B (/en-us/storefront/2203-ltsr/media/configure-manage-stores/

configure-remote-access-setnngs.png)

T4
1. 7% Citrix StoreFront EI2ZHI ENANERPEF FHE TR, HEERERPEE—FiHE,
TERFERD, BEREFERE
2. A EEFMHRE TIHL, B BRIEE"
3. BRERGE—HMY 8% E, BXFAER, BEARAFHILE,
BRIKEERD MR EN RS & E (/en-us/storefront/2203-Itsr/media/configure-manage-

stores/store-advanced-settings-token-consistency.png)

4. BEHHAE"
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AR

ARINBERT, “BEXRSE—HERELTIZF (BR) KE. WREZALIGE, BT Citrix
ADC iz 34 (EPA) B9 SmartAccess IHEESHELE T 1E

A Citrix Gateway E@#RF Web kiR Receiver I 5
BEERTR

2 Citrix Gateway E@AJBHLE Web hik Receiver &R M Citrix ADC & & ZiEH
production.com IHHPHRIEMHEIRE, 2 Citrix Gateway BEi@ES= FE Web ki Receiver 12
TRPEAEE, XEEESET Citrix Gateway B R EREIERE,

1. £ Citrix StoreFront EIEHEH| 8BV AME R FIEE Fl T <o
2. EFBERNFH

3. EHRMFERT, BEHEE Web R Receiver IiR"s

4. EBHWIERZES, 7BFR“Citrix Gateway Eif"

5. BEHHHRE"

“m%E Web hR Receiver thm & O, “BRWIESE B2 B R REEE (/en-us/storefront/2203-Itsr/
media/integrate-with-citrix-gateway-and-citrix-adc/recr-for-web-site-authentication-

methods.png)
fEMA production.com AR MIEIEERE Gateway
ER, B5ER production.com AFFIEIEERE Gateways
Please log on

User name devuserl

Unified Gateway Password

Unified ¢ _

BRE, RAERIWTHAFPBA development.com FiE.
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CiTRIX

StoreFront

Log On

7E StoreFront PARIMNZEERVE THIFIR (Fik)
HIg BRI, BEAAEARTHILAFESMAAIRIELGE Cirix Gateway 175 H%
iE.

MR MENEFLMER, WEBTREEALIRMNE, FAFBARESRT @D Citrix Gateway &
REEERIE, ARG, YRFIRTHEFPERE Receiver for Web Ih 58, AP EREASIERE - NE
g A domain\username,

1. 7£ Citrix StoreFront EIEZEHISHEMNBERPIEF FME, AT REERD, 2HEEEH
BERE
2. EF AP AMNEBE S0 ThIE k.

3. BN LLRF development.com AMAREMERE, AREFEERNEAFETREIIR &
AR,

4. BEHAE"

Configure Trusted Dormains

Allow users to log on from: Any domain

®) Trusted domains only

| Add.. || Edit. || Remove

Default domain: [ development.com -

Show domains list in logon page

o |
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devuser1

CiTRIX

StO rEFront development com

= g

FUL S MRIIES RPAENER N KNSR EBET. MRAP AR N TEREHKFIKE T AR
w5, BEEFAER SERERRIRE,

Citrix Gateway TG Pl VPN (CVPN) &G {/EHRBE

« PNRIEZH Citrix Gateway RIEHRIEPERAT Web NAREFHNESRES, N Citrix ADC &&F KX
3 Receiver for Web AR IEFAEIREG# 2, HAEETE Receiver for Web B EZERTM
Citrix Gateway E3& B IIIEAE. ToICLETIZE AR, Receiver for Web ZBazRIIA
i,

« 7£ Citrix ADC & &HIER B FIRAK M BB AREF ENFHRNRESEREZEFEHEXR
X PR EY1T Ao

NetScaler REERBENREEE, & HAIIEIN-F(en-us/storefront/2203-Itsr/media/integrate-

with-citrix-gateway-and-citrix-adc/netscaler-client-experience.png)

NetScaler REERRENRREEE, BEAHNAERFIEDF(/en-us/storefront/2203-Itsr/media/

integrate-with-citrix-gateway-and-citrix-adc/netscaler-published-app.png)

IEEERR
EERT
http://ping.citrix.com ABAAE, RNEM.

BNERERBBENE =S ML EANEREIT. TR B IERIA R R M,
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T ERGEINRRTR, EENMERNNEREEITRMN URL, AHZ AT Citrix Workspace
NARRRIREREINS, HERMESRIAE AR BEERIANE LR AEME. HHAFH
I REHNAEFE, LEERMEBLIRMRRIRSER, UEMNEHERIFHAERR(E
¢4 Citrix Workspace M BEF. XAIBERAFEIHNSEINBAEFNA2BAKEIERE
o BTN BI25RY HDX B P in NMEREIR. EAT Windows 2503 X5 S HRARY Citrix
Workspace IR NERARERENR, AMERANEREN. [BAMERMFES LiE1TH Citrix
Workspace [ FAFE & [E B {5 A N 2RF1 A ZBIE 4T

EIREIRREEE (/len-us/storefront/2203-Itsr/media/integrate-with-citrix-gateway-and-citrix-adc/

manage-beacons.png)

a0, NRARBERRAIAIE, XRTAFBEESAMME, B2, R Citrix Workspace 3
BEFTERRASETR, FARINARETRRIBREEN, XERERFES Internet 2, B
MIFREIMENGB. FLb, AP RIEE Citix Gateway EZISEAMNARER. HAFIFEEE
HNAEFE, REZFNRSSHSWEER, DURMEEZLIUETHEEBR Citrix Gateway 1&&
FAEE. XERERAFPENNREXNAREFNEZTERILE.

ZRIANER T, StoreFront IgiE :
- REBEIRNEBERIEA URL,
« S\EBEIRA
http://ping.citrix.com . WIABAA, HAEEAEESHET.
o IZAINAIE— Citrix Gateway ZBER URL,
EfRcBENS

1. 7£ Citrix StoreFront EIBEHIGHEERS, EFERE TR, HERFEERD, RHEEBE
2. IBERERSBEIR=E URL,

« E(FH StoreFront SPEMPRSS 8 URL 21 2% URL, iHEREARSS URL,

- BEFHEER URL, BiER IgEEinti, SARBARBMEFSAIER URL,

3. Bl A LERANEBEIR R URL, BIESUEIRR, BENEMERFIRPIER URL, ARER
i fetE. TEFIRFER— URL, RSB MR UFIER izt BIFER <.

BB IHEEEDFNEIM Internet FETEYS A ANEMEIR R XEEIRRBBNEN HTTP HEAD
BERo BN EARZRARIEGR URL, MAEE=7MI5HY URL,
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WMREHEAEIRR, BAREPERESENEINMSEEF Citrix Workspace N BER. AFPH
LGB fER Web X% 238 RHELEIK P I ERKIRENE B Citrix Workspace W BIZFTEC X 4. &
n, SR BEESHIE X, FHERHELEF,

PowerShell SDK

EIRENHFIENR, 151ER Get-STFRoamingBeacon,
EARINELR, EfEA Set-STFRoamingBeacon,

BERMEM&BERERINE, EFER Clear-STFRoamingBeacon,

SIENEMNEBERNET FQDN

BRI BIE— D RN TLREH% (FQDN), &% el E RN A EIMEAERA KB Citrix
Gateway IEF2IH RIS,

fign, SERTMUERITT URL ¢

https://storefront.example.com {EZFF ARl StoreFront BB URL, TEMLEAERET,
TN/ StoreFront RS 2R ak fa Eiaan. EMRANEET, ERTAM X,

« https://storefrontcb.example.com {EA[EIA URL, EERNMENIE, EEMTAM X,
XGERATFEREIFRRTEBEMRIIE. EAREN X EAIERE S It ES SAN, FfE
F@ECfTIEH,

fRs3a34HE A URL
FEA URL EHHNED URL, EEH BXEPEMER URL,

&R F Citrix Workspace i FB2R7HY StoreFront {S4K

A Z LR Citrix Workspace™ N EHERERR, HERMMNRAE B P &R A
KIEBNHNLE,

FIAMBR T, StoreFront EAARSERAEA URL fEAREREIR URL, TELLECEH, MEERY URL 1E
WERFINERE B, RLFRRERIERER. Eit, FRIFAREEREE N EHNEREERERIAFRN
URL,

B ECEET.

&6 DNS

« storefront.example.com #4779 Citrix Gateway REHIARSS2F8IAED IP,
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SR DNS

« storefront.example.com f#4f5 StoreFront A E39%28 31> StoreFront fR5328 IPo
« storefrontcb.example.com &7 A % vServer VIP, 15 DMZ F I AMFALE 2 B8] 1F1ERH A

&, BIRITIER,

B3R Citrix Workspace™ [ FFEFF @1 [ X E#2

eI LB R, EXBREEIM X EEFER Citrix Workspace N 2.

EFHEMEERENR X

. M Citrix F& T &4,

=

N

w

. FFARAEIE GUI #1TEE o £/ CLI #1TEE

N

EFEETE GUI H#{TEE
1. BEFH Netscaler® EIE GUI,

2. BIBZ—ERAZFIRIE, AEBRT AN

AppExpert > Responder » Responder Actions
Responder Actions

Add

(m] NAME TYPE EXPRESSION HTML PAGE

(w} NOOP noop -N/A- -N/A-

(m} NAM_plugin respondwithhtmlpage “N/A- nam_plkugin

Total 2

3. BB AEFFIR1E ¢
HRY  {EF HTML TI@EMAaR

70 HIABRER /vpn/init/native-app-mandate.html

4. BIB—" MR AR R SRBS,

. X4 £ #B) NetScaler %Y /var/netscaler/gui/vpn/init BRTF

RESPONSE STATUS CODE

-NJA-

200

25PerPage Vv Page 1 of

. BRIE zip XH4#] citrix-gateway-plugin.tar.gze €88 —1 HTML X#4F1— JavaScript X4,

HITS

M LY 25 2R B& B9 R = 21 Bl (/en-us/storefront/2203-Itsr/media/integrate-with-citrix-gateway-and-

citrix-adc/require-app-add-responder-policy.png)

5. ECEMIL 25 ERES
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HBIE | IBTE L5 CERIIRIERI R T,

KT | HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH(".js").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("CWAWEBVIEW").NOT &&
HTTP.REQ.HEADER("X-Requested-With").CONTAINS("com.citrix.Receiver").NOT &&
HTTP.REQ.HEADER("X-Requested-With").CONTAINS("XMLHttpRequest").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager").NOT

B & e 7 25 SR BR A9 R | 8 B (/en-us/storefront/2203-ltsr/media/integrate-with-citrix-gateway-and-

citrix-adc/require-app-configure-responder-policy.png)

6. SMEEELE ML 23 RSB EBARSS 250

VPN RE#ARSS 23MmAL 25 SRS 40 E B9 R & &L E (/en-us/storefront/2203-Itsr/media/integrate-with-

citrix-gateway-and-citrix-adc/require-app-virtual-server.png)

7. BEECIERIRER,

VPN E#RSS 2500 25 SRR 40 78 Y BB & B (/en-us/storefront/2203-ltsr/media/integrate-with-
citrix-gateway-and-citrix-adc/require-app-policy-binding.png)

8. BEIIFERIERTIEM, BITHMX URL UHIAEERBE Citrix Workspace MR R
5, J¥ Netscaler URL 7sN%E] Citrix Workspace N BZ2FHINEARETBE Citrix
Workspace NREF RS,

{5 CcLI Egi@

EFEA CLI EBEBEE Citrix Workspace N AATEFINAE, EHRITUTIRE !

1. BIE®A HTML XHRIMMNERRIE (ERILTE GUI RéRIEECE)

add responder action respond_with_html_act respondwithhtmlpage
sample_page -responseStatusCode 200

2. BIEMm SRR LM IER B Web X% 25HYIFK, MAZ Citrix Workspace W AIEF.

add responder policy respond_with_html_pol "HTTP.REQ.IS_VALID &&
HTTP.REQ.URL.ENDSWITH(".js").NOT && HTTP.REQ.HEADER("User -
Agent").CONTAINS("CitrixReceiver").NOT && HTTP.REQ.HEADER("User -
Agent").CONTAINS("CWAWEBVIEW").NOT && HTTP.REQ.HEADER("X-Requested-
With").CONTAINS("com.citrix.Receiver").NOT && HTTP.REQ.HEADER("X-
Requested-With").CONTAINS("XMLHttpRequest").NOT &&
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HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager").NOT"
respond_with_html_act

3. FERBEEER VPN ElIRSS 85

bind vpn vserver vpn_vs -policy respond_with_html_pol -priority 100
-gotoPriorityExpression END -type AAA_REQUEST
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SHMEF A StoreFront i E

AR

& QgeS A5 B#¥r StoreFront ZZERRATE 2[R StoreFront BtiE. X F LRSI, B 1TER
FEHFE A AR E R AR Ao

&R S H StoreFront FBBNB N E, XOIERRSEMEMRSHAHELE. NRSARS
B L EEFEENEEE, WAREEN®EER, ARBRAEHFEPIEINEE, NRETR
SHhEeWE RIARE, WRHERAENPEFENSARERIENHE. NRKRME, SHN
FEEEMRAEN zip FENER ; IREAFRECESH AR EH#ITME, WX

A8 .ctxzip F2=0o

AUERAKEESHMSANGR

o (REMPATFERE TEMZEEIREHY StoreFront FE, WECEREAIEREFEZHITHNER
KERIBRIER. EXHESINEER, EN backup.zip XHHXHIEARMEEER,

o NRMENLE FH4& StoreFront Z BIH I TH D0
o FIPEIMAENR StoreFront LG AL
o WA R E T MEENNHIFE R 6 A P IO WIFE,

o ER1ERGTF%HE ) StoreFront, IR EE M Windows Server 2019 £k E] Windows
2022, AZEFFHURIERFA AR,

- ESMIBBPWZTNIRSSRAE, FIERES T EIER OIAER BT,

SHHS A StoreFront BB EZE ERYEIN

- MERIRE AR Citrix® LK HRIFAIIE SDK R, a0 Magic Word S AIIEsNE =7 &
MIIEEEX ? MRE, ERBIAEFASEIANZMIIES ENRELZR, EFESARSEHL
TERXERMHL, WREFMSARS SR ERZEFRFHZMILIE SDK 242, NEESARK
Mo MNRFEESAMRSEA, BEANFBER R LR RSN,

o IBAILINFR S BREENERERR. SHMSF A PowerShell cmdlet Sz i 4 A A,
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o IMAIURERENMNERNEMD (ctxzip), 18 StoreFront TAEFHMBRIMENEMN XM (zip)o T
RFEMEBED, BEAIIEEENEIER PowerShell TIEXN KRBT Ho

* StoreFront HeIRZEMEN IS Wik (FHARSSER) B9 SitelD MG EE K § FHH StoreFront
FCERI BT IS Wik (FAMRSSER) BY SitelD ITfg,

PowerShell cmdlet fp>

Export-STFConfiguration

28 £ PUY
-TargetFolder (FF &) BEMEENSHEE. T A

$env:userprofile\desktop\”

-Credential (PSCredential 315R) BE—MEREMNSR, UWEESLEREICIZEME
B9 .ctxzip &0 174, PowerShell EEM RN A
ZRTMENREZENELD, 57ENER
-Credential #1 -NoEncryption B8, =l :\
$CredObject

-NoEncryption (7 X) BERNEENAKRMEN zip X5, E7R
BS{# M -NoEncryption #1 -Credential 21,

-ZipFileName (ZRF &) StoreFront B E &R FEIV B, BN
B B4, fil zip 3 .ctxzipe XH BAMN
RIESHAREIEEIEE T -Credential 3%
-NoEncryption 2 BzhiANl. =
) : “backup”

-Force (fh’/RH) EEZENERSEESRHUETEFEN
BENXHELBENFE.

EERTR

StoreFront 3.5 & IR SitelD BHTE 3.6 AP EFH. FITSARNATBEZEEISE SitelD,
RANBERFERRNERTEEH SitelD, AR SitelD 5T ARSE 2L IS HEERENIEG
StoreFront FRILPCER, A% #F SitelD 1 F| SitelD 2 WEZE S Ao
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Import-STFConfiguration
S8

-ConfigurationZip (F¥ &)

-Credential (PSCredential 315R)

-HostBaseURL (¥ &)

Unprotect-STFConfigurationBackup
28

-TargetFolder (FFTER)

-Credential (PSCredential 315R)

-EncryptedConfigurationZip (T ER)

-OutputFolder (FFFER)

-Force (fr/R{B)

274

fix

=

ESANERNFHENTERR, WEREFENT
BXHT Bf. WFRMNENENRFSE, EF
R .zip ; M FMEBENENDEN, 1B5E

B .ctxzipo Tl :

$env:userprofile\desktop\backup.ctxzi

p

BE—TEEYR, AFESARRE®RENE
#&17. TP . $credobject

MRTSUEH, MEREEENENER
URL, MAEXRBESHRSSFNEVER
URL, =l : https://

<importingserver>.example.com

fixd

=

BEMFENFHEE. =6 :

$env:userprofile\desktop

R LB E IR &R FEBIRNE R,
IBETE ATREERR PowerShell EiE
R, 1 . $Credobject

ERENNEENEENTERE, Byt
EXHT B% ctxzip, =l :
$env:iuserprofile\\desktop\
\backup.ctxzip

FTFEIZME (.ctxzip) ERFEIIARMEBRIA
(zip) ERTR. EMINRBMERARRE, U
BRIUEE R, B7NARMBEIRIEEXHF
BT BB T

$env:userprofile\desktop

EEZENERESEESRHUEFTEFEN
WNEENXHEEHERXRNENEFE,



IESEHNSATH

¥+ StoreFront cmdlet § A X8 PowerShell &i%
7f StoreFront fR5585_EFTH PowerShell £ RIAIF IS (ISE) FH5517T :

$env:PSModulePath =
[Environment]::GetEnvironmentVariable('PSModulePath', '"Machine")

$SDKModules = 'C:\Program Files\Citrix\Receiver
StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose
Import-Module
"$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1"

-verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psd1"
-verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.psdl"
-verbose

BIRSHRAE

ERRSS 8 A LN BRBENRNEEGHREERIE—HRE
SHEENIIRSHRECE,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\"
-zipFileName "backup" -NoEncryption

¥ backup.zip X+ E FIRIR £ ME, ERIUERLENHITRERE , FRSIZERDLFIBR

AN
[3Ye]

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -HostBaseURL "https://
storefront.example.com"
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E0RSHE A LNAREBRHREERBIIRSEE B ULIBABRS RN
SHEEMPRSSFEE.

Export-STFConfiguration -targetFolder "$env:userprofilel\desktop\"
-zipFileName "backup" -NoEncryption

}¥ backup.zip Xf+ & /2RSS 25 B BIRE,

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -HostBaseURL "https://
serverB.example.com"

StoreFront EZEE IS PRIEEX WL, FEEEERS— 1 BE X FiLRE

AR53 28 A Rt StoreFront EREEBEXMILMIE, MAR IS PEANEIANEL, £ 1S HEIERZE
ZNWESHY (1S SitelD 7 2, StoreFront MubBYIRRRFR R UAE S — 1N IERF RGNS (70 d:\)
L, WrIUTERAR o\ R Rnpzs £, EBRERAATF 189 1IS SitelD,

IS FEEE T —1% /I StoreFront BYFTMLL, ZWikLfER SitelD =2, StoreFront BEBETE IS A
HNEEXMEL £, EYIEREATFIREN2: d:\inetpub\wwwrooot o

Add Website ?| X% Browse For Folder x|
Site name: Anplication poo Select a directory for the application.

| Storefront | | Sto;ef-r.o.m-: | Select...

Content Directory [ | Documents -~
Physical path: I g Downloads
| | Izl I | W Music
I+ =] Pictures

Pass-through authentication
[+ & Videos

Test Settings [ |=5_ Local Disk (C:)

4 5 New Velume (D:)

Binding 4 1 Inetpub

Type: IP address: Port: . wwwroot

[nttps v| [An unassigned vl s | b <L) CD Drive (E)

Host name: he
| | Make Mew Folder | | oK | | Cancel

[] Require Server Name Indication

S5L certificate:
| Mot selected hd | Select...

Start Website immediately

4@ Sites @ Default Web Site 1 Started (http) *:80 (http) FSystem Drive3\inetpubhwwwroot

3 Application Pools Mame = 1D Status Binding Path
D@ Default Web Site @ Storefront Started (http) *443 (https) D\Inetpublwwwroot

1. SHRS%S ARBHEIA,
2. TBR=8 B Lk, ECE IS, BIE—1% K StoreFront BYETMILL, ZMiLtEA SitelD 2,
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3. HiREBFARESATIRSEE B, MNP ENILS ID FHER, FEAMMSERESA
StoreFront EgiERY B AR PLAC,

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
serverB.example.com"

ARs58s4H 7=

7R 1 ShRERSHAREHRERETRBIF—RSB[ATE

ZAINEEEEMNEERBEME StoreFront lR5588 (2012R2-A 1 2012R2-B) ZEARSS2RA MK RE#HTT
B, FRERPEESEMNIT CitrixClusterMembership 2%, EFR NS ESHERBIRSSS
2012R2-A 1 2012R2-B, HATFISHEK, BRIEEMHLURE, StoreFront fRSZIATMENVNIEEIR
m, RitbBERRS AT AT R 2012R2-C, HRPHRENIRSIFAKRE StoreFront 2
KEH, MESANEERNERIRSHFAT SIBER, BEREFLFIH=CRSRAMRN
CitrixClusterMembership, 7ESAHAE], HFIEERRSMHFRE, HERERNS AT ERS S
EEE, MNRBREENUKRRSHAT REMNRSSHFATHIR, SAERFREEHFHN

CitrixClusterMembershipo
1. M 2012R2-A B HARSE 234 1 LB, 2012R2-A EAHTEEE M IRZB[ANFIRSE SR

ﬁ'}' CitrixClusterMembers
CitrixClusterMembers Properties 2 ]

Description: Memberships of the group denctes membership of the
citrix Cluster

Members:

i 2012R2A
& \2012R2E

2. e, HETNRIIRSSES 2012R2-C MBI B IRS 254,
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& CitrinClusterMembers
CitrixClusterMembers Properties _
General
I'. CitrixClusterMembers
Description: Memberships of the group denotes membership of the
citrix Cluster
Members:
= \2012R2-A
= \2012R2-B
I \2012R2C

3. WIRARS /AN ERREI ST TIERZ, StoreFront TR AT REFREM HRIHE=AR
SZEREARLAY CitrixClusterMembership, HESARINEREZER,

4. THARSB24A 1 BEEEH S AR T R 2012R2-A,

Import-STFConfiguration -configurationZip

"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://

serverg

roupl.example.com"

5. S ANREELRBIBENRSSHE, UEFRBERSEESAEHERE —HHEKE,

7R 2 FNIRSHA 1 PHARER, HERCEFRRNH ALK LeIBFIARS 2
$Ho, SARTILUREMHFTAARSS 2R4E A B AN R E AR S35 38

Aks5854H 2 B¢

2, AEWEHIRSS 1 2012R2-C #1 2012R2-D, RSE254H 2 BiE MEFINELD

E (RS3/A 1) NECE, RESH[AE 1 LI IFWEIRSER - 2012R2-A Ml 2012R2-B, SIEFARS 28
Ay, RMEAZMNEFE™EFEEM CitrixClusterMembership, #1789 CitrixClusterMembership $A4& &
ESABRNERITENNER, FRSANLCECIZFEBER, CitrixClusterMembership Z£ 41X

LI FAMRS R

, BRHEMARSSIMAIH, RSe4E 2 B— 1 HEPE, SESRSHA 1 HiF

}EE -HostBaseURL &%, ARSZ334H 2 FHERFHBIE BRIA StoreFront 6%,

1. M 2012R2-A S ARSS854H 1 BRiE, 2012R2-A 2T EEE MRS HR/ANTIRS 2R,

2. FARS3ER4 1 EEESARIT R 2012R2-C Lk, ZTRFHEANEERCIZMNARS A 2 WERS

Ao

Import-STFConfiguration -configurationZip

"$env:u

serverg

serprofile\desktop\backup.ctxzip" -HostBaseURL "https://

roup2.example.com"
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3. MAFRAFIRS A 2 BRE BRI EMEMARSER. NIRSHRE 1 FANFEREZBME
ERIARSS AR 2 FIFRERTRG, RANXZARNFARSS 288 IEE M A 2R —ER

BRI 2RSS BEA A PHIEEREHEACEASRSHR4E B RN ERE

AR$5254E 1 FARSS 354 2 EFEETH MRIIBIKIES O ARZE54H 1 E#H1TT % StoreFront ECiE
B, BRARENARS— M IERORBARS A 2, Bl LUSERMIRS 234E 1 BiEFIIRSE 25
48 2, EMERS A 2 LHRMDE-PEEA CitrixClusterMembership, ES AHREEE
-HostBaseURL £, RAIRS254A 2 WEHEA URL A ER MRS 254 1 HeifERHERE
FQDN, fR%5234H 2 ERMAEZE,

1. M 2012R2-A SHAIRSE54H 1 BCE, 2012R2-A 2R F EEB MRS HANEIRSSS,

2. JRRSE234E 1 EEBES AR T &= 2012R2-C EMIHT BOARER, ZT R AFIRS284H 2 89
FHRSE 2R

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -NoEncryption -HostBaseURL
"https://servergroup2.example.com"

tEARSs BRECBIMEER

PowerShell EEXNREE Windows 1K B & M%ZEE, PowerShell EENRAIBERENEBER
FHZEIRP,

=3 g

EMBREENEY, ERFZFHAATHRITNENEE, TENRPEEAP AR ER.
BAESEMSARS 2 LR PowerShell RIEFRIE T ZHEREBHNERENR. £F
EXRA, EEILUEEERABF,

PowerShell 23K ZEEIZFEIRMY RIVIEERF. LR BIREAAERIGREEFIERN
Windows FBF

ESH RS 28 LM PowerShell iEH 617 PowerShell ZHEX R,

$User = [System.Security.Principal.wWindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"

279



CITRIX® STOREFRONT 2203

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,
$Password)

& S HE backup.ctxzip, XE—MINER zip X4

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\"
-zipFileName "backup" -Credential $CredObject

ES ARRS 23 L8Y PowerShell 2iEAFEIEEEREIRY PowerShell EIEITR,

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject
-HostBaseURL "https://storefront.example.com"

BHRIFRAME&EHES

$User = [System.Security.Principal.wWindowsIdentity]::GetCurrent().Name
$Password = "Pa55w0Ord"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,
$Password)

Unprotect-STFConfigurationExport -encryptedConfigurationZip
"$env:userprofile\desktop\backup.ctxzip" -credential $CredObject
-outputFolder "c:\StoreFrontBackups" -Force
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P {ELE

ATNEBRAFWEEE Web X 51285 Citrix Workspace N A 2R HIRA S HEEH TR B

AR
MNRRAFEIEEN TZF % VPN (CVPN) BY Citrix Gateway i8] StoreFront, ME iz

BB RE, MARETR StoreFront AP RE, EXfERT, Fi Ul BEBEIEER
S

%

RIFECERY HMNIESE UNEEERATERER, AFPYJRFEER.

cifnx | StoreFront

MNREZMBMIEIES AR, AU RERSMHIEIET %o

Citrix Workspace W T2


https://docs.netscaler.com/zh-cn/netscaler-gateway/current-release/vpn-user-config/clientless-vpn-access.html
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p=3_

It BN EE Web FS 285 REERER, NERTEIAMZER Citrix Workspace
RiEFR. WS RAREERZAMSZERE, BEFIRRTERE.

RIEECE, HAPEXEE Web X285 REESERE Cookie /&, FIEESEEIWIIER
Citrix Workspace NMHEF F&. MWi1a7L0%#E !

o EFFHA Citrix Workspace R FBIERE ATE A ZEER] Citrix Workspace N FBIEFF R ENE
Fo BIUXEHMLERERERR,
o EFEANEER (WRATA) MUARENRISEFEHNRR,

Welcome to Citrix Workspace app

For the best expenience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citnx | Workspace

Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in your browser.

YA EFRRM Citrix Workspace MR BT, RASEIRIONAMZEER Citrix Workspace N
REF. 8%, REA, EREIRFEMA Citrix Web I B, IIRARZEIY BRI AME
M Citrix Workspace AR, MEZ1RFTH Citrix Workspace BEIg8, E© =& Citrix Workspace
NRREFHN—N AN, MNRBERE Citrix Workspace N2, MERSBAWH—PED, B3R
iB{T Citrix Workspace EEI88, I 1REZF4TFF Citrix Workspace E&h28 o 4T #R (BURT
MEER) o BT DE BRI domain £ X B AR PITH LR, LOERSREIA
RETER L ES o
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Open Citrix Workspace Launcher?

wants to open this application.

Always allow to open links of this type in the associated app

Open Citrix Workspace Launcher

Please choose Launch Application.
If app Is not detected, no window appears. Then click Download.

Note: Clicking Already installed allows you to bypass running the client

citrix | We ace detection. However, you lose features like domain pass-through
authentication, which requires the native Workspace app detection to
complete successfully.

M | agree with the

INRIMB A ZE ZERY Citrix Workspace N BIEF, N/ IMWHEEHKEERT— 1 FR. AP
BEEhERN, ©RBIEQNEIAER, /A Citrix Web 35 Citrix Workspace B B2 E A%
B Citrix Workspace N BEFHITHER,

SN:RFK %% Citrix Workspace NAIER, SERFBUET Babds, MARIERE, MI1EATER :

« & - M Citrix W53, StoreFront ARS388 T & Citrix Workspace &R
BREN - 2B NAMZ 2R Citrix Workspace RZFATER -
- (EFA¥EMEIAR - BliZ Workspace RZFFZRQM, FHIALL7E Web X EAFHITHE IR,

- BRE - XRBOIRN, WRAFRET AEHF Citrix Workspace™ Launcher 3% Citrix Web 3~
E8IIBkR Citrix Receiver™, NIRTIAGEA LA, WNRAMAANTIEZFLLIED, Hth(1SshEMR A
FHREA, JRBRXTH D .ica X, MiTAILUEER Citrix Receiver FTFZX . Ltk
MRSHIEEZR, FREINER,

ETNETF

“FW R+ ETRAERENARREFANNPAEWREEEFINAEFIEEH, “FER RN REAN
FARIE S UK A B o
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Welcome Joe Bloggs!

Browsers Office 2016

xH NG w3

w
¢

Calculator Cloud Excel 2016 Cloud Chrome Cloud

Office 201

VA e SvAli S

‘NARFIENFEE ST FRE
- B - ERFBNAER.
- WX - ETRPERERNNAER.
o #F - BRFEFIURXESFFHNNAER. EHHNERAXBURTEIIRE.
- £8 ERNENAERFH,
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DESKTOPS
Apps
All (39) Favorites (3) Categories Collections w
~
g e T e
Access 2016 On Acrobat Reader Acrobat Reader DC Calculator Cloud Calculator On Prem
Prem Cloud On Prem
, —
¢ Y g 7
Chrome Cloud Chrome On Prem Citrix HomePage Command Prompt Excel 2016 Cloud
rowser Content ffice 2016
g e g irg e

SEHIETF

SKEETFERDFIE :

- 288 - BB RHE,
- Wik - B AP BBEERE,

R FAF2 M1 SR E RS

BEEMRUBENAEFNEH.

Wi

B R TERERLCRIR IR AU -
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3 IIII
vl

Calculator Command Prompt

ERFAERMERE
FFEIUER S ER FANER, NERAERFHENIRE.

oo

Citrix StoreFront ao L]

APPS DESKTOPS

Welcome

Favorites

Calculator

~

Calculator Other X

Actions: Description:
[/ Open

* Remove from favorites

LUR R 1ERTRERT A

- T - BRI ERNERDINAREFSREE,

o MBI - NRTB AWK, F2REIERN, FEBEEERWERIE, NFNAE
FF B SRR AU o

o MBGRSERIER - INRIE BUkiER. F22GI4ER, HERIEDERKEHKINE, WFNATE
5 B S T A AR S R AR R

- ER - WTAANENRRE, hETKRERSRH.
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iR

AP AT LU ARER O L B RIE. ERFENARER. fEMZES

RE
YRS UTEET Web 14138551518 RS FEEY A A,

ale]

Joe Bloggs

Account Settings

About

Log off

IRERPAFTLATER

- HKFISE - FTHIREDIE,
« XF - BB XNARENER.
° 5I% - 5$%ﬁlﬁ]ﬁljjo
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WA E

citnx | StoreFront 1ot

HOME APP DESKTOPS

Settings i
Account
About
Log off
Advanced

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app.

Change Citrix Workspace app

Opens a page that checks for a local Citrix Workspace app.

Current status: We can't detect a local Citrix Workspace app. Select Download to download and install Citrix Workspace app.

LU BRI BERT A -
&, MEEAEMFERNRIE. BERERSERILED, H2EITIEXZES.
ETER, MTAPMEHRIRIEHF . BEEEEREERILED, HES0HTIFXEZEH,

#E Citrix Workspace MR, TH—1XMH, Z IR AR ERMNEBAM Citrix
Workspace W B2,

B Citrix Workspace NERE, ITHA—1TIE, BEARMEEER Citrix Workspace N AIEF. X
AR EEE AR Citrix Workspace N FTEF BEIERRHIE Web X B3R EhERZIE
HITIR,

AH
BAH, BITREREH BT, XHEAFRNNABEEEHE. WRMITERIEFZIR, N
RIEECE, ©FF :
« KIFEIR
- TS RFENER
- RERRER,
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StoreFront SDK

Citrix StoreFront 12T —1EFZ ™ Microsoft Windows PowerShell 2.0 iRi&E1REY SDK, 18It
SDK, el iT5 A StoreFront MMC #ZHISHERENES , URERZESHIS TTETR AT

5o

TE
PowerShell SDK & PowerShell 6 S{E S RAF#HS,

B X SDK &Z, 15&# StoreFront SDKo

{FH SDK

SDK ®22 % PowerShell BIZH 5, HIRLZEMEIEZ StoreFront A4E, ZERSSEHE

REXEEESR T,
ZiHRHMEIT ecmdlet, BHITIATRE -

1. F41R StoreFront BIBZEHIEE * H.

2. WEIBR B/ ESH PowerShell S8 5S{TiR R8¢ Windows PowerShell ISE,

1B IfER StoreFront frS5 88 EAMEIE RARIAL R H 175517 shell BRI,

3. EEMIAHEHE SDK cmdlet, 151 PowerShell FIRH1THERI&E S RemoteSigned, & X
PowerShell 11THREEAVIFAE S, 1EEIR Microsoft X1,

SDK A

ZEEHA, BRITUATEIR

1. ¥ StoreFront &R SDK Rflz— & #1%] %ProgramFiles%|\Citrix\Receiver
StoreFront\PowerShellSDK\Examples X434,

2. ATEBEEEXBEHNMAE, BEERGIMANUTBE MO, BXFAER, BFEN
TEIRG, EAIRAERRT ARSI,
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3. MRBMARIRH SR NES TR, Al :

- f#F PowerShell ISE 33U T E4RIEHIA,

- FRTESEEEAWERNE.

« MIFRMERIARFER ST,

 JE/XE, StoreFront cmdlet AJLUEIRIZR STF 185!,

- {£/ Get-Help cmdlet, & cmdlet ZFH0 -Full 2HLURENE X HEMTHNEZE R,

ANl
AR

BIZRIAR, NAFRIBZRESRFICRINENES, Cirixe BIEERE LDIE, MAZE
w4

Tl R
BIEEREE A BIZ—NEEEE, HPaE— 1
& 7 B XenDesktop AR5525HY StoreFront
YEHIER.
BIEIEZEIH ) ERE A . E eI AR £, HEBERINZT
2ihiRl,
SIZEBRERN X IEIZARIERE A Tzl ARM £, FNEiEN&

EREIM X LR E VA P R50,

T R EERE

UFRBIESR T ANfEIIZREE 7 —1 XenDesktop® | 85RY B B ERE,

EFEE, EREREEENRE SDK AN FIFRPSE, R LERFMRAEFHITEENX, XU
4B F Bxh{t StoreFront ZPERIHEIZA,

= g
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FBRITIRL RS RAAVIGRINAEFNE R , Citrix BINEEBAXEPERNTE, MAZE
HA NSRBI A

T AREA
ATIFEREY StoreFront ERHIHIAR BTN DHIER. XFEBTEEEX HCHHA,

o GEBIRVIBERFFS APTER StoreFront 1 E3R, 7E5FThRAAY PowerShell FREEF A,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[long]$Siteld = 1,
[ValidateSet("XenDesktop", "XenApp", "AppController", "VDIinaBox")]
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]

[string[]]$FarmServers,

[string]$StoreVirtualPath "/Citrix/Store",

[bool]$LoadbalanceServers $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP"

\# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
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Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

« IRIEIR (LAY \$StoreVirtualPath BhI&E H 17 I0IEF] Citrix Receiver for Web AR 53 8Y B E&R,
\$StoreVirtualPath Z[E)F \$StorellSpath, EAELIEEEIRER IS PRIE, Fitk, £
PowerShell 1, E{HI{E9“/Citrix/Store”. “/Citrix/StoreWeb”8%"/Citrix/StoreAuth"Z5,

\# Determine the Authentication and Receiver virtual path to use based
of the Store

$authenticationVirtualPath = "$($StoreIISPath.TrimEnd('/"'))Auth"

$receiverVirtualPath = "$($StorevirtualPath.TrimEnd('/"))Web"

o MNREREFEEIE, WEIE—ITFEE, LUERHNIFAER StoreFront lRS5, -Confirm:$false
I T BEIASRE R AR AT SR,

\# Determine if the deployment already exists

$existingDeployment = Get-STFDeployment

if(-not $existingDeployment)

\# Install the required StoreFront components

Add-STFDeployment -HostBaseUrl $HostbaseUrl -SiteId $Siteld
-Confirm:$false

elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)

\# The deployment exists but it is configured to the desired

hostbase url
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Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."

else

Write-Error "A deployment has already been created on this server
with a different host base url."

- NREEENEUREFFESMIIERS, WEIB—THBSMIIERS. AARBFLNE
BEHIIEAEERH.

\# Determine if the authentication service at the specified virtual
path exists

$authentication = Get-STFAuthenticationService -VirtualPath

$authenticationVirtualPath

if(-not $authentication)

\# Add an Authentication service using the IIS path of the Store
appended with Auth

$authentication = Add-STFAuthenticationService
$authenticationVirtualPath

else

Write-Output "An Authentication service already exists at the

specified virtual path and will be used."
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- MREIERTENEBBRBAFEFERS, VWEIE— " FHNEFMERS, ZRSEEE—
XenDesktop ZH2%, HARSIFTELEE $XenDesktopServers H7E Xo

\# Determine if the store service at the specified virtual path exists
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not $store)

\# Add a Store that uses the new Authentication service configured to
publish resources from the supplied servers

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath
-AuthenticationService $authentication -FarmName $Farmtype -FarmType

$Farmtype -Servers $FarmServers -LoadBalance $LoadbalanceServers \°

-Port $Port -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

else

Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be appended to
this store."

\# Get the number of farms configured in the store

$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count

\# Append the farm to the store with a unique name

Add-STFStoreFarm -StoreService $store -FarmName "Controller$

($farmCount + 1)" -FarmType $Farmtype -Servers $FarmServers
-LoadBalance $LoadbalanceServers -Port $Port \°
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-SSLRelayPort $SSLRelayPort -TransportType $TransportType

o TEIEEM IS BB Citrix Receiver™ for Web RS, WifinlE LEAIEMEMERLHN
N AR

\# Determine if the receiver service at the specified virtual path
exists

$receiver = Get-STFWebReceiverService -VirtualPath $receiverVirtualPath

if(-not $receiver)

\# Add a Receiver for Web site so users can access the applications
and desktops in the published in the Store

$receiver = Add-STFWebReceiverService -VirtualPath

$receiverVirtualPath -StoreService $store

else

Write-Output "A Web Receiver service already exists at the
specified virtual path and will be used."

[’

- NTEMER R XenApp BRSS, LU@EIHERY Citrix Receiver 5% Citrix Workspace N FIEF & P iH ]
LUEERI B A BN AER.

\# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService $store

if(-not $storePnaSettings.PnaEnabled)
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\# Enable XenApp services on the store and make it the default for this
server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

B gIRiTiE IR ERE

MR RBIERT— MEASIER, E RN T — BT R R,

T El, BHERIEEER SDK AN FIRRiI TR, WRAIAUERFMEAEH#HITEEN, KU
& AT Bzt StoreFront ERBAVRHA,

Pz

FERIERZIRISRIAVGRINENE S, Citrix BIEERBAXEPEENS R, MAEE
w4

A
ATIFEREY StoreFront ERHIHIAN S M DHIER. XFEBTEEEXEHCHHZA,

o IGEBIRVIBERFAS APTER StoreFront 1E3R, 7E5FThRAAI PowerShell FREEF A,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[Parameter (Mandatory=$true)]
[long]$SiteId = 1,

[string]$Farmtype = "XenDesktop",
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[Parameter (Mandatory=$true)]
[string[]]$FarmServers,
[string]$StoreVvirtualPath = "/Citrix/Store",
[bool]$LoadbalanceServers = $false,
[int]$Port = 80,

[int]$SSLRelayPort = 443,
[ValidateSet ("HTTP", "HTTPS", "SSL")]
[string]$TransportType = "HTTP",
[Parameter (Mandatory=$true)]
[Uri]$GatewayUrl,

[Parameter (Mandatory=$true)]
[Uri]$GatewayCallbackurl,
[Parameter (Mandatory=$true)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=$true)]

[string]$GatewayName
Set-StrictMode -Version 2.0

\# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'
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$ReportErrorShowStackTrace = $true
$ReportErrorShowInnerException = $true

\# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

o BT A ZRTRY R G A K GIZ AR 18] StoreFront 888, EARIERY BUZFHRZHI,

\# Create a simple deployment by invoking the SimpleDeployment example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.Definition
-Parent

$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.psi"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $SiteId -FarmServers
$FarmServers -StoreVirtualPath $StoreVirtualPath -Farmtype $Farmtype \°

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort
$SSLRelayPort -TransportType $TransportType

o REVEERMERCENRS, RAENBEERUZFFTIZNNTR

\# Determine the Authentication and Receiver sites based on the Store

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$authentication = Get-STFAuthenticationService -StoreService $store

$receiverForWeb = Get-STFWebReceiverService -StoreService $store
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« TEIZFZIHIRIFAEERY Citrix Receiver for Web ARS5_EE B CitrixAGBasic, ZARZS M Citrix
Gateway, MIZIFAIMHNEFKEY Citrix Receiver for Web CitrixAGBasic 1 ExplicitForms &35
IEA %o

\# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols

\# Included for demonstration purposes as the protocol name can be used
directly if known

$receiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable |
Where-Object { $_ -match "Explicit" -or $_ -match "CitrixAG" }

\# Enable CitrixAGBasic in Receiver for Web (required for remote
access)

Set-STFWebReceiverService $receiverForWeb -AuthenticationMethods
$receiverMethods

- EHHIIEARSS LB CitrixAGBasic, iZiziIRHRELEINEE.

\# Get the CitrixAGBasic authentication method from the protocols
installed.

\# Included for demonstration purposes as the protocol name can be used
directly if known

$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object
{ $_ -match "CitrixAGBasic" }

\# Enable CitrixAGBasic in the Authentication service (required for
remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
$authentication -Name $citrixAGBasic

o AINFRBGZIZIREIM X, {REFNERYFR IP tthit, HAFEEMBINZiZHRRIEFET.

\# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name "NetScaler10x" -LogonType Domain -Version
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Versionl0_0_69_4 -GatewayUrl $GatewayUrl '

\-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityuUrls
$GatewaySTAUrls

\# Get the new Gateway from the configuration (Add-STFRoamingGateway
will return the new Gateway if -PassThru is supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName
\# If the gateway subnet was provided then set it on the gateway object

if($GatewaySubnetIP)

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress
$GatewaySubnetIP

\# Register the Gateway with the new Store

Register-STFStoreGateway -Gateway $gateway -StoreService $store
-DefaultGateway

T - QIBERRERRM X NTELERE
UFRABFZANEA, FNT P EERERHR X ERB NS,

EFRZ I, BWRIEETE (/zh-cn/storefront/2203-ltsr/sdk-overview.html#get-started-with-the-sdk)
RIFREI SR, ARG EBE XILRG, UERBT BN StoreFront ERZERIHIA,

p=3 g

FBRITIEZRGRIAIGRINENE R, Citrix BiEEBAXEPERNTE, MAEE
wl AR BB A

BRI
ATIRRRT StoreFront ERHHIANSNEIDHER. XA TEEEX B CHIHIZA,
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o REBRIRGIBEERH S APTER StoreFront 1231, 7EEFThRAR PowerShell FREEF Ao

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[long]$Siteld = 1,
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,

[string]$StoreVirtualPath

"/Citrix/Store",

[bool]$LoadbalanceServers

$false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP",

[Parameter (Mandatory=$true)]

[Uri]$GatewayUrl,

[Parameter (Mandatory=$true)]

[Uri]$GatewayCallbackurl,

[Parameter (Mandatory=$true)]

[string[]]$GatewaySTAUrls,

[string]$GatewaySubnetIP,

[Parameter (Mandatory=$true)]
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[string]$GatewayName,

[Parameter (Mandatory=$true)]
[Uri]$OptimalGatewayUrl,
[Parameter (Mandatory=$true)]
[string[]]$0ptimalGatewaySTAUrls,
[Parameter (Mandatory=$true)]

[string]$0OptimalGatewayName

Set-StrictMode -Version 2.0

\# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = $true
$ReportErrorShowInnerException = $true

\# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

« JERZRIRERE AU EC EE A EH ANNZIZ 1180

\# Create a remote access deployment

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.Definition
-Parent
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$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1i"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $SiteId -FarmServers
$FarmServers -StoreVirtualPath $StoreVirtualPath -Farmtype $Farmtype \°

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort
$SSLRelayPort -TransportType $TransportType \°

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackurl
-GatewaySTAUrls $GatewaySTAUrls -GatewayName $GatewayName

s PEENRERMX, HNEEREBEMXIERFRNE.

\# Add a new Gateway used for remote HDX access to desktops and apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType
UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl
-SecureTicketAuthorityUrls $0OptimalGatewaySTAUrls -PassThru

« RINAEERSUERREN X, EFMEHFEDECLRBIEEARIEE.

\# Get the Store configured by SimpleDeployment.psil

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

\# Register the Gateway with the new Store for launch against all of
the farms (currently just one)

$farmNames = @($store.FarmsConfiguration.Farms | foreach
{ $_.FarmName })

Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService
$store -FarmName $farmNames
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I FEHEBR StoreFront

ZERHEE

f%ﬁiﬁﬂﬁﬁ StoreFront BY, StoreFront ZEFZFARTE C:\Windows\Temp\StoreFront B &+ 8IEA
BEXH. XMHARMTZEENNAY, HESER,

« Citrix-DeliveryServicesRoleManager-*.log—E R B X &% StoreFront BYB1J3E,

« Citrix-DeliveryServicesSetupConsole-*.log—fE§#FA &% StoreFront UMUK E A EFFR S
E# StoreFront BYBl&E,

« CitrixMsi-CitrixStoreFront-x64-* log—fE XX B A I 54 2A 5 L2 ZEFMENE, StoreFront BT RIEE,

FHEE

StoreFront ZF3T A IIEARSS. NAEEH Receiver for Web hs2##1T Windows EHEIR
Fo EHMERIEGHEITES A StoreFront AR BEE, AINEREHEERTNAEFMNRSAH
& > Citrix Delivery Services ¢ Windows B3& > AR FTEE., ELUETRIES 1D I0IEAR
5. NMFEEM Receiver for Web i R BYECE X RIEFI RN EHMNEE BHEFBEHE.

A &FRE

1. FERANXARERITAEMIIERS. NMAREED Receiver for Web it sl web.config X1, X
7 @ E 9 B4 F C:\inetpub\wwwroot\Citrix\Authentication\. C:
\inetpub\wwwroot\Citrix\storename\ #1 C:\inetpub\wwwroot\Citrix\storenameWeb\ B®/, Hr
storename 2 B2 A 75 BT 5 E R FFo

2. EXHHFHBIUT TR,

<logger duplicateInterval="00:01:00" duplicateLimit="10">

FAINBRT, StoreFront EEEAFEDHHRIE & HERBHIRHIHN 10 1

3. X duplicateinterval BMHMELISERME & HEZLBNBEE (LUNY. oMM AL
fiI) o {#F duplicateLimit B IR ETEISERTEERAMNMNICRINE § £BE, ULk BER
o

ﬁEﬁEIMBEﬁ%'JHT FIER—RESHR, ERFIGHE—TNERBERE. HiEREILERE, 1E
AEIERHIRE, HiER— zd:.%l“_%ﬁ , ETRABIHEES BERE
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PowerShell fIEEZHIS BE

1Bt PowerShell S EBIEHISHITHEEENRICRTE C:\Program Files\Citrix\Receiver
StoreFront\Admin\logs » HEXHHTUZMSRIEMEDR, UKIBFXDmBFSIRIEER.

PHHEIER
BT, SHEEERBIAREREE,

M 2203 LTSR CUS5 ki A&FF R, BRIANER FRIERE Error. Warning # Info KFIHVHEHE. EAZH
BRT, XEEBBHEBRIZETER ),

EEARBREREEEILR, BEREFAMEE RN RIS E5) Windows PowerShell, F RS
Set-STFDiagnostics MUMUATEE :

o -All, — MK, 8RN AFRE LAIFARS EFERER.

« -TraceLevel, IRERIFL(ESRFIEIE, -TraceLevel DIFRIEN © Off. Error. Warning. Info 3§
Verbose, HAFAIEEE R AELIE, BERAIESEZ M StoreFront BIMEE. PRIEELEPREFS!
FTE, TNAFEINFER Info 3% Verbose K31,

AEBE :

+ -FileSizeKb, ERERX AR/ (LA KB AEAL)
+ -FileCount, W% F[EIAT4EIPRVERER S HF 8=,

+ -confirm:$False, 21t Windows &/, LASTIF StoreFront cmdlet &R ERETT,

ERERME & %F] c:\Program Files\Citrix\Receiver StoreFront\admin\trace
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& ¥ | trace
Home Share View
“- v P » ThisPC » Local Disk (C:) » Program Files » Citrix » Receiver StoreFront » Admin » trace
I Desktop F Name - Date modified Type Size
¥ Downloads o | AGServices000.svclog SVCLOG File 4KB
5] Documents of .| ConfigurationReplication000.svclog SVCLOG File 0 KB
&= Pictures g 3 CredentialWalletD00.svclog SVCLOG File 0 KB
StoreWeb j DomainServices000.svclog SVCLOG File 0 KB
] PeerNameResolutionServiceD00.svelog SVCLOG File 0KB
& This PC | ReadMe Text Document 1KB
I Desktop | Roaming000.svclog SVCLOG File 295 KB
|5 Documents "] ServiceMonitor000.svclog SVCLOG File D KB
& Downloads ] Store000.svclog SVCLOG File D KB
D Music ] Store2Auth000.svclog SVCLOG File 0KB
=) Pictures | Store2Web000.svelog SVCLOG File OKB
. || Store2000.svclog SVCLOG File 0KB
B Videos e -
|| StoreAuth000.svclog SVCLOG File 0 KB
& Local Disk (C) (7] StoreWeb000.svclog SVCLOG File 79KB
inetpub ] SubscriptionStored00.svclog 16/10/2018 08:32 SVCLOG File 0KB
Logs
PerfLogs
Program Files

aNGl

ENFAEIREE R Verbose KHIERERLI# TR
Set-STFDiagnostics -All -TracelLevel "Verbose" -confirm:$False
EH Verbose HARER, HFFAEIRS RS IZERIEIAE !
Set-STFDiagnostics -All -TracelLevel "Info" -confirm:$False

B X Set-STFDiagnostics cmdlet WEZER, FEIR StoreFront PowerShell SDK X134,

Launch.ica X HEIER

LEFESINBEFHEMmE, StoreFront REM—1% 7 launch.ica BIX ¥, Workspace Nz
FRIREZ S U E M AE R N B R E. RIBEE, hXHrREEEERER, FitE
AEREISR. ATIZEEREIR, &E launch.ica WABRREER,

EEHA launch.ica X#HIHEIER, BRMUATTE .
1. EREMKREIERSMEIAT MR :

32 iI3R%E . HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\Logging
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64 1324 . HKEY_LOCAL_ MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

Client\Engine\Configuration\Advanced\Modules\Logging
2. WENTRINFTHREE :

« LogFile="HE&EX E&=ZR"
« IBRICAX =K

fan

LogFile=C:\ica\ica.log

LogICAFile=true

B X EERIE TR ICA XAHRTHESHRUNNERAENNEZIFAEE, 152
CTX200126,
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E=7EA

StoreFront AJRE S ZIRIBU T RFRFIFAINE=FNRHEAMG. IIRERERTIBAERE=7
MFERRY, IR FTRERE ™ MEVSERRAMEN, HERRERTE ; ERRE Rt TERARE
FOVFRYSEEN, CITRIX REMN R ATIRSE AR SRR, IREAERHD LERTIRMAF
BEMLER, NMEERBAREETR. EEREMFZRIMREHRIE B ERAHDAFTIK, &EF
BEEEABERT, CITRIX SANEERH DL ATRMSBMAVERSH. B, BEIEREHRE
B EREMRERBERET,

IERBID 3.3.0

RRAXPTE 2004-2013 Castle Project - <http://www.castleproject.org/>

IR#E Apache FRIIE 2.0 RIR1FIFA]

Microsoft Unity B FATERF3R (Unity) 2.1

WR#XFRE © 2011 Microsoft Corporations

1B1E Microsoft X FAIIE (MS-PL) 38153F 7] <https://msdn.microsoft.com/zh-cn/library/
hh237493.aspx>

Microsoft BT\, 5558k . Prism 2.2

HRANFRA © 2010 Microsoft Corporation.

1R#E Microsoft NHIFANIE (MS-PL) FR1FIFA]

Microsoft R\ 550 : BARS EALES 1.0

WRAYFRA © Microsoft Corporations

1R#E Microsoft NHIFANIE (MS-PL) FR1GIFA]

Microsoft .Net 2& R

WRAXFRE © Microsoft Corporation, 183& MIT 3 AIIERAY,
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ManagedEsent hR 7 1.9.4

KRA¥PFE © Microsoft Corporations

ARHE Microsoft 2 HIFATIE (MS-PL) #&1%

jQuery UI - v1.10.4 - 2014-03-12

<http://jqueryui.com/>

WRAXFRA 2014 jQuery Foundation MEMTIEKE ; 1BIE MIT 124X

jQuery JavaScript FE v1.12.4

<http://jquery.com/>

g Sizzle.js
<http://sizzlejs.com/>

MeAXFRA jQuery Foundation F1ELfth ST EkE
IR4E MIT FRIIER R
<http://jquery.org/license>

HEHA : 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04 <http://jscrollpane.kelvinluck.com/>
MeAXFRA (c) 2010 Kelvin Luck

FRHE MIT 1 GPL FB[IEWNEIZ I,

jquery.contextmenu.js

jQuery £ EEM
<http://www.JavascriptToolbox.com/lib/contextmenu>

MRAXFRA (c) 2008 Matt Kruse (javascripttoolbox.com)
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FRHE MIT 1 GPL FB[IEWNEIZ I,

Hammer.JS BY jQuery #ifF - v1.0.0 - 2014-01-02

<http://eightmedia.github.com/hammer. js>
WRAXFRE (c) 2014 Jorik Tangelder <j.tangelder@gmail.com>;

IR1E MIT FFRTIEREAR

jQuery MouseWheel

MeAXFRA (c) 2011 Brandon Aaron (http://brandonaaron.net)

FRHE MIT #FA]3IE (LICENSE.txt) 1%,

WPF TEQ 35

WPF Toolkit lR#XFr & (c) 2006-2014 Microsoft

MS-PL i 8]iiF

"B WPF TE4 3.0

MAXFRA (C) 2007-2013 Xceed Software Inc.
ItEF2FFARHE Microsoft AHEAVFATIE (Ms-PL) BYRFIRHLA E,

MEEZINEE. EHFRERE I LF, IB7E <http://xceed.com/wpf_toolkit> 3IKEY Plus
Editione

1R¥5 %% | £ Twitter £ %% @datagrids

wix TEE&E

KRAXFRE (c) Outercurve Foundation. i@ AFIFAIERRA 1.0,

CLRZ&2

WRAXFRE (c) Microsoft Corporation, Microsoft FRHIMEIFAI MY (MS-LPL)
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B3 Redis 1.1

StackExchange.Redis.StrongName 1.1 <https://stackexchange.github.io/
StackExchange.Redis> RRINFAE (c) 2014 Stack Exchange

IR1E MIT FE]IEIEAR

4153k JSON 9.0

WRAXFRA (c) 2007 James Newton-King

IRHE MIT BT IERAY,

jQuery JavaScript E v3.7.1

<https://jquery.com/>

WAXFRA OpenJS Foundation F1ELfth STk E
RHE MIT IFRIIER R
<https://jquery.org/license>

HEHB : 2023-08-28T13:37Z

jQuery UI - v1.13.2 - 2022-07-14

<http://jqueryui.com>

MeAXFRA © jQuery Foundation REMZTEAE ; MIT i8]

Hammer.JS - v2.0.4 - 2014-09-28

Hammer.JS - v2.0.8 - 2016-04-23
<http://hammerjs.github.io/>
WRAXFRAE © 2016 Jorik Tangelder ;

IR1E MIT FFRTIEREY

311



CITRIX® STOREFRONT 2203

VelocityJS.org (1.5.0)

velocity-animate (C) 2014-2017 %k¥|%Z - EE %,

IRIE MIT WFEIERI, FIBIEESRTMBREE R T LICENSE X4,

slick.js - 1.8.0

MIT IFB]3E (MIT)

hR#XFRE © 2013-2016

RNEIR AP RE fhE2=0.2.3

hHe#XERE 2011-2014, Dave Furfero

IRHE MIT 3¢ GPL kR 2 ¥ IENE F A,

8%k NET 8

MIT IFB]IE (MIT)

HRARFRE (c) NET BSMETME

Bt : 5| FHBYFRIIIE
MIT ¥ A]3E

Permission is hereby granted, free of charge, to any person obtaining a
copy

of this software and associated documentation files (the "Software"), to
deal

in the Software without restriction, including without limitation the
rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies of the Software, and to permit persons to whom the Software is

furnished to do so, subject to the following conditions:
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The above copyright notice and this permission notice shall be included in

all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE

AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN

THE SOFTWARE.

Apache YFEIE, hRZS 2.0

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction,

and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by

the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the

outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity

exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation

source, and configuration files.
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"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,

and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally

submitted to Licensor for inclusion in the Work by the copyright owner
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or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise

designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and

subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the

Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
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this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate

as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You

meet the following conditions:

(a) You must give any other recipients of the Work or

Derivative Works a copy of this License; and
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(b)

(c)

(d)

You must cause any modified files to carry prominent notices

stating that You changed the files; and

You must retain, in the Source form of any Derivative Works

that You distribute, all copyright, patent, trademark, and

attribution notices from the Source form of the Work,

excluding those notices that do not pertain to any part of

the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its

distribution, then any Derivative Works that You distribute must

include a readable copy of the attribution notices contained

within such NOTICE file, excluding those notices that do not

pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or

documentation, if provided along with the Derivative Works; or,

within a display generated by the Derivative Works, if and

wherever such third-party notices normally appear. The contents

of the NOTICE file are for informational purposes only and

do not modify the License. You may add Your own attribution
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notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed

as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed

with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade

names, trademarks, service marks, or product names of the Licensor,
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except as required for reasonable and customary use in describing the

origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the

wWork (including but not limited to damages for loss of goodwill,

work stoppage, computer failure or malfunction, or any and all
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other commercial damages or losses), even if such Contributor

has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason

of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

Microsoft Z23EVFA[IE (MS-PL)
This license governs use of the accompanying software. If you use the

software, you accept this license. If you do not accept the license, do
not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derivative works,” and

“distribution” have the
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same meaning here as under U.S. copyright law.

A “contribution” is the original software, or any additions or changes to
the software.

A “contributor” is any person that distributes its contribution under this
license.

“Licensed patents” are a contributor’s patent claims that read directly on
its contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free copyright license to

reproduce its contribution, prepare derivative works of its contribution,
and distribute its contribution or any derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free license under its licensed
patents to make, have made, use, sell, offer for sale, import, and/or
otherwise dispose of its contribution in the software or derivative works
of the contribution in the software.

3. Conditions and Limitations

322



CITRIX® STOREFRONT 2203

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents that
you claim are infringed by the software, your patent license from such
contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are present in
the software.

(D) If you distribute any portion of the software in source code form, you
may do so only under this license by including a complete copy of this
license with your distribution. If you distribute any portion of the
software in compiled or object code form, you may only do so under a
license that complies with this license.

(E) The software is licensed “as-is.” You bear the risk of using it. The
contributors give no express warranties, guarantees or conditions. You may
have additional consumer rights under your local laws which this license
cannot change. To the extent permitted under your local laws, the
contributors exclude the implied warranties of merchantability, fitness
for a particular purpose and non-infringement.

WA RFHIFAIE hiR= 1.0
PEMiEFIRIEABARHIFANE (il BIZRFIRM. WNIEFOEAER. &HID KMk
AR ARDINBIIER

1.3 E X
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- Changes to the Program

- Additions to the Program; where such changes and/or additions to the
Program originate from and are distributed by that particular Contributor.
A Contribution ‘originates’ from a Contributor if it was added to the
Program by such Contributor itself or anyone acting on such Contributor’s
behalf. Contributions do not include additions to the Program which: (a)
are separate modules of software distributed in conjunction with the
Program under their own license agreement, and (b) are not derivative
works of the Program. “Contributor” means any person or entity that
distributes the Program. “Licensed Patents ” mean patent claims licensable
by a Contributor which are necessarily infringed by the use or sale of its
Contribution alone or when combined with the Program. “Program” means the
Contributions distributed in accordance with this Agreement. “Recipient”
means anyone who receives the Program under this Agreement, including all

Contributors.
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(a) EE T AMINAISIAI S o

(b) EiFRThix -

- Effectively disclaims on behalf of all Contributors all warranties and
conditions, express and implied, including warranties or conditions of
title and non-infringement, and implied warranties or conditions of
merchantability and fitness for a particular purpose.

- Effectively excludes on behalf of all Contributors all liability for
damages, including direct, indirect, special, incidental and consequential
damages, such as lost profits.

- States that any provisions which differ from this Agreement are
offered by that Contributor alone and not by any other party.

- States that source code for the Program is available from such
Contributor, and informs licensees how to obtain it in a reasonable manner
on or through a medium customarily used for software exchange. When the
Program is made available in source code form:

i. It must be made available under this Agreement.

ii. A copy of this Agreement must be included with each copy of the
Program. Contributors may not remove or alter any copyright notices
contained within the Program. Each Contributor must identify itself as the
originator of its Contribution, if any, in a manner that reasonably allows
subsequent Recipients to identify the originator of the Contribution.
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